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Abstract—Network attack traffic classification is a critical
component of modern intrusion detection systems, yet most
existing approaches rely on session-level statistical features such
as packet counts, byte counts, and inter-arrival times. While
effective in capturing aggregate flow behavior, these statistical
representations abstract away the protocol semantics embedded
within individual packet header fields, limiting their ability
to discriminate between attacks that exhibit similar flow-level
statistics but differ in their underlying protocol behavior. In
this paper, we propose a Graph Neural Network (GNN)-based
classification framework that represents network traffic as a host-
session graph, where hosts are modeled as nodes and sessions
between them as edges. Unlike prior GNN-based approaches
that use statistical descriptors as edge features, we construct
edge features directly from IP and transport-layer header fields
aggregated over each session, without relying on application-
layer payload contents. We evaluate three representative GNN
architectures—GCN, GAT, and E-GraphSAGE—on three public
benchmarks: CIC-IDS-2017, USTC-TFC-2016, and ToN-IoT. Un-
der an identical graph structure and identical model configura-
tions, replacing statistical edge features with our proposed header
field-based features improves classification performance across all
three backbones on CIC-IDS-2017 and USTC-TFC-2016, with
macro-F1 gains of up to 35%, while performing comparably to
the baseline on ToN-IoT, whose baseline features are native to the
dataset’s own connection log format. These results indicate that
preserving fine-grained header field information can substantially
enhance the discriminative power of GNN-based traffic classifiers,
even without access to payload contents, although the magnitude
of the benefit depends on how well the attack types of a dataset
manifest at the IP and transport layers.

Index Terms—network intrusion detection system, gnn, net-
work session
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I. INTRODUCTION

The rapid expansion of cloud services, Internet-of-Things
(IoT) deployments, and 5G-enabled applications has dra-
matically increased both the volume and diversity of net-
work traffic, making accurate classification of attack traffic
a fundamental requirement for modern network management
and security operations. To address this, a large body of
research has applied machine learning (ML) and deep learning
(DL) techniques to network intrusion detection, with most
approaches relying on session-level statistical features—such
as packet counts, byte counts, flow duration, and inter-arrival
times—typically extracted by tools like CICFlowMeter [1].
These statistical descriptors are easy to compute and have
driven substantial progress on public benchmarks.

However, statistical features inherently summarize each
session into a fixed-length vector of aggregate quantities,
which discards the fine-grained protocol semantics carried by
individual packet header fields. Two sessions with nearly iden-
tical packet counts, byte counts, and timing distributions may
still differ substantially in their TCP flag combinations, TTL
patterns, or fragmentation behavior—differences that are often
decisive for distinguishing benign traffic from attacks such as
port scans, SYN floods, or protocol-exploiting intrusions. As a
result, statistical-feature-based classifiers tend to struggle with
attack variants that mimic benign flow-level statistics while
exhibiting anomalous protocol behavior at the header level.

Recently, Graph Neural Networks (GNNs) have emerged
as a promising paradigm for traffic classification, as they can
jointly model host-level communication structure and session-
level attributes. In particular, E-GraphSAGE [2] introduced
a host-session graph formulation in which hosts are repre-
sented as nodes and sessions between them as edges, enabling
edge-level attack classification. Yet, despite this structurally
expressive formulation, existing GNN-based approaches still
populate edge features with the same statistical descriptors
used in conventional ML pipelines, thereby inheriting the very



limitation they could otherwise overcome.

In this paper, we argue that the bottleneck of GNN-based
attack traffic classification lies not in the model architecture
but in the edge feature representation. We propose to construct
edge features directly from IP and transport-layer header
fields aggregated over each session, deliberately excluding
application-layer payload contents to preserve applicability
to encrypted traffic and to maintain privacy-aware deploy-
ment. To rigorously isolate the effect of feature design, we
conduct controlled experiments in which the graph structure,
GNN architecture, and training configuration are held iden-
tical, and only the edge feature set is replaced. We evaluate
three representative GNN models—GCN][3], GAT[4], and E-
GraphSAGE—on three widely used public datasets: CIC-IDS-
2017[5], USTC-TFC-2016[6], and ToN-IoT[7]. The contribu-
tions of this paper are summarized as follows:

o We identify and empirically characterize the limitations
of statistical edge features in GNN-based attack traffic
classification, and propose a header field-based edge fea-
ture representation that preserves IP- and transport-layer
protocol semantics without relying on payload contents.

e We design a controlled evaluation protocol in which
graph structure and model configurations are fixed, and
only the edge feature set is varied, enabling a clean
attribution of performance gains to the proposed feature
design.

o Across three public datasets and three GNN architectures,
the proposed features improve classification performance
on CIC-IDS-2017 and USTC-TFC-2016 and perform
comparably on ToN-IoT, whose baseline features are
native to the dataset; we analyze why the benefit con-
centrates on attacks whose signal resides at the IP and
transport layers.

The remainder of this paper is organized as follows. Section
2 reviews related work. Section 3 describes the proposed
graph construction and header field-based edge feature design.
Section 4 presents the experimental setup and results, and
Section 5 concludes the paper.

II. RELATED WORK

Research on network attack traffic classification has evolved
along several distinct directions, each making different as-
sumptions about how a session should be represented for
downstream learning.

A. GNN-based Traffic Classification

Graph Neural Networks have recently emerged as a promis-
ing paradigm for traffic classification, as they jointly model
host-level communication structure and session-level attributes
that flat tabular representations cannot capture. Lo et al.
proposed E-GraphSAGE, which formulates network traffic as
a host-session graph—hosts as nodes, sessions as edges—and
performs edge-level attack classification by extending the
GraphSAGE message-passing rule to incorporate edge fea-
tures. This formulation has since become a de facto standard

for GNN-based intrusion detection, and subsequent studies
have extended it with attention-weighted aggregation (GAT-
based variants [8]), heterogeneous graph designs, and temporal
extensions. Despite this architectural progress, almost all ex-
isting GNN-based approaches populate edge features with the
same session-level statistical descriptors used in conventional
ML pipelines, leaving the protocol semantics of individual
packet header fields largely unexploited.

B. Statistical Feature-based GNN

Beyond the architectures discussed in Section 2.1, a broader
stream of GNN-based intrusion detection research has ex-
plored alternative learning paradigms, graph constructions, and
training objectives. Self-supervised graph learning approaches
[9] introduce contrastive or reconstruction objectives over
flow graphs to reduce dependence on labeled attack samples.
NetFlow-centric GNN designs [10] adapt the host-session
graph to operational flow record formats used by network op-
erators. Despite the diversity of these design choices, the edge
feature representation across this body of work has remained
remarkably uniform: each edge is encoded as a fixed vector of
session-level descriptors—such as packet counts, byte counts,
flow duration, inter-arrival time statistics, connection state,
and per-protocol transaction attributes from DNS, SSL, or
HTTP—typically derived from flow-level exporters such as
CICFlowMeter or from connection log formats such as Zeek-
based logs adopted by datasets including ToN-IoT.

III. PROPOSED METHOD

This section presents a packet field-based GNN framework
for attack traffic classification. It provides a detailed descrip-
tion of the criteria used to construct graphs from network
traffic sessions.

A. Overall Framework

Figure 1 illustrates the proposed pipeline. Taking a set
of pre-segmented sessions as input, the framework proceeds
in three stages: (i) a host-session graph is constructed in
which hosts are nodes and sessions are undirected edges; (ii)
for each session, 17 IP and transport-layer header fields are
extracted from every constituent packet and aggregated into
a 68-dimensional edge feature vector via four session-level
statistics; and (iii) the resulting graph is passed to a GNN
backbone (GCN, GAT, or E-GraphSAGE) that performs edge-
level attack classification.

B. Host-Session Graph Construction

Let S = {s1, s2,..., S0} denote the set of input sessions,
each consisting of an ordered sequence of packets exchanged
between two hosts and characterized by its 5-tuple. Treating
each session as a bidirectional unit between its two endpoint
hosts, we represent the collection of sessions as an undirected
graph G = (V, E, Xg) as follows:

e Nodes V : the set of distinct host IP addresses observed

as session endpoints in S. Each node v € V represents
one host.
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Fig. 1.

e Edges E : each session s € E between two hosts
u,v € V induces an undirected edge e,, € F. Multiple
sessions between the same host pair are represented as
multi-edges, ensuring that no session-level information is
lost through edge collapsing.

o Edge features X € RIZ1*8 : each edge carries a feature
vector derived from the header fields of the packets in the
corresponding session, as defined in Section 3.3.

No node features are assigned a priori; node representations
are learned by the GNN purely through message passing over
the edge features, so that any performance difference between
the two feature settings is attributable to the edge feature alone.

C. Header Field-based Edge Feature

The central contribution of this paper is the construction
of edge features that preserve fine-grained protocol semantics
from the IP and transport layers, in place of the session-level
statistical descriptors used by prior GNN-based classifiers. For
each packet p; belonging to a session s, we extract the values
of 17 header fields, drawn entirely from the IP and Transport
Layers:

o IP layer (10 fields): Version, IHL (Internet Header
Length), ToS (Type of Service), Total Length, Identi-
fication, Flags, Fragment Offset, TTL (Time-To-Live),
Protocol, and Header Checksum.

o Transport layer (7 fields): Sequence Number, Acknowl-
edgment Number, Header Length, Flags, Window Size,
Checksum, and Urgent Pointer.

These fields are deliberately restricted to the IP and transport
layers. We exclude Ethernet (link-layer) fields, which carry
little information for cross-network attack classification, and
application-layer payload contents, which are unavailable on
encrypted traffic and raise privacy concerns in operational
deployment.

For UDP sessions, the fields available in the UDP header
(Header Length and Checksum) are mapped onto their corre-
sponding feature slots, and the remaining TCP-specific fields
are set to zero; since the IP-layer Protocol field is part of
the feature vector, the model can distinguish such imputed
zeros from genuine TCP values. Sessions of other transport

@

Edge Representation

[ Attack Classification ]

i i

.

Proposed pipeline

protocols, for which the 17-field extraction is undefined, are
excluded during preprocessing.

Let f(p;) denote the value of the k-th header field of packet
pi, for k = 1,...,17. For each field k, we compute four session-
level statistics over the packets belonging to s using Equations
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The resulting edge feature is the concatenation of these statis-
tics across all 17 fields, yielding a fixed-dimensional vector
z. as shown in Equation (5).

. . 68
Te = [p, o1, max, min, . ..., puz, 017, max, min] € R™. (5)

The proposed feature and the conventional statistical base-
line (e.g., CICFlowMeter) both involve statistical aggregation,
and it is therefore important to make clear how they differ.
The two representations aggregate fundamentally different un-
derlying quantities. Conventional statistical features compute
statistics over session-level behavioral quantities—such as the
total number of packets, total byte count, flow duration, inter-
arrival time, and aggregate TCP flag counts—which describe
the macroscopic shape of a flow but contain no information
about the value of any individual protocol field.

In contrast, the proposed feature computes statistics over
per-packet protocol field values—such as the distribution
of TTL values, TCP flag combinations, window sizes, and
IP identification numbers across the packets of a ses-
sion—thereby preserving the protocol-level behavior of the
session within a comparably sized vector. As a result, two
sessions whose CICFlowMeter vectors are nearly indistin-
guishable may still differ substantially in the proposed rep-
resentation, provided that their underlying protocol behavior
differs.



D. GNN-based Classification

To evaluate the proposed edge feature across architec-
turally diverse settings, we adopt three representative GNN
backbones, all configured for edge-level classification with
identical hyperparameters across the proposed and baseline
feature settings.

e GCN: performs symmetrically normalized neighbor ag-
gregation derived from the spectral graph convolution
framework. Since GCN in its original form operates on
node features only, edge features are incorporated by
first projecting each edge feature vector and adding it
to the messages exchanged between incident nodes prior
to neighbor aggregation.

o GAT: replaces the fixed normalization of GCN with
learned attention coefficients, allowing each node to
weight its incident edges according to their relative im-
portance. Edge features are incorporated into the attention
score computation, so that the model can attend more
strongly to sessions whose header field patterns are
informative for classification.

o E-GraphSAGE: is designed natively for edge-featured
graphs and serves as the most direct architectural match
for our setting. Its message-passing rule aggregates
(hy, z)pairs—the neighboring node embedding and the
connecting edge feature—from each node’s neighbor-
hood, allowing edge features to participate in message
construction without ad hoc projection.

After message passing, the representation of an edge ey,
is obtained by concatenating the final embeddings of its two
incident nodes z,, = [hy||hy], which is then fed into a
classification head that outputs class probabilities. Depending
on the desired model capacity, the head can be instantiated as
a simple linear layer followed by a softmax function, or as a
multi-layer perceptron (MLP) when richer non-linear interac-
tions between the two endpoint embeddings are required. In
either case, the edge feature x. does not bypass the GNN at
the classification stage; it influences the final prediction only
through the node embeddings h,, and h, produced by message
passing.

IV. EXPERIMENTS

This section evaluates the proposed header field-based edge
feature against the conventional statistical baseline under the
controlled comparison.

A. Datasets

We evaluate the proposed framework on three publicly
available network attack datasets: CIC-IDS-2017, USTC-TFC-
2016, and ToN-IoT.

o CIC-IDS-2017 is an intrusion detection benchmark re-
leased by the Canadian Institute for Cybersecurity. It
contains five days of captured traffic covering benign
activity and a range of attacks including DoS/DDoS, brute
force, web attacks, infiltration, and port scans.

e USTC-TFC-2016 consists of 10 classes of benign appli-
cation traffic and 10 classes of malware traffic, originally
provided as per-class packet capture files.

o ToN-IoT is a dataset focused on Internet-of-Things en-
vironments, containing attacks such as DDoS, scanning,
injection, and ransomware.

Table I lists the class labels used for each dataset; we
use all labels provided by each dataset without exclusion.
The three datasets adopt different labeling taxonomies—attack
techniques (CIC-IDS-2017), applications and malware families
(USTC-TFC-2016), and high-level attack categories (ToN-
IoT)—so the number of classes and degree of class imbalance
differ, which should be kept in mind when comparing absolute
Macro-F1 values across datasets.

TABLE I
CLASS LABELS USED IN EACH DATASET

Classes

Benign, DoS Hulk, DoS GoldenEye, DoS
Slowloris, DoS Slowhttptest, DDoS, PortScan,
FTP-Patator, SSH-Patator, Bot, Web Attack—
Brute Force, Web Attack—XSS, Web Attack—SQL
Injection, Infiltration, Heartbleed

Benign (10): BitTorrent, Facetime, FTP, Gmail,
MySQL, Outlook, Skype, SMB, Weibo, World-
OfWarcraft; Malware (10): Cridex, Geodo, Ht-
bot, Miuref, Neris, Nsis-ay, Shifu, Tinba, Virut,
Zeus

Normal, Backdoor, DDoS, DoS, Injection,
MITM, Password, Ransomware, Scanning, XSS

Dataset
CIC-IDS-2017

USTC-TFC-2016

ToN-IoT

The same preprocessing pipeline is applied to all three
datasets. Packets are pre-segmented into sessions using the
standard 5-tuple key, as assumed in Section 3. Each session
is assigned to a single class label according to its dataset-
provided annotation, and an undirected host-session graph is
constructed per the procedure in Section 3.2. Sessions belong-
ing to incomplete or non-IP protocols, for which the proposed
17-field extraction is undefined, are discarded; this filtering is
applied identically to both the proposed and baseline feature
settings to ensure that the two settings operate on the same
underlying session population.

B. Experimental Setup

For each session, we construct a baseline feature vector
composed of 39 features extracted following the feature list
of the ToN-IoT dataset. These features cover connection meta-
data, DNS, SSL, HTTP, and weird-event attributes commonly
recorded in network connection logs; the complete list is
provided in Table II. The baseline vector replaces z. at the
edge feature slot of the framework; all other components of
the pipeline are held identical to the proposed setting.

We note that the two feature settings are not information-
equivalent: they differ in dimensionality (68 vs. 39) and in
information source, as the baseline includes application-layer
transaction attributes (DNS, SSL, HTTP) that the proposed
feature deliberately excludes. Our protocol therefore compares
two complete feature extraction pipelines under an otherwise



identical framework—session population, graph structure, ar-
chitecture, and training are all held fixed—so performance
differences should be attributed to the choice of pipeline as
a whole rather than to dimensionality alone.

TABLE 11
LIST OF 39 BASELINE FEATURES

Features
proto, service, duration, src_bytes,
dst_bytes, conn_state, missed_bytes,
src_pkts, src_ip_bytes, dst_pkts,
dst_ip_bytes
dns_query, dns_qgclass, dns_gtype,
dns_rcode, dns_AA, dns_RD,
dns_RA, dns_rejected
ssl_version, ssl_cipher, ssl_resumed,
ssl_established, ssl_subject, ssl_issuer
http_trans_depth, http_method, http_uri,
http_referrer, http_version,
http_request_body_len,
http_response_body_len, http_status_code,
http_user_agent, http_orig _mime_types,
http_resp_mime_types
weird_name, weird_addl, weird_notice

Category

Connection

DNS

SSL

HTTP

Weird

For each dataset, each of the three GNN backbones (GCN,
GAT, E-GraphSAGE) is trained twice—once with the pro-
posed 68-dimensional header field edge feature and once
with the 39-dimensional baseline feature—yielding 3 datasets
x 3 backbones x 2 features = 18 runs in total. Within
each dataset-backbone pair, the graph construction, model
architecture, hyperparameters, and optimization settings are
held identical across the proposed and baseline runs; only
the edge feature vector differs. Hyperparameters (number of
GNN layers, hidden dimension, dropout rate, learning rate,
batch size, training epochs) are fixed in advance and applied
uniformly to both feature settings.

Within each dataset, sessions are partitioned into a
70%/30% train/test split. The split is stratified by class label so
that the test set preserves the class distribution of the dataset.

C. Results

Table III reports the experimental results corresponding to
the setup defined above. Each cell shows the test-set perfor-
mance of one of the three GNN backbones (E-GraphSAGE,
GCN, GAT) on one of the three datasets, evaluated under
both the baseline and proposed edge feature settings. Five
metrics are reported: Accuracy, Precision, Recall, Macro-F1,
and Weighted-F1.

Focusing on Macro-F1 as the primary metric, the proposed
feature outperforms the baseline on all three GNN backbones
for CIC-IDS-2017 and USTC-TFC-2016, with substantial
gains observed on USTC-TFC-2016. On ToN-IoT, the pro-
posed feature improves over the baseline with E-GraphSAGE
but performs slightly below the baseline with GCN and GAT.

On CIC-IDS-2017, the proposed feature improves Macro-
F1 from 0.30 to 0.49 with E-GraphSAGE, from 0.42 to 0.50
with GCN, and from 0.50 to 0.53 with GAT, while Accuracy
improves from 0.94-0.95 to 0.98 across all three backbones.

The largest improvement is observed on USTC-TFC-2016,
where Macro-F1 increases from approximately 0.5 to 0.83—
0.92 across the three backbones, with the other metrics show-
ing comparable gains. On ToN-IoT, the two feature settings are
more closely matched: the proposed feature improves Macro-
F1 over the baseline with E-GraphSAGE (0.50 to 0.53), but
falls slightly below it with GCN (0.56 vs. 0.59) and GAT
(0.48 vs. 0.56). In terms of Accuracy, the proposed feature
improves over the baseline with GCN (0.78 to 0.91) and shows
a marginal gain with E-GraphSAGE (0.85 to 0.90), indicating
that the two feature settings yield different trade-offs between
Accuracy and Macro-F1 on this dataset. Overall, the proposed
feature is most effective on CIC-IDS-2017 and USTC-TFC-
2016, where it yields consistent improvements across all three
GNN backbones, and is particularly strong on USTC-TFC-
2016.

These improvements reflect what the two representations
preserve. The attack types that benefit most express their
defining behavior directly in header field values while re-
maining nearly invisible to flow-level statistics: port scans
yield SYN-dominated flag distributions and minimal window
sizes, and SYN floods exhibit degenerate flag and sequence-
number patterns—all captured by the per-field statistics of
Equation (5), yet collapsed into unremarkable packet and
byte counts by the baseline. The large gains on USTC-TFC-
2016 are likewise consistent with malware families exhibiting
characteristic TTL, window size, and IP identification patterns
induced by their host systems, whereas application-layer-borne
attacks (e.g., web attacks) benefit less, as also reflected in the
ToN-IoT results below.

The weaker results on ToN-IoT with GCN and GAT admit
a natural explanation. The 39 baseline features are derived
from ToN-IoT’s own Zeek-based log format and are thus
dataset-native, and its dominant attacks—injection, XSS, and
password—manifest primarily at the application layer, where
DNS, SSL, and HTTP attributes carry signal that header fields
cannot capture. The opposite movements of Accuracy and
Macro-F1 are consistent with class imbalance: the proposed
feature gains on majority classes while ceding some minority,
application-layer-centric ones. ToN-IoT thus delineates the
boundary condition of the proposed feature: header informa-
tion is most beneficial when the attack signal resides at the IP
and transport layers, and application-layer attributes remain
complementary.

Table IV reports the results of an ablation that examines how
the IP-layer and transport-layer fields contribute individually.
The edge feature is restricted to (i) the 10 IP-layer fields only
(40-dimensional) or (ii) the 7 transport-layer fields only (28-
dimensional). This ablation is conducted with E-GraphSAGE,
which is the GNN backbone most directly aligned with our
edge-featured graph setting.

The relative contribution of the two layers differs by dataset.
On CIC-IDS-2017, the IP-only and transport-only configu-
rations perform comparably, with Macro-F1 values of 0.41
and 0.43, respectively. On USTC-TFC-2016, the transport-
only configuration is clearly more informative than IP-only



TABLE III
PERFORMANCE COMPARISON BETWEEN BASELINE AND PROPOSED EDGE FEATURES

Dataset Feature E-GraphSAGE GCN GAT
Acc. | Prec. [ Rec. | M-F1 | W-F1 | Acc. | Prec. | Rec. | M-FI | W-FI | Acc. | Prec. | Rec. | M-F1 | W-F1
CIC-IDS-2017 Baseline | 0.94 | 0.42 [ 0.30 | 030 | 092 [ 094 | 044 [ 042 | 042 | 093 | 095] 0.55 [ 0.50 | 0.50 | 0.94
Proposed | 0.98 | 0.54 [ 0.50 | 0.49 | 0.98 [ 0.98 | 0.53 | 0.51 | 0.50 | 0.98 | 0.98 | 0.57 | 0.52 | 0.53 | 0.98 |
USTC-TFC-2016 Baseline | 0.74 | 0.60 | 0.57 | 0.57 | 0.72 | 0.74 | 0.57 | 0.55| 0.55 | 0.72 | 0.70 | 0.55 [ 049 | 049 | 0.65
Proposed | 0.927] 0.93 [0.91 | 0.92 | 0.92 [ 0.89 | 0.89 [ 0.87 | 0.88 | 0.89 | 0.87 | 0.86 | 0.83 | 0.83 | 0.87
ToN-IoT Baseline | 0.85 ] 0.71 | 048 | 0.50 | 0.83 | 0.78 | 0.77 | 0.59 | 0.59 | 0.74 | 0.80 | 0.69 | 0.55 | 0.56 | 0.79
Proposed | 0.90 | 0.56 [ 0.54 | 0.53 | 0.90 [ 0.91 | 0.60 [ 0.56 [ 0.56 | 0.90 | 0.88 | 0.55 [ 0.49 | 0.48 | 0.87
TABLE IV datasets, and that the relative informativeness of the two
FIELD-LAYER ABLATION ON E-GRAPHSAGE layers depends on the dataset characteristics. Taken together,
Dataset Tayer [, [p Ree. | viE1 | Wokt these findings indicate that the edge feature representation
atase TP [ Trans, | ©6¢ | TFe¢ | Bee | V- ) is a meaningful axis of improvement for GNN-based traffic
O] O 1098054 1050] 049 | 0.98 classifiers, and that protocol-level header information can be
CIC-IDS-2017 O X 097 | 046 [ 040 | 041 0.97 ) ’ . p . . .
X O [098]045 [044 [ 043 | 0.97 a viable alternative to session-level descriptors—particularly
O] O 1092]093 091 092 | 0.92 given that the proposed feature relies on no application-layer
USTC-TFC-2016 | O X 0.78 1 0.75 [ 0.68 | 0.68 | 0.76 . . . . .
X T 0 10881077 1076 T 0.76 T 087 payload information and thus remains applicable in encrypted
O] O [090] 056 | 054 0.53 | 0.90 and privacy-sensitive settings.
ToN-IoT O X 0.89 1 055 [0.52] 0.5T | 0.88 : : : :
<o tos oo todr oI o5 Several directions remain for future work. First, the dataset-

(Macro-F1 0.76 vs. 0.68). On ToN-IoT, the pattern is reversed:
IP-only outperforms transport-only (Macro-F1 0.51 vs. 0.41).
These results indicate that neither layer alone dominates across
datasets, and that the relative informativeness of the IP and
transport layers depends on the characteristics of the dataset.

V. CONCLUSION

In this paper, we examined the question of where the princi-
pal performance gap in GNN-based attack traffic classification
arises. Departing from prior work that has advanced the GNN
architecture while retaining session-level statistical descriptors
as edge features, we proposed a header field-based edge feature
constructed by aggregating 17 IP and transport-layer header
fields—each summarized by four session-level statistics—into
a 68-dimensional vector. Under a controlled comparison in
which the host-session graph, GNN backbone, hyperparame-
ters, and training configuration were held identical, only the
edge feature was varied between the proposed and baseline
settings.

Across 3 datasets and 3 GNN backbones (GCN, GAT,
E-GraphSAGE), the proposed feature consistently outper-
formed the baseline on CIC-IDS-2017 and yielded substan-
tially larger improvements on USTC-TFC-2016, where Macro-
F1 increased from approximately 0.5 to 0.83-0.92 across all
three backbones. On ToN-IoT, whose dataset-native baseline
features and application-layer-centric attacks favor the base-
line, the two feature settings were comparable, with GCN and
GAT favoring the baseline in Macro-F1. Our analysis indicated
that the gains of the proposed feature concentrate on attack
types whose discriminative signal resides in IP- and transport-
layer field values, such as scanning and flooding behavior.
An ablation on E-GraphSAGE further showed that neither the
IP-layer nor the transport-layer fields alone dominate across

specific alignment observed on ToN-IoT calls for further
investigation into the interaction between feature design and
dataset-native feature sets. Second, we plan to extend the pro-
posed feature with additional fields and alternative aggregation
schemes beyond the four statistics used in this work. Third,
we will evaluate the proposed framework on encrypted traffic,
where the payload-free property of the feature is essential.
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