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ABSTRACT Zero Trust Architecture (ZTA) has emerged as a prominent security paradigm that moves
beyond traditional network perimeter—based security by continuously verifying all access requests. In this
paradigm, Trust Quantification (TQ) plays a critical role by numerically evaluating the trustworthiness of
users, devices, sessions, and behaviors, thereby enabling dynamic access control and policy decision-making.
To date, ZTA and TQ have been surveyed in isolation from one another. Existing surveys on ZTA primarily
focus on architectural structures, policy components, and system frameworks, while an in-depth analysis
of TQ mechanisms has remained limited. Conversely, surveys on TQ have mainly concentrated on model
analysis and performance comparison, without considering the specific characteristics and requirements of
ZTA environments. Therefore, this study investigates existing studies on TQ within the context of ZTA
and presents an integrated analytical framework for systematic comparison and evaluation. The proposed
framework divides the TQ process into three stages: 1) Data Collection; 2) Data Pre-Processing; and
3) Trust Quantification Model. In addition, it incorporates evaluation criteria derived from the core tenets of
ZTA. Based on this framework, existing TQ approaches designed for ZTA environments were systematically
analyzed and evaluated. Through a stage-wise analysis, this study identifies the limitations of current TQ
research and provides an academic foundation for guiding future research directions in trust quantification
for ZTA systems.

INDEX TERMS Zero trust, trust management, network security, access control, risk assessment.

I. INTRODUCTION

Zero Trust Architecture (ZTA) [1] is a security paradigm
proposed to overcome the limitations of traditional
perimeter-based security models, which assume implicit trust
by distinguishing between internal and external networks.
Because perimeter-based security models are vulnerable to
cyber threats such as internal system compromise and lateral
movement attacks, ZTA introduces key principles—such as
the assumption of breach and continuous verification—to

The associate editor coordinating the review of this manuscript and

approving it for publication was Mueen Uddin

eliminate access decisions based solely on network location
or pre-established trust relationships.

In a ZTA environment, all entities, including users,
devices, applications, and services, are assumed to be poten-
tially compromised. As a result, every access request to
a resource requires authentication at the individual session
level, enforcement of least-privileged access, and continu-
ous verification [1]. To support this process, ZTA adopts
architecture in which access decisions are made based on
dynamically changing contextual information rather than
static security policies. Such contextual information includes
the user identity, device status, network behavior, environ-
mental conditions, and historical activity records.
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At this point, the discussion naturally connects to Trust
Quantification (TQ), which is a key requirement in ZTA envi-
ronments. TQ refers to the process of representing the trust
level of an entity or session as a numerical and measurable
value when accessing a specific resource. By aggregating var-
ious contextual information, TQ converts these signals into
continuous trust scores or risk-based indicators, thereby refin-
ing access decision mechanisms. In ZTA systems, TQ is typ-
ically performed during the policy decision process through
trust algorithms or risk evaluation engines. These mecha-
nisms compute trust scores by integrating multiple contextual
signals, including identity attributes, device status, behavioral
patterns, and environmental information, thereby supporting
dynamic access control decisions. As access requests in ZTA
environments are determined based on dynamically calcu-
lated trust values, research on TQ models applicable to ZTA
security architectures has gradually increased.

In prior studies, numerous survey papers have addressed
ZTA and TQ as separate research topics, contributing sig-
nificantly to the theoretical foundation and technological
development of each field. Survey studies on ZTA have
mainly focused on architectural components, policy struc-
tures, access control workflows, and deployment scenarios,
thereby systematizing the conceptual framework and imple-
mentation strategies of Zero Trust. In contrast, survey studies
on TQ have categorized and analyzed trust models across var-
ious domains such as network systems, the Internet of Things
(IoT), distributed environments, electronic commerce, and
human-machine interactions. These studies typically com-
pare different trust modeling approaches, including proba-
bilistic models, reputation-based models, fuzzy logic—based
methods, and machine learning—based techniques.

However, integrated studies that systematically analyze
TQ mechanisms while reflecting the security characteristics
of ZTA and its session-based dynamic access control con-
text remain relatively limited. Although NIST SP 800-207
introduces the concept of a Trust Algorithm, its discus-
sion remains largely conceptual. Furthermore, while TQ
research within ZTA has been explored and applied across
various domains, existing surveys on ZTA-related trust mech-
anisms have not analyzed these studies from the perspective
of the conceptual definition and structural dimensions of
trust within ZTA. In addition, limited research has exam-
ined the entire TQ process—from data input and processing
to trust evaluation—in an integrated manner. A system-
atic classification framework that analyzes TQ models
while explicitly considering the principles of ZTA is also
lacking.

This section outlines the two core concepts that consti-
tute the theoretical foundation of this study: ZTA and TQ.
First, the concept and structural characteristics of ZTA are
introduced, and the research scope addressed in this survey is
clearly defined. Subsequently, the conceptual definition and
general properties of TQ are briefly summarized to establish
the an analytical basis for the discussions presented in the
following sections.

To address this research gap, this paper presents a com-
prehensive survey that systematically organizes and analyzes
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TQ in ZTA environments. Specifically, this study makes
three primary contributions. First, it redefines the concep-
tual definition and structural dimensions of trust based on
ZTA tenets and proposes trust evaluation criteria derived
from these principles. Second, it classifies the TQ process
into three stages—Data Collection, Data Pre-Processing,
and Trust Quantification Model—and proposes an analytical
framework that enables stage-wise evaluation based on ZTA
tenets. Third, this study conducts a comprehensive analysis of
the evolution of ZTA research and systematically categorizes
existing TQ studies within ZTA according to the proposed
framework, enabling comparative analysis of their character-
istics and limitations. The main contributions of this study
can be summarized as follows:

« Establishing the conceptual definition and structural
dimensions of trust based on ZTA tenets

« Proposing a framework for analyzing TQ by dividing the
process into three stages

o Analyzing the research trends of ZTA and systematically
comparing and analyzing 50 TQ studies in ZTA environ-
ments

The remainder of this paper is organized as follows.
Section II introduces the fundamental concepts of ZTA and
TQ and defines the scope of this survey. Section III describes
the literature search strategy and reviews the relevant studies.
Section IV presents the taxonomy of TQ in ZTA environ-
ments. Section V defines the evaluation criteria for each stage
of the taxonomy. Section VI analyses the surveyed studies
based on the proposed evaluation criteria. Finally, Section VII
concludes the study and discusses future research directions.

Il. ZERO TRUST ARCHITECTURE AND TRUST
QUANTIFICATION

A. ZERO TRUST ARCHITECTURE

As discussed earlier, ZTA is a security paradigm proposed
to overcome the limitations of traditional perimeter-based
security models. Fig. 1 illustrates the architecture of ZTA.
In general, ZTA can be divided into two main components:
the Control Plane and the Data Plane.

1) CONTROL PLANE
In ZTA, the Control Plane refers to the logical domain respon-
sible for policy decisions and security evaluations regarding
access requests. The Control Plane includes a Policy Decision
Point (PDP), that consists of a Policy Engine (PE) and a
Policy Administrator (PA). In this architecture, TQ oper-
ates within the PE, where it quantifies the trust level of
the data received by the PA and applies policies based on
the quantified trust values. The PDP dynamically enforces
access policies by collecting and analyzing various types of
information, including user identity attributes, device security
status, behavioral history, and environmental context.
Access decisions in ZTA are not solely based on the suc-
cess or failure of authentication. Rather, they incorporate
session-level risk assessment and trust evaluation. In this
process, TQ operates as a core computational mechanism
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FIGURE 1. Zero trust architecture.

within the Control Plane to support policy decisions. Specif-
ically, TQ aggregates heterogeneous contextual information
and security indicators to compute a trust score, which is then
delivered to the Policy Engine. Based on this quantified trust
value, the system determines whether to grant access, require
additional authentication, assign restricted privileges, or deny
the request altogether.

Accordingly, the scope of TQ research considered in
this survey was principally confined to trust computation
mechanisms implemented within the Control Plane. More
specifically, the analysis focuses on: (1) data collection
structures for trust estimation, (2) feature extraction and pre-
processing procedures, (3) trust score computation models,
and (4) trust value representations. In summary, the Control
Plane constitutes the primary operational domain in which
TQ is realized in ZTA environments, and this study aims
to systematically analyze the trust computation models and
architectural designs proposed within this domain.

2) DATA PLANE
In ZTA, the Data Plane refers to the operational domain where
actual user traffic and resource access requests are transmit-
ted and processed. It includes the Policy Enforcement Point
(PEP), which enforces the policies determined by the Control
Plane by allowing or denying access and managing session
establishment, maintenance, and termination. The Data Plane
generates operational data such as network traffic flows,
session states, and resource access logs. This information is
subsequently transmitted back to the Control Plane, where it
is utilized for continuous monitoring and trust re-evaluation.

However, the primary focus of this survey is not on
traffic-handling techniques within the Data Plane itself,
but rather on the TQ mechanisms executed in the Control
Plane that leverage observational data produced by the Data
Plane. Accordingly, technologies related to data transmis-
sion and protection—such as traffic encryption and network
segmentation—are considered beyond the scope of this anal-
ysis.

In summary, ZTA performs dynamic access control based
on the separation between the Control Plane and the Data
Plane, and TQ is primarily implemented within the Control
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Plane. Accordingly, this study clearly defines the hierarchical
scope in which trust quantification is positioned within the
ZTA architecture and systematically classifies and analyzes
TQ models centered on the Control Plane.

3) ZTA TENET

As described earlier, NIST SP 800-207, which forms the
foundation of ZTA, defines seven core ZTA tenets [1]. Their
definitions and detailed explanations are summarized as fol-
lows.

« All data sources and computing services are consid-
ered resources (All entities as resources): In a ZTA
environment, not only server data but also objects, ser-
vices, and applications are treated as resources. This
principle implies that all entities, regardless of whether
they are internal or external, must be protected.

o All communication is secured regardless of network
location (Location-independent trust prohibition): In
a ZTA environment, the same security requirements
must be applied to all communications regardless of
whether they originate from internal or external net-
works.

o Access to individual enterprise resources is granted
on a per-session basis (Least privilege principle):
Access is granted on a per-session basis, and privileges
must be limited to the minimum necessary to perform
the requested task. This implies that trust evaluation
mechanisms should be capable of assigning privileges
appropriate to the requester’s intended operation.

o Access to resources is determined by dynamic pol-
icy (Dynamic policy decision): Trust evaluation should
incorporate observable attributes such as the identity
status of the requesting entity and the status of applica-
tions or services. This indicates that trust quantification
should consider not only access request data but also
behavioral and environmental attributes.

o The enterprise monitors and measures the integrity
and security posture of all owned and associated
assets (Continuous monitoring and log analysis):
When evaluating resource access requests, the ZTA sys-
tem must also assess the security posture of the relevant
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assets. This implies that ZTA implementations should
incorporate mechanisms for continuous internal diag-
nostics and apply patches or corrective actions when
necessary.

o All resource authentication and authorization are
dynamic and strictly enforced before access is
allowed (Continuous verification): Trust must be con-
tinuously re-evaluated from the moment an access
request is initiated until the session is terminated. This
requires continuous monitoring throughout user transac-
tions, along with re-authentication and re-authorization
based on defined policies.

o The enterprise collects as much information as pos-
sible about the current state of assets, network
infrastructure, and communications and uses it to
improve its security posture (Full information-based
security): Organizations should collect as much infor-
mation as possible regarding access requests and system
states in order to strengthen their security posture.
ZTA systems gather data related to security status, net-
work traffic, and access requests, and use the insights
derived from these data to improve policy generation and
enforcement.

The summarized ZTA tenets not only normatively present
the security principles required in ZTA environments but also
provide structural criteria for how trust should be handled
within the architecture. These tenets can serve as conceptual
evaluation criteria for assessing TQ models. For example,
they can be used to examine whether a TQ model utilizes
diverse and multidimensional data—such as entity informa-
tion, communication environment status, and security patch
status—when evaluating trust (Dynamic policy decision),
whether the model is continuously improved based on col-
lected data (Continuous monitoring and log analysis), and
whether the TQ model is designed to consider not only
internal communications but also external communications
(All entities as resources). In other words, the ZTA tenets
extend beyond simple operational security guidelines and can
function as analytical criteria that define the requirements
a trust quantification model should satisfy within a ZTA
environment.

B. TRUST QUANTIFICATION

TQ refers to the concept of representing trust as a quantita-
tive value. In other words, it is the process of numerically
expressing how trustworthy a particular entity (e.g., user,
device, or service) or a specific session is. Unlike binary
decisions such as trustworthy or untrustworthy, TQ represents
trust levels using continuous values or graded scales, thereby
enabling more fine-grained decision-making.

Trust quantification was performed based on observable
information. This information may include the entity state
information, behavioral history, environmental context, and
security attributes. These factors are evaluated according to
predefined criteria, and the resulting trust assessment is typi-
cally expressed in forms such as scores, probabilities, or risk
values.
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A key characteristic of trust quantification is that trust
is treated not as a fixed attribute but as a variable that
can change depending on context and time. That is, trust
is calculated based on observable information at a specific
point in time and can be re-evaluated when new information
becomes available. Therefore, trust quantification should be
understood not merely as a static classification of states, but
as a dynamic decision-making mechanism that continuously
updates its assessment through the accumulation and inter-
pretation of observational data.

In the context of ZTA, TQ functions as a mechanism
that supports decision-making for access requests. However,
in this section, TQ is defined in a general sense as the process
of representing trust in a quantitative form and utilizing it
in decision-making, without assuming any specific model or
technique. Based on this conceptual definition, the follow-
ing sections analyze trust quantification studies implemented
within ZTA environments.

lIl. RELATED WORK

This section reviews prior survey studies conducted in the
domains of ZTA and TQ in order to clarify the positioning
and distinctiveness of the present work. Since this study aims
to systematically analyze TQ within ZTA environments, the
related literature is examined along two primary dimensions:
(1) surveys on ZTA and (2) surveys on TQ.

A. SEARCH STRATEGY

This section describes the search strategy and keyword
selection process used to systematically identify the survey
literature related to ZTA and TQ. As this study aims to
analyze research trends in TQ within ZTA environments,
the focus was placed not merely on collecting individual
research articles, but on prioritizing publications that exhibit
a survey-oriented nature in each domain.

The literature search was conducted using Google Scholar,
which provides one of the most comprehensive academic
indexing platforms currently available. Google Scholar was
selected as the sole search source for three reasons. First,
its indexing coverage broadly encompasses major academic
databases, including IEEE Xplore, ACM Digital Library,
and Scopus, allowing it to function as a superset rather
than a competing source. Second, Google Scholar supports
the ““intitle:”” operator, which enables title-based precision
searching equivalent to the title-field search of dedicated
databases; this capability was central to our keyword design,
in which candidate papers were identified by the presence of
target terms in their titles. Third, ZTA and TQ constitute a
rapidly emerging research area in which a substantial portion
of recent work appears as preprints, theses, and early-access
articles that are not yet indexed in conventional databases.
Relying on Google Scholar therefore reduced the risk of omit-
ting the most recent studies, which is particularly important
given that the majority of the surveyed works were published
in 2025 or later. The search strategy was structured into three
primary categories. The first keyword set was designed to
identify survey studies on ZTA. The second keyword set
targeted survey literature on TQ. The third keyword set was
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formulated to identify studies specifically addressing TQ
within ZTA environments, which constitutes the central focus
of this study. The selected keywords and filtering criteria were
as follows:.

o ZTA Survey Search Keyword: (intitle: “ZTA” OR inti-
tle:“Zero Trust” OR intitle: “ZT’”) and (intitle: “survey”’
OR intitle: “review’”)

o TQ Survey Search Keyword: (intitle: “Trust Quantifi-
cation” OR intitle: “Trust Evaluation” OR intitle: “Trust
Scoring” OR intitle:“Trust Assessment” OR inti-
tle: “Trust Modeling” OR intitle: “Trust Computation””)
AND (intitle: “survey”” OR intitle: “review”

o ZTA-based TQ Search Keyword: (intitle: “Trust
Quantification” OR intitle: “Trust Evaluation” OR inti-
tle: “Trust Scoring” OR intitle: “Trust Assessment” OR
intitle: “Trust Modeling” OR intitle:“Trust Computa-
tion””) AND (“ZTA” OR ““Zero Trust™)

It should be noted that the first two keyword sets include
the terms ““survey’ or “review’” because they are intended to
identify existing survey and review literature on ZTA and TQ
for the Related Work analysis. In contrast, the third keyword
set deliberately omits these terms, as its purpose is to retrieve
primary studies that implement and evaluate trust quantifi-
cation within ZTA environments—the individual works that
constitute the analysis set in Section VI. Including “survey”
or “review” in this third set would have excluded the primary
studies that are the actual subject of this analysis.

Each search keyword was primarily selected based on the
titles of research papers. If a keyword appeared in the title of a
study, the paper was included as a candidate for analysis. The
title-based (intitle) search was adopted to prioritize precision,
ensuring that the retrieved papers address trust quantification
as a central topic rather than mentioning it only peripherally.
To reduce the recall loss inherent in title-only searching,
a broad set of synonymous expressions—*‘Trust Quantifica-
tion,” “Trust Evaluation,” “Trust Scoring,” “Trust Assess-
ment,” “Trust Modeling,” and “Trust Computation”’—was
combined disjunctively, so that studies addressing trust quan-
tification under different terminology in their titles would
still be captured. Studies that discuss trust quantification
only incidentally in the body text, without reflecting it as a
primary contribution in the title, generally fall outside the
analytical scope of this survey, which targets studies that
explicitly implement and evaluate trust quantification within
ZTA environments.

The selected studies included a small number of theses
(e.g., [79], [84]); consistent with the search strategy described
above, which was designed to capture recent grey literature
such as preprints and theses, these were included under the
same criteria as peer-reviewed work. As both were published
in 2025, no citation threshold was applied to them, in line
with the year-specific thresholds defined above.

The publication period for the literature search was set
from 2020 to the present, considering the release of the
NIST SP 800-207 document in 2020. In addition, a minimum
citation threshold was applied to prioritize the studies that
have been referenced by a substantial number of subsequent
studies. Specifically, papers published between 2020 and
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2022 were required to have at least 20 citations, papers pub-
lished between 2023 and 2024 were required to have at least
10 citations, and papers published from 2025 to the present
were included without a citation threshold.

For the ZTA survey search strategy, only the studies specif-
ically related to the Zero Trust domain were selected as
the final analysis set. Similarly, in the TQ survey search
process, only studies directly related to trust quantification
were retained for analysis. For the search of TQ studies within
ZTA environments, only studies that included performance
evaluation results were ultimately selected.

B. SEARCH RESULTS

Based on the search strategy defined in the previous section,
survey literature on ZTA and TQ was systematically col-
lected. The overall selection process for the three keyword
sets is summarized in Fig. 2, which presents a PRISMA-style
flow diagram of the records identified, screened, and finally
included at each stage. For each keyword set, records were
first excluded when the full text was inaccessible (citation-
only entries or paywalled papers), then filtered by the
year-specific citation thresholds described in Section III-A,
and finally screened for relevance to the respective domain.
This process yielded 53 ZTA survey studies, 7 TQ survey
studies, and 50 ZTA-based TQ studies. Table 1 presents the
results of the ZTA survey literature review.

A total of 53 ZTA survey studies were included. When
examining the temporal distribution of these surveys, 5 stud-
ies were published between 2020 and 2022, 16 studies
between 2023 and 2024, and 32 studies from 2025 to the
present. This distribution indicates that ZTA research has
recently gained significant attention.

The year-specific citation thresholds, while intended to pri-
oritize substantively referenced works, introduce a temporal
bias that warrants closer examination. Because the threshold
has decreased in recent years and has been removed entirely
from 2025 onward, recent publications are systematically
more likely to pass the filter than older ones. As shown in
Fig. 2, none of the records published from 2025 onward
were excluded from the citation grounds, whereas a sub-
stantial share of the earlier records was removed by this
criterion. This asymmetry directly influences the relative
proportion of recent studies in the final set. Consequently,
the apparent dominance of 2025 publications in the analyzed
studies should not be read solely as evidence of a surge in
research activity; part of this concentration is an artifact of
the filtering criteria, as comparable studies from earlier years
were disproportionately removed. Nonetheless, the thresh-
olds were retained to ensure that older studies included in the
analysis demonstrated scholarly impact, balancing recency
against citation-based quality. Readers should therefore inter-
pret year-wise distributions as reflecting both genuine growth
in ZTA-based TQ research and the structural effect of the
citation filter.

ZTA research has been conducted across a wide range of
domains. Fig. 3 illustrates the distribution of research fields
derived from the titles and keywords of existing ZTA survey
studies. The identified categories include Network Security,
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FIGURE 2. Selection process for the three keyword sets.

Artificial Intelligence (AI), IoT Security, Cloud Security,
5G/6G Security, Vehicle Security, and Others (including
Blockchain, Web3, UAV Security, and VPN, each represented
by one study). Among these categories, Network Security
accounted for the largest proportion, representing approxi-
mately 40% of the surveyed studies. This is expected because
ZTA primarily operates within communication network envi-
ronments. Al-related research accounts for approximately
17% of the studies, while additional survey research has
been conducted in areas such as IoT Security and Cloud
Security. These findings indicate that ZTA is actively studied
across most domains where networked systems are deployed,
highlighting its significance as a promising research area.
The collected survey papers can be categorized into six
analytical and descriptive structures, as summarized below.

o Taxonomy-First [2], [5], [7], [14], [16], [18], [23],
[26], [35], [40], [46], [47], [48], [53], [54]: This struc-
ture organizes ZTA elements, technologies, threats, and
challenges into hierarchical taxonomies. It represents a
traditional survey format that classifies technologies and
components into structured comparison tables.

o Component-Loop [3], [8], [11], [12], [32], [33]: This
approach centers on architectural workflows, includ-
ing policy decision, enforcement, signal collection, and
resource management. Trust is typically introduced
as one module within the architecture, and ZTA is
described from a system-level or architectural circuit
perspective.

« Technology-Catalog [20], [25], [31], [38], [43], [50]:
This structure comparatively examines specific tech-
nologies that replace or enhance traditional secu-
rity mechanisms, such as authentication, authoriza-
tion, Software-Defined Perimeter (SDP), and micro-
segmentation.

o Migration/Adoption [6], [19], [29], [41], [52]: This cat-
egory focuses on ZTA adoption roadmaps, migration
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strategies, and operational considerations during imple-
mentation.

o Domain-Specific [4], [9], [10], [13], [15], [17], [21],
[22], [24], [28], [30], [34], [37], [42]: These sur-
veys specialize in applying ZTA concepts to specific
domains, including cloud computing, IoT, 5G/6G net-
works, vehicular systems, and UAV environments.

o Al-Enhanced [27], [36], [39], [44], [45], [49], [51]:
This structure emphasizes machine learning and artifi-
cial intelligence techniques for anomaly detection, risk
scoring, and automated policy management within ZTA
frameworks.

Fig. 4 illustrates the distribution of the analytical and
descriptive structures used in existing ZTA survey studies.
This classification shows that prior ZTA surveys have been
organized from various perspectives, includng taxonomy-
oriented approaches, component-based analyses, technology-
oriented approaches, and migration strategy—focused anal-
yses. These perspectives indicate that ZTA is not merely a
single technical solution but rather an architectural paradigm
that requires multi-layered analysis.

Although each survey was categorized according to its
primary analytical perspective, several studies exhibited char-
acteristics spanning multiple categories. For example, some
Al-enhanced surveys also adopt taxonomy-oriented struc-
tures, while certain domain-specific surveys simultaneously
analyze architectural control loops. This observation suggests
that recent ZTA survey research increasingly integrates mul-
tiple analytical perspectives rather than adhering to a single
classification style.

Furthermore, when examining recent research trends after
2025, it can be observed that dynamic decision-making mod-
els based on machine learning (ML) and artificial intelligence
(AI) are increasingly being adopted, moving beyond the tra-
ditional static rule-based policy approaches. This trend can
be interpreted as a technological evolution aimed at more
accurately implementing the dynamic policy decisions and
context-aware evaluations required in ZTA environments.

Nevertheless, a common limitation observed across exist-
ing ZTA survey studies is the lack of a systematic and in-depth
analysis of trust quantification (TQ) within ZTA. Although
some studies [5], [11], [20], [22], [26], [27], [28], [34],
[36], [42], [44], [51] briefly mention TQ-related aspects,
these discussions are typically limited to describing TQ as a
supporting functional component of ZTA implementation or
simply listing related studies. This observation suggests that
the scope of ZTA research has traditionally been structured
around architectural design and policy mechanisms rather
than focusing on trust quantification as a core analytical
subject.

Table 2 presents the literature review results for TQ sur-
vey studies. A total of seven survey papers were identified.
When examining the quantitative distribution of these studies,
it can be observed that the number of TQ surveys is signifi-
cantly smaller compared to ZTA surveys. This outcome may
partly result from the minimum citation threshold applied
in the search strategy for the different publication years.
Nevertheless, the results still indicate that the overall research
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TABLE 1. Zero trust architecture survey search results.

No. Year Focus Area Key Contributions Limitation compared to our paper
. Multivocal zero-trust review proposing framework, gaps, and . . . .
[2] 2021 Network Security L No detailed analysis of trust quantification
future research directions
. Authentication and access control technology—based integrated . . . X
[3] 2022 Network Security . No detailed analysis of trust quantification
and systematic ZTA survey
. Strengthening and Systematizing Zero Trust Architecture . . . .
[4] 2022 Blockchain . . > No detailed analysis of trust quantification
Systems Using Blockchain Immutability Survey
. Systematic organization of ZTA components and core elements . . . .
[5] 2022  Network Security . Lack of detailed analysis of trust quantification
review
. Compares ZTA approaches, challenges, and migration strategies . . . .
[6] 2022 Cloud Security No detailed analysis of trust quantification
for secure cloud networks
Reinterprets zero trust from the perspective of trust in network
[7] 2023 Network Security security and systematically establishes the concept, No detailed analysis of trust quantification
characteristics, and principles of trust
. Systematic analysis of Zero Trust adoption, architecture, . . . .
[8] 2023 Network Security No detailed analysis of trust quantification
benefits, and challenges
Analyzes Web3 ecosystem, impacts, integrations, zero-trust . X . .
[9] 2023 Web3 . K . No detailed analysis of trust quantification
architectures, and adoption solutions
Analyzes ZTA applicability, principles, cases, challenges, and . . . .
[10] 2024 6G Network o K No detailed analysis of trust quantification
future directions for 6G security
. Analyzes Zero Trust research, compares approaches, identifies . . . .
[11] 2024 Cloud Security o L. Lack of detailed analysis of trust quantification
limitations, and suggests future directions
. Endogenous architecture and SPA to extend and operationalize . . . .
[12] 2024 Network Security . . No detailed analysis of trust quantification
zero trust beyond single-policy models
. Proposes IoT-tailored ZTA framework with analysis and . . o
[13] 2024 IoT Security . o No detailed analysis of trust quantification
practical deployment guidelines
Comprehensive analysis of Zero Trust transition, integrating Al . . . X
[14] 2024 Al . o . o No detailed analysis of trust quantification
quantum computing, and XDR with implementation guidelines
. Systematic analysis of Zero Trust and ML for secure military . . . .
[15] 2024 UAYV Security . No detailed analysis of trust quantification
UAV threat detection
. Proposes unified adaptive framework addressing zero trust . . . .
[16] 2024  Network Security . . No detailed analysis of trust quantification
implementation gaps and challenges
. Analyzes behavioral factors improving authentication and . X . X
[17] 2024 IoT Security N No detailed analysis of trust quantification
authorization in Zero Trust IoT frameworks
. Comprehensive ZTA analysis with implementation guidance . . . .
[18] 2024 Network Security . . No detailed analysis of trust quantification
and future integration insights
. Analyzes Al’s role in zero trust cloud security for risk reduction . . . .
[19] 2024 Cloud Security No detailed analysis of trust quantification
and trust enhancement
Proposes validated Zero Trust VPN framework addressing . . . X
[20] 2024 VPN . . L Lack of detailed analysis of trust quantification
security, scalability, and performance limitations
. ZTA components and integration across practical domains . . . .
[21] 2024 IoT Security . - X . No detailed analysis of trust quantification
survey, with security and privacy analysis
. . Comprehensive survey of Zero Trust for connected vehicle . . .
[22] 2024 Vehicle Security ; Lack of detailed analysis of trust quantification
security and research gaps
. Systematic cross-domain ZTA review highlighting trends, . R . .
[23] 2025 Network Security . No detailed analysis of trust quantification
challenges, and IoT-specific gaps
Systematic mapping study structuring implementation
[24] 2025 IoT Security challenges, technologies, and human factors of Zero Trust No detailed analysis of trust quantification
Management in IoT environments.
Comprehensive multidimensional ZT analysis linking
[25] 2025 Network Security architecture, deployment, practice, challenges, and future No detailed analysis of trust quantification

directions
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TABLE 1. (Continued.) Zero trust architecture survey search results.

[26]

[27]

(28]

[29]
(30]
[31]
[32]

[33]

[34]

[35]

[36]

[37]

(38]

[39]

(40]

[41]

(42]

(43]

[44]

[45]

[46]

(47]
(48]

(49]

[50]

(511

[52]

(53]

[54]

2025

2025

2025

2025

2025

2025

2025

2025

2025

2025

2025

2025

2025

2025

2025

2025

2025

2025

2025

2025

2025

2025
2025

2025

2025

2025

2025

2025

2025

Network Security

Al

Vehicle Security

Network Security
6G Network
Cloud Security
Network Security

Network Security

5G/6G Network

Network Security

Al

IoT Security

Network Security

Al

IoT Security

Al

IoT Security

Cloud Security

Al

Al

Network Security

Network Security
Network Security

Al

Cloud Security

Al

Cloud Security

Network Security

Network Security

Review of ZTA authentication and authorization evolution,
performance, trends, limitations, and future directions.
Systematic analysis of ZTA from Al-driven threat response
perspective identifying real-world gaps and key limitations
Surveys ZTA for vehicular CPS and proposes deep learning—
based replay attack detection for HEV BMS
Analysis of ZTNA principles, technologies, challenges, and
future directions
Study proposing a ZTA integration framework for O-RAN
Systematic analysis of ZTA micro-segmentation techniques,
benefits, challenges, and trends
Systematic comparative analysis review between ZTA and SDP
Systematically analyzes zero trust models, principles, maturity,
architectures, benefits, and limitations
Demonstrates Al’s essential role in Zero Trust for 5G/6G and
analyzes key challenges
Review of ZTA evolution, core technical components, and use
case analysis
Critically analyzes ZTA gaps under generative Al and proposes
CFKC and adaptive defense directions
Analyzes ZTA for IoT, exposing limits of traditional security
and future research directions
Comprehensively analyzes ZTNA and proposes a general
deployment framework for modern network security
Al-driven taxonomy, layered architecture, and practical roadmap
for multi-cloud ZTA
Systematic analysis of five-step Zero Trust for smart homes and
10T, identifying gaps
Analysis of existing literature considering both ZTA and
machine learning techniques
Systematic review of integrated Al, blockchain, edge, and zero-
trust IoT security frameworks
Presents a comprehensive review and architectural framework
for Zero Trust Security in multi-cloud microservices
Comparative framework for ML-based anomaly detection,
integrating data, features, and metrics in ZTNA
Systematic zero-trust framework and research directions for
multi-LLM systems in EGL.

Comparative analysis survey of perimeter-based security models
and zero trust models
Survey based on application cases of zero trust security
Systematic literature review on ZTA in educational institutions
Proposes secure multi-party Al training via zero-trust federated
data warehousing
Practical taxonomy, real benchmarks, deployment patterns, and
decision frameworks for micro-segmentation
Al-driven observability framework and architectural guidance
enhancing Zero Trust security resilience
Systematically analyzes strategies and key mechanisms for
modernizing IT audit for Zero Trust cloud security.
Systematic taxonomy and analysis of ZTA applications,
technologies, and adoption challenges
Proposes SUT matrix and unified framework integrating human

factors for adaptive Zero Trust

Lack of detailed analysis of trust quantification

Lack of detailed analysis of trust quantification

Lack of detailed analysis of trust quantification

No detailed analysis of trust quantification
No detailed analysis of trust quantification
No detailed analysis of trust quantification
No detailed analysis of trust quantification

No detailed analysis of trust quantification

Lack of detailed analysis of trust quantification

No detailed analysis of trust quantification

Lack of detailed analysis of trust quantification

No detailed analysis of trust quantification

No detailed analysis of trust quantification

No detailed analysis of trust quantification

No detailed analysis of trust quantification

No detailed analysis of trust quantification

Lack of detailed analysis of trust quantification

No detailed analysis of trust quantification

No analysis of trust modeling

No detailed analysis of trust quantification

No detailed analysis of trust quantification

No detailed analysis of trust quantification

No detailed analysis of trust quantification

No detailed analysis of trust quantification

No detailed analysis of trust quantification

Lack of detailed analysis of trust quantification

No detailed analysis of trust quantification

No detailed analysis of trust quantification

No detailed analysis of trust quantification
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interest in TQ surveys is relatively lower than that in ZTA
surveys.

An analysis of the collected TQ survey studies shows that
many surveys categorize and compare trust models based
on specific modeling approaches, such as machine learning
(ML) [55] and Bayesian methods [56]. In addition, several
studies have focused on domain-specific surveys, including
IoT environments [57], distributed networks [58], and 6G
systems [59].

However, most of these studies primarily focus on the gen-
eral structure of trust models, their mathematical foundations,
or their application domains, and do not provide systematic
analyses that consider the structural characteristics of ZTA.
A recent study [61] surveyed TQ-related papers within ZTA
environments; however, its analysis mainly focused on the
performance evaluation.

This observation indicates that there is still a lack of
survey research that systematically analyzes TQ from the
perspective of ZTA’s structural principles and operational
mechanisms while providing an integrated comparison of the
entire pipeline—from data design and preprocessing to model
construction. This suggests that TQ in ZTA should not be
treated merely as a performance optimization problem but
rather analyzed in conjunction with the structural principles
of ZTA.

IV. TAXONOMY

As discussed in the previous sections, the two fields have
matured along separate trajectories, leaving the connection
between trust computation and ZTA’s structural principles
underexplored. Consequently, a comprehensive analytical
framework that systematically structures TQ research within
the context of ZTA has not been sufficiently presented.
Therefore, this section proposes a taxonomy for analyzing
TQ studies in ZTA environments. The proposed taxonomy
is designed as an analytical framework that systematically
categorizes TQ research by reflecting both the structural
characteristics of TQ and the security principles defined by
the ZTA tenets. Through this framework, it becomes possi-
ble to structurally compare how existing studies satisfy the
requirements of ZTA and what limitations they exhibit.

As defined earlier, TQ refers to the process of representing
the trust level of a specific entity or session as a quantitative
value. This trust value is dynamically computed and updated
based on observable information. Rather than representing a
binary state, trust is typically expressed as a continuous value
or graded level and is used as an input to decision-making
processes such as access control.

From this perspective, the trust value quantified in TQ
is derived through a sequential process that includes the
collection of observable information, the transformation of
the collected data, and the computation of trust based on the
processed information. In other words, the structural process
through which the trust value is generated is more impor-
tant than the resulting value itself. In particular, within ZTA
environments, trust must be recalculated according to the
contextual conditions of a session at a given time. Therefore,
the selection of data, the method of data processing, and the
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FIGURE 3. Distribution of ZTA survey papers by research area.

W Taxonomy First

m Component Loop

m Technology-Catalog
Migration/Adoption

m Domain-Specific

m Al-Enhanced

FIGURE 4. Distribution of ZTA Survey papers by analysis and description
method.

design of the computation model must be closely intercon-
nected.

Based on this understanding, this study conceptualizes TQ
in ZTA as a process composed of three interrelated stages.
This staged structure enables trust quantification studies to be
compared under a consistent analytical framework. The three
stages of TQ are defined as follows:

« Data Collection: The stage in which observable infor-
mation used as the basis for trust evaluation is collected.

« Data Pre-Processing: The stage in which the collected
information is transformed into a computable and com-
parable format.

o Trust Quantification Model: The stage in which trust
values are computed based on the processed informa-
tion.

Structurally, these three stages parallel the standard
machine learning pipeline of data collection, preprocessing,
and modeling, and we adopt this familiar decomposition
deliberately because trust quantification likewise proceeds
from observation to representation to computation. The nov-
elty of the proposed taxonomy lies not in the staged structure
itself but in how each stage is interpreted and evaluated
through the lens of ZTA. Whereas a conventional pipeline
evaluates each stage by predictive performance, the proposed
framework evaluates each stage against criteria derived from
the ZTA tenets—for example, whether data collection pre-
serves temporal context for continuous verification, whether
preprocessing retains session structure for least-privilege
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TABLE 2. Trust quantification survey search results.

No Year Focus Area Key Contributions Limitation compared to our paper
. Systematic literature survey on machine learning-based trust o .
[55] 2020  Network Security . ZTA characteristics not considered
evaluation research
. Survey of Bayesian trust models and analysis of generalized . .
[56] 2020  Network Security . . ZTA characteristics not considered
Bayesian trust modeling
Comprehensively surveys loT trust evaluation models,
[571 2023 IoT systematizing features, classifications, challenges, and research Limited to the IoT environment
directions
. Systematic review proposing a framework evaluating TMM o .
[58] 2023 Network Security L . ZTA characteristics not considered
models’ validation, security, and structure
Systematic comparison of trust models using fuzzy algorithms A .
[59] 2024 6G Network . . ZTA characteristics not considered
with an evaluation framework
. Classification and characteristic comparison of trust modeling L .
[60] 2025 Network Security . ZTA characteristics not considered
strategies
. Systematic TSA analysis and adaptive orchestration framework .
[61] 2026  Network Security Performance-focused comparison conducted

for scalable, resilient zero-trust security

evaluation, and whether the model avoids using network
location as a trust label. In this way, the taxonomy reframes a
generic processing pipeline as a structured means of assessing
how faithfully each stage of trust quantification reflects the
security principles of Zero Trust, which to our knowledge
has not been systematically formulated in prior TQ or ZTA
surveys.

A. DATA COLLECTION

The Data Collection stage refers to the process of defining
and gathering observable information that serves as the basis
for trust quantification. At this stage, the primary concern
is determining which types of data should be utilized for
trust evaluation. In ZTA environments, various types of infor-
mation may be collected, including user identity attributes,
device security status, network traffic characteristics, and
behavioral logs.

In this stage, the analysis focuses on whether existing
studies perform training and evaluation using data that reflect
the principles of ZTA tenets. Specifically, the analysis exam-
ines whether the datasets used in TQ research—either public
datasets or those generated in simulation environments—are
composed of the four key data elements in ZTA contexts
(Entity, User, Environment, and Context). In addition, the
analysis considers whether the data collection process cap-
tures information continuously throughout the entire session
and whether both direct observational data and indirect con-
textual data are collected. Through this examination, the
study evaluates whether the data used in TQ research are
collected and utilized in a manner consistent with ZTA tenets.

B. DATA PRE-PROCESSING

The Data Pre-Processing stage refers to the process of
transforming collected raw data into a form suitable for
trust computation. Observational data are often heteroge-
neous, large in scale, and difficult to directly compare
or process computationally. Therefore, procedures such as
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normalization, scaling, and feature extraction are applied to
structure the meaning of the data and make them suitable for
analysis.

The key aspect of this stage is not merely data organization
but the design of information representation that influences
trust evaluation. Even when the same data are used, the inter-
pretation of the resulting trust value may differ depending
on how the data are transformed into features. Accordingly,
this stage analyzes whether the preprocessing methods reflect
ZTA tenets, including aspects such as temporal dependency,
context-awareness, and multi-attribute integration in the rep-
resentation of trust-related information.

C. TRUST QUANTIFICATION MODEL
The Trust Quantification Model stage refers to the com-
putational structure that derives the final trust value based
on the pre-processed data. At this stage, specific mathe-
matical models, statistical methods, rule-based structures,
or learning-based algorithms are employed to generate trust
levels in forms such as scores, probabilities, or risk values.
This stage focuses on analyzing and organizing the over-
all structure of the trust quantification model. In particular,
it examines the types of models used for trust evaluation—
such as rule-based approaches, probabilistic models, and
machine learning-based methods—as well as the mecha-
nisms used to derive trust values. Furthermore, because ZTA
requires session-based access control and continuous verifi-
cation, the analysis also considers key characteristics of the
trust models, including real-time capability, scalability, and
the ability to support continuous re-evaluation.

V. EVALUATION CRITERIA
To systematically organize and analyze TQ research within
ZTA environments, this section designs a set of evaluation
criteria for assessing TQ studies in ZTA.

The proposed evaluation criteria are derived from the ZTA
tenets discussed in Section II. The ZTA tenets normatively
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define the security principles and operational directions
required in Zero Trust environments and include key elements
such as dynamic policy decision-making, session-based
access control, and continuous verification. These principles
extend beyond architectural design guidelines and can serve
as structural requirements that trust quantification models
should satisfy. Importantly, not only the criteria themselves
but also the individual score levels (0/1/2) within each cri-
terion are derived from the corresponding tenet rather than
defined arbitrarily. Each score level is designed to repre-
sent the increasing degree to which a study satisfies the
property that the tenet requires. For example, because the
“all entities as resources” tenet calls for protection across
diverse resource types, the corresponding criterion assigns
higher scores to studies that cover more resource categories
(infrastructure, platform, and service); and because the “con-
tinuous verification” tenet requires trust to be re-evaluated
over time, its criterion assigns higher scores to data that incor-
porate temporal and, at the highest level, historical behavioral
information. In this way, each score level reflects a graded
fulfillment of the underlying tenet, and the complete mapping
from each tenet to its operationalized score levels is given in
the criterion definitions and in Tables 3-5 below.

« All entities as resources: Since all data sources and
computing services are considered resources, protection
should not be limited to specific servers but should
extend to all entities within the system. Therefore,
datasets or simulation environments used for trust evalu-
ation should be constructed with this principle in mind,
ensuring that relevant data are collected across diverse
entities and resources.

o Location-independent trust prohibition: Because all
communications must be secured regardless of the net-
work location, data should be collected across both
internal and external environments. In addition, network
location should not be used as a direct basis for trust
evaluation.

o Least privilege principle: Access should be granted
on a per-session basis, and permissions must follow the
principle of least privilege. Accordingly, trust evaluation
should be conducted at the session or request level rather
than solely at the user level, ensuring that the assigned
trust level is appropriate for the specific request.

« Dynamic policy decision: In addition to access request
data, behavioral and environmental attributes should
also be considered in trust evaluation. Therefore,
datasets should include not only access request informa-
tion but also additional contextual

o data and logs. Furthermore, the TQ model should be
capable of updating the trust values in response to envi-
ronmental changes.

« Continuous monitoring and log analysis: When eval-
uating trust, the security posture of the relevant assets
should also be assessed, and mechanisms for inter-
nal monitoring and diagnostics should be incorporated.
Accordingly, TQ models should include mechanisms
that support continuous system improvement and adap-
tation during access decision processes.
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« Continuous verification: Because trust must be contin-
uously re-evaluated until a session is terminated, the data
used for trust evaluation should incorporate temporal
context. Consequently, the TQ model should be capable
of updating trust values based on temporal dynamics.

« Full information-based security: Trust quantification
should utilize as much relevant information as possible.
Therefore, diverse and multidimensional data sources
should be collected and integrated for trust evaluation.

Based on the explanations of the seven tenets described
above, evaluation criteria are designed for each stage of the
TQ process. Tables 3—5 present the evaluation criteria used
to assess TQ studies in ZTA environments. Among the seven
tenets, the criteria applicable to each stage were selected and
formulated as stage-specific evaluation metrics. The corre-
sponding criteria are summarized as follows.

A. DATA COLLECTION CRITERIA

1) ALL ENTITIES AS RESOURCES

Since ZTA considers all data sources and computing services
as resources that must be protected, a TQ model should
maintain the same security requirements regardless of the
type of resource. Accordingly, a higher score was assigned
when a study considered a wider variety of resource types.
Resource types are categorized into three levels: infrastruc-
ture level (e.g., PCs, servers, and devices), platform level
(e.g., virtual machines and containers), and service level (e.g.,
web applications and API services). The evaluation score was
determined based on the number of these resource categories
included in the study.

2) LOCATION-INDEPENDENT TRUST PROHIBITION

Because all communications must be protected regardless of
the network location, the evaluation examines whether the
service communications or attack scenarios considered in
a study include both internal and external communications.
In this context, internal communication refers to communica-
tions occurring within an internal network environment, such
as an enterprise network, whereas external communication
refers to communications occurring outside the internal net-
work.

3) LEAST PRIVILEGE PRINCIPLE

Since access should be granted on a per-session basis, trust
quantification should ideally be performed at the level of
individual request actions. In this context, a session refers
to the process in which a specific entity requests access to a
particular resource and maintains the connection until the task
is completed and the session is terminated. If the same entity
performs different tasks on the same resource for different
purposes, these interactions are considered separate sessions.
Accordingly, trust evaluation granularity can be categorized
into three levels. The user-level evaluation assesses the trust-
worthiness of the user as the primary subject of trust. The
session-level evaluation evaluates the state of each access
session. Action-level evaluation continuously assesses trust
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TABLE 3. Data collection analysis criteria.

0

1

2

1. All Entities as Resources One resource type

2. Location-independent Trust Only internal communication

Prohibition scenarios are considered

3. Least Privilege Principle User-level evaluation
. . . Only data from the access request
4. Dynamic Policy Decision .
itself
5. Continuous Monitoring and Log
Analysis

6. Continuous verification No temporal information included

7. Full Information-based Security Only access request data are used

Two resource type
Both internal and external
communication scenarios are
considered
Session-level evaluation
Includes two or fewer element-level
data types

Temporal information included

Additional data sources exist but are

not publicly available

Three resource types

Boundaryless real-time open

environment
Action-level evaluation

Includes all element-level data types

Temporal information included with
the ability to incorporate historical
behavior data
Additional collected data sources

are available

TABLE 4. Data pre-processing analysis criteria.

2

1. All Entities as Resources -
2. Location-independent Trust
Prohibition

Location information used as a label

3. Least Privilege Principle No session structure information

4. Dynamic Policy Decision One or fewer elements used
5. Continuous Monitoring and Log

Analysis
6. Continuous verification Temporal information lost

7. Full Information-based Security -

Location information not used

Indirectly included in the data

Two or three elements used

Partial preservation of temporal

information

Location information used as a
feature
Session structure information
explicitly used
All four elements used

Explicit temporal information

retained

TABLE 5. Trust quantification model analysis criteria.

1

1. All Entities as Resources -
2. Location-independent Trust
Prohibition
3. Least Privilege Principle

Location information used as a label

Binary classification
4. Dynamic Policy Decision Static evaluation
5. Continuous Monitoring and Log
Analysis
6. Continuous verification
7. Full Information-based Security -

No internal monitoring

Single trust computation

Location information not used as a
label
Level-based classification

Periodic score updates
Internal monitoring performed

Continuous time-series updates

Location information dependency

Scoring-based evaluation
Environment change detection
System improvement logic (e.g.,
model updates)
Event-driven re-evaluation

for each individual request or action performed within a
session.

4) DYNAMIC POLICY DECISION

Because ZTA requires that trust evaluation consider not
only the data associated with the access request itself
but also additional behavioral and environmental attributes,
the evaluation examines whether the data used in the
study include the four key ZTA elements: Entity, User,
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Environment, and Context. An Entity refers to the physical
information of the requester (e.g., PC, server, or device).
The user refers to the requester’s account information (e.g.,
ID and password). The Environment represents the environ-
mental conditions at the time of the access request, such
as network status and resource information. Context refers
to contextual information related to a request, such as the
purpose of access or the security state of the requested
resource.
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5) CONTINUOUS MONITORING AND LOG ANALYSIS

Since ZTA requires trust evaluation to leverage continuously
collected data over time, this criterion examines whether
the data collection structure supports repeated re-collection
of comparable data, rather than relying on a single fixed
snapshot. A study is scored according to whether its collec-
tion setup is limited to one-time fixed data, permits repeated
re-collection (e.g., a re-executable simulation environment),
or continuously gathers data as a stream that supports ongoing
re-evaluation throughout a session.

6) CONTINUOUS VERIFICATION

Since ZTA requires trust to be continuously evaluated until a
session is terminated, this criterion assesses whether the input
data include temporal information. Temporal information
refers to timestamps or other forms of time-series contextual
data that enable trust to be evaluated and updated over time.

7) FULL INFORMATION-BASED SECURITY

In ZTA, trust evaluation should utilize as much relevant infor-
mation as possible. This implies that data should be collected
not only from the access request itself but also from additional
monitoring mechanisms. Accordingly, this criterion evaluates
whether there exist additional data sources collected beyond
the data directly associated with the access request used for
the trust evaluation.

B. DATA PRE-PROCESSING CRITERIA

1) ALL ENTITIES AS RESOURCES

ZTA considers all data sources and computing services as
assets that must be protected, and criterion C1 evaluates
the diversity of resource types—infrastructure, platform, and
service levels—covered by a study. However, this diver-
sity is determined entirely by what is gathered during the
Data Collection stage; the set of resource types present in
the data is fixed once the collection is complete. The Data
Pre-Processing stage transforms and structures the already-
collected data—through operations such as normalization,
scaling, and feature extraction—but does not add or remove
resource types. Consequently, evaluating C1 at the prepro-
cessing stage would simply reproduce the assessment already
made in the Data Collection stage and would provide no
additional discriminative information. For this reason, this
criterion is evaluated only in the Data Collection stage and
is not assessed here.

2) LOCATION-INDEPENDENT TRUST PROHIBITION

Because all communications must be protected regardless
of the network location, location-related information should
be treated as contextual information during the preprocess-
ing stage rather than being used as a direct label for trust
evaluation. Accordingly, this criterion evaluates whether trust
decisions are made solely based on location-related attributes
(e.g., IP addresses or entity location information).

3) LEAST PRIVILEGE PRINCIPLE
Since access should be granted on a per-session basis, this
criterion evaluates whether session-related information is
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preserved in the data after preprocessing. Specifically, the
evaluation examined the presence of attributes that enable
session identification, such as timestamps or session identi-
fiers, within the processed dataset. The category ““indirectly
included in the data” indicates that session structure infor-
mation is not used as an explicit feature but that its seman-
tic meaning remains embedded within the preprocessed
data.

4) DYNAMIC POLICY DECISION

Because ZTA requires that trust evaluation consider not only
the data associated with the access request but also addi-
tional behavioral and environmental attributes, this criterion
examines whether all four ZTA elements—Entity, User, Envi-
ronment, and Context—are preserved and utilized after the
data preprocessing stage. Accordingly, the evaluation focused
on whether these four elements remained represented in the
processed data and were incorporated into the subsequent
trust evaluation.

5) CONTINUOUS MONITORING AND LOG ANALYSIS

Unlike the Data Collection stage, where the continuity of the
collection structure meaningfully distinguishes studies, this
criterion is not evaluated in the Data Pre-Processing stage.
Preprocessing transformations such as feature extraction and
normalization are functional operations that can, by their
nature, be reapplied to new inputs in virtually all studies.
Scoring this property at the preprocessing stage would there-
fore provide little discriminative value across studies, and the
criterion is accordingly not evaluated at this stage. Continu-
ous monitoring was assessed at the Data Collection and Trust
Quantification Model stages.

6) CONTINUOUS VERIFICATION

ZTA requires that trust be continuously evaluated until a
session is terminated. In the Data Pre-Processing stage, this
criterion evaluates whether the processed data retain temporal
information. The category ‘‘partial preservation of temporal
information” indicates that explicit time-series data may not
be directly used as input features, but temporal context is indi-
rectly incorporated through techniques such as embedding or
similar representation methods.

7) FULL INFORMATION-BASED SECURITY

ZTA requires trust evaluation to utilize as many diverse
data sources as possible. In the Data Collection stage, this
criterion (C7) is assessed independently, since the exis-
tence of additional data sources beyond the access request
can be distinguished from the coverage of the four ZTA
elements (C4). In the Data Pre-Processing stage, how-
ever, the diversity of information can only be judged from
what remains in the processed data, which converges with
what the Dynamic policy decision criterion (P4) already
measures—namely, whether the four ZTA elements are
preserved after preprocessing. Evaluating this criterion sep-
arately at the preprocessing stage would therefore provide
little discriminative value, and it is accordingly not evaluated
here.
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C. TRUST QUANTIFICATION MODEL CRITERIA

1) ALL ENTITIES AS RESOURCES

In the Trust Quantification Model stage, the analysis pri-
marily focuses on aspects such as the model outputs and
the underlying decision logic. Therefore, the diversity of the
resource types considered in the system was not evaluated
under this criterion at this stage.

2) LOCATION-INDEPENDENT TRUST PROHIBITION
Consistent with NIST SP 800-207, which prohibits relying
on network location as the sole determinant of trust rather
than prohibiting its use as a signal altogether, this criterion
penalizes only the use of location as a trust label in the
Trust Quantification Model stage. A model that uses location-
related attributes (e.g., IP addresses or port numbers) as
the ground-truth label for trust decisions receives the lowest
score, since this makes location the dominant determinant
of trust. A model that does not use location information
at all was placed at an intermediate level. A model that
uses location-related attributes as one feature among multiple
signals, rather than as a label, receives the highest score,
as this aligns with the dynamic policy decision principle while
avoiding location-based trust labeling.

3) LEAST PRIVILEGE PRINCIPLE

Because ZTA requires that access permissions be granted
according to the principle of least privilege, this criterion
evaluates the type of output produced by the trust model in the
Trust Quantification Model stage. Specifically, the evaluation
examines how the model expresses trust outcomes, such as
through discrete decisions, graded trust scores, or risk-based
indicators, and whether these outputs support fine-grained
access control consistent with the least privilege principle.

4) DYNAMIC POLICY DECISION

Since ZTA requires that trust models detect environmental
changes and continuously update trust evaluations, this crite-
rion assesses the frequency at which the trust model updates
trust values. Specifically, the evaluation examined whether
the model supports periodic or event-driven trust updates in
response to changing contextual conditions.

5) CONTINUOUS MONITORING AND LOG ANALYSIS

ZTA requires the establishment of internal diagnostic mecha-
nisms and system improvement processes. Accordingly, this
criterion evaluates whether the trust model includes logic
that performs internal assessments for each data input and
supports system improvement based on the observed data.
For machine learning-based models, a score of 1 point
is assigned, considering that such models can be updated
through offline retraining.

6) CONTINUOUS VERIFICATION

Since ZTA requires trust to be continuously evaluated until a
session is terminated, this criterion assesses whether the trust
model includes logic that repeatedly re-evaluates trust after
the initial trust assessment. Event-driven re-evaluation refers
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to cases where trust is recalculated not through simple con-
tinuous time-series updates but in response to specific events,
such as detected environmental changes or data transmission
and reception events.

7) FULL INFORMATION-BASED SECURITY

ZTA requires that trust evaluation utilizes as many diverse
data sources as possible. However, in the Trust Quantifica-
tion Model stage, the analysis primarily focuses on aspects
such as the model outputs and decision logic. Therefore, this
criterion—emphasizing data diversity—was not evaluated at
this stage.

VI. ANALYSIS AND COMPARISON

The scoring process was carried out as follows. Each of
the surveyed studies was evaluated against the stage-specific
criteria defined in Section V, using the 0/1/2 rubric in which
each score level corresponds to an explicitly defined and
operationalized condition. Scoring was based primarily on
verifying the presence, count, or type of specific elements
described in each study—such as the number of resource
types, the inclusion of the four ZTA data elements, or the
presence of temporal identifiers—rather than on subjective
judgment. The evaluation was conducted by a single reviewer
who applied the same rubric uniformly across all studies.
Because the 0/1/2 rubric necessarily discretizes continuous
phenomena, borderline cases were handled according to a
consistent rule. The intermediate level (score 1) of each crite-
rion was defined to absorb partial or implicit satisfaction; for
example, in the Least privilege criteria at the Pre-Processing
stage, session-aware features that retain session semantics
without an explicit session identifier are assigned to the
intermediate ‘“‘indirectly included” category rather than the
highest level. When a study did not provide explicit evidence
for a higher level, the lower score was assigned (a conserva-
tive rule), and such cases were resolved by returning to the
operational definitions in Section V. A second pass over the
complete set was then performed to ensure that this rule was
applied uniformly across all studies. The full scoring results
are reported in Tables 68, and together with the rubric in
Section V they allow any reader to independently reproduce
and verify the evaluation.

Based on the evaluation criteria defined above, the col-
lected TQ studies in ZTA environments were systematically
analyzed and compared. Using the search keywords for
ZTA-related TQ studies summarized in Section III-A, a total
of 50 studies were identified. Specifically, each study is
organized according to the three-stage structure of Data
Collection, Data Pre-Processing, and Trust Quantification
Model. At the same time, the ZTA tenet-based evaluation
criteria are applied to examine how faithfully each study
reflects the core principles of Zero Trust.

A. DATA COLLECTION ANALYSIS & COMPARISON

The Data Collection stage summarizes the datasets or exper-
imental environments used to evaluate the proposed TQ
models and evaluates the types and structures of the data
employed. The results of the analysis are presented in Table 6.
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According to the summarized results, most TQ stud-
ies in ZTA environments perform their evaluations using
simulation-based environments. Specifically, 68% of the
surveyed studies constructed their own simulation environ-
ments for training and testing. Various tools were used to
build these environments, including CARLA, SUMO, NS-3,
and Mininet, which are commonly used research platforms
for validating real-world systems in virtual environments.
In some cases, simulation environments were directly imple-
mented using tools such as MATLAB or Python to perform
analysis and testing.

In addition to simulation environments, several stud-
ies conducted evaluations using publicly available security
datasets, including UNSW-NB15 [112], CICIDS2017 [113],
CICIDS2018 [113], IoTID20 [114], CERT Insider Threat
v4.2, Kitsune [115], RT-10T2022 [116], and CIC IoT 2023
[117]. Fig. 5 illustrates the distribution of the datasets and
experimental environments used in the surveyed studies.

Among the studies that used publicly available datasets,
those in [64], [73], [78], and [84] conducted evaluations using
only the datasets without constructing simulation environ-
ments. The total scores assigned to these studies were 3, 6,
5, and 7, respectively. Considering that the average score for
the Data Collection stage across all the surveyed studies was
9.34, these scores were relatively low. This result suggests
that relying solely on public datasets makes it difficult to fully
reflect the ZTA tenets. In particular, to satisfy the Dynamic
policy decision criterion, additional data beyond network
communication data must be collected.

Conversely, a high Data Collection score does not by itself
imply empirical validation. For instance, [101] is a con-
ceptual framework whose data considerations are described
analytically rather than verified through a public dataset or
a constructed simulation environment; although it considers
diverse resource types and ZTA data elements at the concep-
tual level, its score reflects the breadth of data design that the
framework describes rather than empirically collected data.
Scores assigned to such conceptual studies should therefore
be interpreted with this distinction in mind.

The high proportion of simulation-based studies can
largely be attributed to two characteristics of ZTA: Dynamic
policy decision and Full information-based security. Tra-
ditional perimeter-based security models typically perform
anomaly detection or attack classification using only the data
associated with the access request itself. In contrast, ZTA
requires trust evaluation to incorporate diverse and multi-
dimensional data sources, including system-generated data
and external contextual information in addition to access
request data. Because existing datasets often lack such com-
prehensive contextual information, they present limitations
for evaluating ZTA-based trust models. As a result, many
studies have adopted simulation environments to generate
richer contextual data and better reflect the operational char-
acteristics of ZTA.

Among the surveyed TQ studies in ZTA environments,
the studies that achieved the highest score of 14 in the Data
Collection stage (seven criteria X maximum score of 2 per
criterion = 14) are [81], [85], and [96].
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Study [81] evaluated trust in an IoT simulation environ-
ment and constructed a multi-layered resource structure that
included devices, cloud systems, and servers. In addition,
the dataset incorporates all four ZTA elements by integrat-
ing information such as threat intelligence and vulnerability
management data. Study [85] investigated trust evaluation
for attacks in vehicular communication environments. It con-
siders communications in an open V2X environment and
constructs model inputs by integrating multidimensional trust
indicators, including behavior, recommendations, resource
information, and link quality. A Study [96] performed a trust
evaluation in a realistic open cloud environment implemented
using an FPGA-based infrastructure. The input data are orga-
nized at the event level, such as authentication events and
access requests, and are collected as a continuous identity
event stream. Various events, including session transitions
and system logs, were also collected to form multidimen-
sional input data. Taken together with the low scores of
the studies that rely solely on public datasets ([64], [73],
[78], [84]), these results indicate that the assigned scores
correspond to the actual degree to which each study reflects
ZTA requirements rather than being arbitrary. Studies that
construct multi-layered resources and integrate all four ZTA
elements receive the highest scores, whereas those with more
limited data coverage receive lower scores, suggesting that
the criteria discriminate among studies in a meaningful way.

When averaging the scores of all the surveyed studies
across the evaluation criteria, the results for C1-C7 were
0.84, 1.10, 1.14, 1.22, 1.68, 1.78, and 1.58. Among these,
C1 (All entities as resources), C2 (Location-independent trust
prohibition), C3 (Least privilege principle), and C4 (Dynamic
policy decision) received relatively lower scores compared to
the other criteria. Specifically, C1 evaluates the diversity of
resource types, C2 focuses on the diversity of communication
scenarios, C3 emphasizes the granularity of data units, and
C4 evaluates the diversity of the input data. The relatively
low scores in these criteria suggest that current data collection
approaches do not fully reflect the characteristics required in
ZTA environments. In particular, many studies still rely on
traditional datasets or simulation environments that reflect
pre-ZTA security assumptions, and there remain practical
limitations in collecting real communication data from oper-
ational ZTA environments.

Overall, while many studies have constructed simulation
environments that incorporate certain ZTA characteristics
during the Data Collection stage, further improvements
are required. These include increasing resource diversity
(infrastructure, platform, and service levels), expanding data
collection environments to boundaryless contexts, refining
data collection granularity toward request-level observations
rather than user- or session-level aggregation, and incorporat-
ing more diverse ZTA four-element data sources.

In addition, the Full Information-based Security tenet,
which underlies criterion C7, suggests that a tension with
data privacy may also warrant consideration. Since this
tenet encourages collecting and integrating as much relevant
information as possible, pursuing it to its extreme could
conflict with the data minimization requirements of privacy
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TABLE 6. Analysis results of trust quantification studies in the data collection.

No Year Dataset/Environment Setup Tool Cl C2 C3 C4 C5 C6 C7
[62] 2020 Simulation Environment Not specified 0 0 1 1 2 2 2
[63] 2021 Simulation Environment Java 0 2 2 1 2 2 2
[64] 2022 Advogato, Pretty Good Privacy - 0 2 0 1 0 0 0
[65] 2023 Real Environment Online Boutique 0 1 2 1 2 2 2
[66] 2023 Simulation Environment MATLAB 1 0 2 1 2 2 1
[67] 2024 Simulation Environment MATLAB 0 0 0 1 1 0 2
[68] 2024 Simulation Environment MATLAB 1 0 2 1 2 2 0
[69] 2025 [113], [114], Simulation Environment - 1 2 1 2 2 2 2
[70] 2025 Simulation Environment Not specified 2 1 2 2 2 2 2
[71] 2025 [114], CITv4.2, Simulation Environment OpenStack 2 1 2 2 2 2 2
[72] 2025 Simulation Environment Not specified 0 0 2 2 2 2 2
[73] 2025 GPNSACS - 0 0 2 1 0 1 2
[74] 2025 CITv4.2, Simulation Environment Not specified 0 1 0 2 2 2 2
[75] 2025 Real Environment - 0 1 1 2 2 2 2
[76] 2025 Simulation Environment Not specified 0 0 0 0 2 2 0
[77] 2025 [114], [115], Simulation Environment Python 2 1 2 1 2 2 2
[78] 2025 MNIST, FMNIST, SVHN, CIFAR10 - 1 2 0 0 0 2 0
[79] 2025 Simulation Environment Hyperledger Fabric 0 2 0 1 2 2 2
[80] 2025 CITv4.2, Simulation Environment Python 2 1 1 2 2 2 2
[81] 2025 Simulation Environment Not specified 2 2 2 2 2 2 2
[82] 2025 Simulation Environment Not specified 0 0 2 1 2 2 2
[83] 2025 Simulation Environment MATLAB 0 2 2 1 2 2 2
[84] 2025 Kitsune Network Attack - 0 2 2 1 0 2 0
[85] 2025 NGSIM 1-80, Simulation Environment CARLA 2 2 2 2 2 2 2
[86] 2025 Simulation Environment Vmware, Java8 2 1 2 2 2 2 0
[87] 2025 Simulation Environment MATLAB 1 2 0 1 2 2 2
[88] 2025 Real Environment Python 0 1 1 1 2 2 2
[89] 2025 Simulation Environment MATLAB 2 1 1 1 2 2 2
[90] 2025 Real Environment Remote Desktop 2 0 1 1 2 2 2
[91] 2025 Simulation Environment Not specified 1 2 0 1 2 2 0
[92] 2025 Tllustrative Evaluation - 1 2 0 0 0 0 2
[93] 2025 Simulation Environment FuzzyC 2 0 0 1 2 0 2
[94] 2025 Simulation Environment OPAL-RT 1 0 0 0 2 2 0
[95] 2025 Simulation Environment CARLA 1 2 1 2 2 2 2
[96] 2025 Real Environment FPGA 2 2 2 2 2 2 2
[97] 2025 Simulation Environment NS-3 0 2 1 1 2 2 2
[98] 2025 Simulation Environment iFogSim2 2 2 2 1 2 2 2
[99] 2025 Simulation Environment Python 0 2 0 1 2 2 2
[100] 2025 Simulation Environment Python, OpenSSL 1 1 2 1 1 0 2
[101] 2025 - - 2 2 2 2 0 2 2
. . X Nessus, Rapid7,
[102] 2025 Simulation Environment 0 0 1 1 2 2 2
OpenVAS
[103] 2025 Simulation Environment Mininet 0 0 0 0 2 2 2
[104] 2025 Simulation Environment Not specified 0 0 0 1 2 2 0
[105] 2025 [118], Simulation Environment Not specified 0 0 0 1 2 2 2
[106] 2025 [119], Simulation Environment Not specified 1 2 2 1 2 2 2
[107] 2025 Not Specified - 2 2 0 2 0 2 2
CITv4.2, CMU Behavioral Logs
[108] 2025 . . . . Python 1 0 2 2 2 2 2
Repository, Simulation Environment
[109] 2026 Real Environment BeautifulSoup 1 1 2 2 2 2 2
[110] 2026 Simulation Environment SUMO, MATLAB 1 1 1 1 2 2 0
[111] 2026 Simulation Environment Python 0 2 2 1 2 2 2
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FIGURE 5. Distribution of datasets and experimental environments.

regulations such as the GDPR and the CCPA, which require
that only data necessary for a specified purpose be collected
and processed. In this sense, collecting more diverse data for
trust evaluation may also raise privacy and compliance con-
cerns. While such considerations fall outside the scope of the
present evaluation, future work on ZTA-based TQ may need
to consider how comprehensive information collection can be
balanced against data minimization and regulation-compliant
data practices, for example through privacy-enhancing tech-
niques or purpose-bound data scoping.

B. DATA PRE-PROCESSING ANALYSIS & COMPARISON

In the Data Pre-Processing stage, the methodologies used to
process the collected data are summarized and analyzed, with
particular attention to whether the preprocessing methods
reflect the characteristics of ZTA. The evaluation results are
presented in Table 7.

In this analysis, the preprocessing methods are classi-
fied into four categories according to how the collected
data are transformed into model inputs: Mathematical Fea-
ture Extraction, which derives statistical or mathematical
features from the raw data; ML/Graph Feature Engineer-
ing, which constructs features through learning-based or
graph-based representations; Fuzzy/Probabilistic Transfor-
mation, which converts data into fuzzy or probabilistic
forms; and State Space Extraction, which represents data as
state-space structures. According to this classification, Math-
ematical Feature Extraction was the most common approach
(58%), followed by ML/Graph Feature Engineering (24%),
Fuzzy/Probabilistic Transformation (16%), and State Space
Extraction (2%).

Among the surveyed TQ studies in ZTA environments,
the studies that achieved the highest score of 8 in the Data
Pre-Processing stage (four criteria x maximum score of 2 per
criterion = 8) were [71], [72], [81], [86], [101], and [108].

Study [71] processed input data such as user IDs, IP reputa-
tion scores, and access times by converting them into numer-
ical values normalized within the range [1, 0]. Study [72]
normalized input data using mathematical functions while
preserving statistical properties such as mean, variance, min-
imum, and maximum values. Study [81] applied a field-level
structuring approach, extracting fields from traffic packets
and organizing their attributes into structured representations.
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These structured attributes were then used for policy match-
ing and provided as input to the detection module.

A study [86] maintained temporal information using a
sliding window technique and structured the input data into
key features such as privilege escalation attempts and login
failures for model input. Study [101] generated feature vec-
tors and structured them into four categories: Membership,
Behavior, Transactional, and Environment feature vectors.

Across all the studies, when the scores for each evalu-
ation criterion were averaged, the results for P2, P3, P4,
and P6 were 1.6, 0.9, 1.2, and 1.6, respectively. Among
these, P3 (Least privilege principle) and P4 (Dynamic pol-
icy decision) received relatively lower scores—0.9 and 1.2,
respectively—compared to the other criteria. Criterion P3
focuses on whether the data structure is preserved, while P4
evaluates whether the four ZTA elements are retained in the
processed data. These results indicate that many TQ studies in
ZTA environments rely on transformation-based preprocess-
ing methods—such as mathematical feature extraction and
learning-based feature engineering—which convert the input
data into derived feature representations and consequently
lead to the loss of the original data structure and the partial
loss of the four ZTA elements. The relatively low score for
P4 is consistent with the observations made in the Data
Collection stage, where the datasets themselves often lack
sufficient representation of the four ZTA elements. How-
ever, the low score for P3 highlights a different issue: such
transformation-based methods frequently eliminate structural
information, including session-related information, from the
data. While the resulting features can provide useful indi-
cators for identifying attacks or suspicious behavior, they
may be insufficient for detecting long-term attacks, such as
Advanced Persistent Threats (APTs) or long-term account
compromise. Because such attacks unfold over extended
periods, the loss of session and temporal structure during
preprocessing may prevent these threats from being properly
identified.

Consequently, current TQ research in ZTA environments
still predominantly relies on feature-based representations
derived from processed input data, which inherently intro-
duces information loss. Although feature-based representa-
tions can provide valuable clues for detecting attacks or
estimating attack likelihood, additional strategies should be
considered to preserve the temporal and structural infor-
mation. Preprocessing approaches that leverage time-series
information and structured data representations should be fur-
ther explored to better capture the contextual and sequential
characteristics of security events.

C. TRUST QUANTIFICATION MODEL ANALYSIS &
COMPARISON

In the Trust Quantification Model stage, the analysis focuses
on the trust evaluation logic of the models. Specifically,
the models were examined to determine whether the ZTA
characteristics were properly considered during the trust

quantification process. The evaluation results are presented
in Table 8.
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TABLE 7. Analysis results of trust quantification studies in the data pre-processing.

No year Pre-Processing Method P2 P3 P4 P6
[62] 2020 Fuzzy/Probabilistic Transformation 1 1 1 1
[63] 2021 Mathematical Feature Extraction 1 1 1 2
[64] 2022 ML/Graph Feature Engineering 1 0 0 0
[65] 2023 Mathematical Feature Extraction 2 1 1 2
[66] 2023 Mathematical Feature Extraction 1 2 1 2
[67] 2024 Fuzzy/Probabilistic Transformation 1 0 1 0
[68] 2024 Mathematical Feature Extraction 2 1 1 2
[69] 2025 Mathematical Feature Extraction 2 0 2 1
[70] 2025 Mathematical Feature Extraction 2 1 2 2
[71] 2025 Mathematical Feature Extraction 2 2 2 2
[72] 2025 Mathematical Feature Extraction 2 2 2 2
[73] 2025 ML/Graph Feature Engineering 2 0 1 2
[74] 2025 Mathematical Feature Extraction 2 0 2 1
[75] 2025 Mathematical Feature Extraction 1 1 1 2
[76] 2025 ML/Graph Feature Engineering 1 0 0 1
[77] 2025 ML/Graph Feature Engineering 2 0 1 1
[78] 2025 Mathematical Feature Extraction 1 0 0 1
[79] 2025 Mathematical Feature Extraction 1 0 1 1
[80] 2025 ML/Graph Feature Engineering 2 0 2 1
[81] 2025 Mathematical Feature Extraction 2 2 2 2
[82] 2025 Fuzzy/Probabilistic Transformation 1 2 1 2
[83] 2025 Mathematical Feature Extraction 1 2 1 2
[84] 2025 ML/Graph Feature Engineering 2 0 1 2
[85] 2025 Mathematical Feature Extraction 2 1 2 2
[86] 2025 Mathematical Feature Extraction 2 2 2 2
[87] 2025 Mathematical Feature Extraction 2 0 1 2
[88] 2025 Fuzzy/Probabilistic Transformation 2 1 1 2
[89] 2025 Mathematical Feature Extraction 1 1 1 2
[90] 2025 ML/Graph Feature Engineering 2 2 1 2
[91] 2025 Mathematical Feature Extraction 2 1 1 2
[92] 2025 Mathematical Feature Extraction 1 0 0 0
[93] 2025 Fuzzy/Probabilistic Transformation 1 0 1 0
[94] 2025 Mathematical Feature Extraction 1 0 0 2
[95] 2025 ML/Graph Feature Engineering 2 1 2 2
[96] 2025 ML/Graph Feature Engineering 1 2 2 2
[97] 2025 Mathematical Feature Extraction 2 1 1 2
[98] 2025 Fuzzy/Probabilistic Transformation 1 1 1 2
[99] 2025 Mathematical Feature Extraction 1 0 1 1
[100] 2025 Mathematical Feature Extraction 1 1 1 0
[101] 2025 ML/Graph Feature Engineering 2 2 2 2
[102] 2025 Mathematical Feature Extraction 1 0 0 2
[103] 2025 State Space Extraction 2 0 0 2
[104] 2025 Fuzzy/Probabilistic Transformation 2 1 1 2
[105] 2025 Mathematical Feature Extraction 1 0 1 2
[106] 2025 ML/Graph Feature Engineering 2 1 1 2
[107] 2025 Mathematical Feature Extraction 2 0 2 2
[108] 2025 Fuzzy/Probabilistic Transformation 2 2 2 2
[109] 2026 Mathematical Feature Extraction 2 1 2 2
[110] 2026 Mathematical Feature Extraction 2 2 1 2
[111] 2026 ML/Graph Feature Engineering 1 2 1 2
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TABLE 8. Analysis results of trust quantification studies in the trust quantification model.

No year Model T2 T3 T4 T5 T6
[62] 2020 Fuzzy Logic 1 2 1 0 1
[63] 2021 Weighted Sum Model 1 2 1 0 1
[64] 2022 GNN 2 1 0 1 0
[65] 2023 Weighted Sum Model 1 2 2 0 2
[66] 2023 Weighted Sum Model 1 2 1 0 1
[67] 2024 Fuzzy Logic 2 2 0 0 0
[68] 2024 Weighted Sum Model 1 2 1 2 1
[69] 2025 Weighted Sum Model 2 2 1 0 1
[70] 2025 Probabilistic Model 2 2 2 0 1
[71] 2025 Weighted Sum Model 2 2 2 0 1
[72] 2025 Weighted Sum Model 1 2 2 0 2
[73] 2025 Hybrid(Weighted Sum + FastK AN) 2 2 0 1 2
[74] 2025 Weighted Sum Model 1 2 1 0 1
[75] 2025 Weighted Sum Model 1 2 2 0 1
[76] 2025 Probabilistic Model 2 2 1 0 1
[77] 2025 Weighted Sum Model 1 2 2 1 2
[78] 2025 Hybrid(CNN + Gaussian Process Regression) 2 2 2 2 1
[79] 2025 Hybrid(Clustering + RNN) 2 2 1 1 1
[80] 2025 Hybrid(Random Forest + BP Neural Network) 2 2 2 1 2
[81] 2025 Hybrid(CNN + LSTM, Rule-based) 2 2 2 2 2
[82] 2025 Bayesian Model 2 2 2 1 2
[83] 2025 Weighted Sum Model 1 2 2 0 1
[84] 2025 Autoencoder 2 2 2 2 1
[85] 2025 Weighted Sum Model 1 2 2 0 2
[86] 2025 Fuzzy Logic 2 2 1 0 1
[87] 2025 Hybrid(Bayesian + Weighted Sum Model) 2 2 2 2 1
[88] 2025 Fuzzy Logic 1 2 2 0 1
[89] 2025 Weighted Sum Model 1 2 1 0 1
[90] 2025 HGNN 2 1 1 1 1
[91] 2025 Weighted Sum Model 1 2 2 0 1
[92] 2025 Weighted Sum Model 1 2 0 0 0
[93] 2025 Fuzzy Logic 1 2 0 0 0
[94] 2025 Weighted Sum Model 1 2 0 0 1
[95] 2025 LSTM 2 2 1 1 1
[96] 2025 Weighted Sum Model 1 1 2 0 2
[97] 2025 Weighted Sum Model 1 2 1 0 1
[98] 2025 Bayesian Model 1 2 2 2 1
[99] 2025 Weighted Sum Model 1 2 1 2 1
[100] 2025 Weighted Sum Model 1 2 2 0 2
[101] 2025 XGBoost 2 2 2 1 2
[102] 2025 Hybrid(Game Theory + Bayesian) 1 2 2 1 1
[103] 2025 Hybrid(Weighted Sum + DRL) 2 2 2 2 1
[104] 2025 Neutrosophic Logic 2 2 1 1 1
[105] 2025 Random Forest 1 2 1 1 0
[106] 2025 Hybrid(Random Forest + XGBoost) 2 2 2 1 1
[107] 2025 Supervised ML 2 2 1 1 1
[108] 2025 Bayesian Model 2 2 2 1 1
[109] 2026 Weighted Sum Model 1 2 1 0 1
[110] 2026 Weighted Sum Model 1 2 1 0 1
[111] 2026 Hybrid(Bayesian + Weighted Sum Model) 1 2 2 1 1
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According to the summarized results, a large proportion
of studies employed the Weighted Sum model. Specifically,
50% of the surveyed studies adopted the Weighted Sum
approach, while the remaining studies utilized various mod-
els, including Fuzzy Logic, Bayesian models, and machine
learning—based methods. This indicates that approaches that
assign weights to multiple attributes—such as behavior,
context, and feedback—and combine them through linear
aggregation are widely adopted in practice.

The Weighted Sum model is relatively simple to imple-
ment, offers high interpretability, and is suitable for real-time
evaluations. For these reasons, it can be considered a pre-
ferred structure from the perspective of practical deployment
in ZTA environments. Fig. 6 illustrates the distribution of the
models used in the surveyed TQ studies for ZTA.

From 2020 to 2024, Fuzzy Logic and Weighted Sum
models appeared relatively frequently in TQ studies. This
trend indicates that many studies have focused on han-
dling uncertainty through fuzzy inference and rule-based
reasoning defined by domain experts. However, since
2025, additional models such as Bayesian approaches
and machine learning (ML) models—including XGBoost,
LSTM, and Transformer-based architectures—have been
proposed. Although the Weighted Sum model remains widely
used, the increasing introduction of ML-based models indi-
cates a growing interest in learnable trust models, sug-
gesting that trust evaluation is gradually evolving toward a
dynamic trust prediction problem. While this trend may partly
result from the minimum citation threshold applied in the
search strategy, it nevertheless demonstrates that ML-based
approaches are becoming increasingly prominent. In addi-
tion, various hybrid models have been proposed, combining
rule-based models with ML-based models or integrating mul-
tiple ML-based approaches.

Among the surveyed studies, study [81] achieved a max-
imum score of 10 in the Trust Quantification Model stage
(five criteria X maximum score of 2 per criterion = 10).
A study [81] presented a hybrid framework integrating
CNN, LSTM, and rule-based models, where trust compu-
tation is structured into four components: behavior-based
trust assessment, federated learning—based anomaly detec-
tion, challenge-response trust evaluation, and direct and
indirect trust calculation. This design enables the model to
use location-related attributes as one of multiple signals rather
than as a trust label, to express trust through graded scores,
and to update trust values in response to environmental
changes, thereby satisfying the criteria at the highest level.

Across all studies, when the scores for each evaluation
criterion were averaged, the results for T2-T6 were 1.5,
1.9, 1.4, 0.6, and 1.1, respectively. Among these, TS (Con-
tinuous Monitoring and Log Analysis) and T6 (Continuous
Verification) received relatively lower scores—0.6 and 1.1,
respectively—compared to the other criteria. Criterion TS
focuses on whether the TQ model includes mechanisms that
allow the system to continuously improve as more data are
received, while T6 evaluates whether the model supports
repeated trust re-evaluation during operation. The relatively
high scores for T2, T3, and T4 indicate that most studies
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do not use location information as a trust label, represent
trust as quantified levels or scores, and allow trust models to
update trust values when environmental changes are detected.
However, the results suggest that the ZTA principles of con-
tinuous monitoring and log analysis for system improvement
and continuous verification of trust have not been sufficiently
considered in many studies. This observation implies that
most existing works primarily focus on the computation of
trust values rather than the long-term operational improve-
ment of trust models.

Overall, the results indicate a growing trend toward
machine learning—based approaches, and many studies have
proposed hybrid models that combine multiple techniques to
perform more systematic trust quantification. Nevertheless,
current research largely concentrates on the trust quan-
tification process itself, while mechanisms for continuous
model improvement remain underexplored. In addition, most
TQ models perform continuous time-series updates, indi-
cating that trust evaluation is commonly implemented as
sequential recalculation rather than as adaptive system-level
improvement.

Beyond these observations, the analysis reveals a trade-off
between ZTA tenet fidelity and computational performance
that the proposed framework does not explicitly capture.
In ZTA, trust must be computed in real time to support
per-request access decisions, yet several of the mechanisms
associated with high tenet fidelity—such as the event-driven
re-evaluation and continuous model improvement assessed
under TS and T6—inherently entail repeated and costly com-
putation. Consequently, a study that scores highly on criteria
such as continuous verification may still be unsuitable for
practical deployment if it incurs substantial computation or
latency per request. As noted earlier, the predominance of the
Weighted Sum model—computationally light and well suited
to real-time evaluation—can be interpreted as a practical
choice reflecting real deployment conditions, whereas ML-
and hybrid-based models offer richer trust representations at
greater computational cost. Because the proposed framework
evaluates how faithfully each study reflects the ZTA tenets
rather than its computational efficiency, a high score should
be understood as indicating alignment with ZTA principles
rather than deployability in itself. Accounting for compu-
tational cost and latency therefore constitutes an important
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complementary dimension for assessing the practical appli-
cability of ZTA-based TQ models.

VIl. CONCLUSION

This paper presents a survey study that systematically ana-
lyzes and compares TQ research within ZTA environments.
Although the two research areas have progressed with little
cross-referencing, no integrated framework that integrates
TQ studies while reflecting the structural principles and
operational requirements of ZTA has not been sufficiently
established. To address this gap, this study reviews the
existing ZTA and TQ survey literature to identify research
gaps and proposes a taxonomy that analyzes ZTA-based TQ
research by dividing the TQ process into three stages.

The main contribution of this study is the development
of a taxonomy that structures ZTA-based TQ research into
three stages: Data Collection, Data Pre-Processing, and Trust
Quantification Model, and the design of ZTA tenet-based
evaluation criteria for each stage. The proposed taxonomy
interprets trust quantification not merely as the computation
of a final trust score but as a structured process consisting
of interrelated stages, including the collection of data that
form the basis of trust evaluation, preprocessing to transform
these data into computable representations, and the design
of models that generate the final trust values. Furthermore,
the evaluation criteria incorporate the core ZTA tenets—all
entities as resources, location-independent trust prohibition,
least privilege principle, dynamic policy decision, continuous
monitoring and log analysis, continuous verification, and full
information-based security. By reflecting these principles, the
proposed framework enables the reinterpretation of existing
studies not only from a performance comparison perspective
but also from the standpoint of ZTA compliance and archi-
tectural suitability.

Based on the proposed analytical framework, 50
ZTA-based TQ studies were systematically compared and
analyzed, revealing several important trends and limitations.

First, in the Data Collection stage, many studies have
conducted evaluations using simulation environments rather
than public datasets. This tendency can be interpreted as a
result of the difficulty of adequately representing the mul-
tidimensional and dynamic data structures required by ZTA
using existing public datasets alone. Nevertheless, limitations
still remain in terms of resource diversity, boundaryless envi-
ronment configuration, request-level data collection, and the
comprehensiveness of the four ZTA data elements.

Second, in the Data Pre-Processing stage, most stud-
ies adopted transformation-based preprocessing methods—
predominantly mathematical feature extraction and
learning-based feature engineering—which often resulted in
the loss of session structure and temporal context. While
such approaches may be effective for short-term anomaly
detection, they may present structural limitations in detecting
persistent attacks, such as long-term account compromise or
Advanced Persistent Threats (APTs).

Third, in the Trust Quantification Model stage, the
Weighted Sum model is the most widely used approach.
Recently, however, an increasing number of studies have
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expanded toward Bayesian, machine learning (ML), and
hybrid models. Despite this trend, many studies have primar-
ily focused on calculating trust scores, while the continuous
improvement of models and event-driven trust re-evaluation
mechanisms, which are essential requirements of ZTA’s con-
tinuous verification principle, have not been sufficiently
considered.

These findings suggest that although ZTA-based TQ
research is gradually becoming more sophisticated, it has
not yet reached a stage where it fully satisfies the struc-
tural requirements of ZTA. Building on the gaps identified
at each stage, several concrete research directions can be
outlined. In the Data Collection stage, where existing datasets
inadequately represent ZTA contexts, future work should
address how to construct benchmark datasets that capture
diverse resource types (infrastructure, platform, and service),
both internal and external communications, and request-level
activity together with the four ZTA data elements—and how
such datasets can complement or replace the simulation
environments that current studies predominantly rely on.
In the Data Pre-Processing stage, where transformation-based
methods lead to the loss of session and temporal structure,
a key question is how to design preprocessing techniques that
preserve session identity and temporal ordering while retain-
ing the statistical expressiveness needed for trust computa-
tion, and whether such structure-preserving representations
measurably improve the detection of long-term threats such
as APTs. In the Trust Quantification Model stage, where con-
tinuous improvement and event-driven re-evaluation remain
underexplored, future research should investigate how to
realize online or event-driven trust re-evaluation that sat-
isfies the continuous verification principle, and how to
balance ZTA tenet fidelity against the computational cost and
latency constraints of real-time access decisions. Addressing
these questions would move ZTA-based TQ research beyond
performance-oriented model refinement toward trust quan-
tification that structurally embodies the principles of Zero
Trust.

Beyond the limitations of the surveyed studies, this work
itself is subject to a methodological limitations concerning
the use of Google Scholar as a single search source. Although
its broad indexing coverage and support for title-based
search enabled comprehensive retrieval, two threats to valid-
ity remain. First, Google Scholar does not guarantee full
reproducibility, as its indexing and ranking results may vary
over time and across query conditions. Second, the absence
of cross-database verification means that some relevant stud-
ies indexed exclusively in other platforms may not have
been captured. To mitigate these threats, title-based key-
word searching was applied to ensure topical relevance,
and year-specific citation thresholds were used to prioritize
substantively referenced works. Future studies may further
strengthen retrieval completeness by complementing Google
Scholar with searches across IEEE Xplore, ACM Digital
Library, and Scopus.

Another limitation concerns the scoring procedure.
Because the evaluation was performed by a single reviewer,
inter-rater reliability metrics such as Cohen’s kappa could
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not be computed. To mitigate the resulting subjectivity, the
evaluation relied on an explicitly operationalized rubric in
which each criterion and score level is defined by verifiable
conditions (Section V), and the complete set of scores is
made available (Tables 6-8) so that the evaluation can be
independently reproduced and audited.

In addition, the title-only search strategy, while chosen to
maximize topical precision, may have excluded studies that
address trust quantification substantively in the body text but
not in the title. A broad set of synonymous title terms was
used to mitigate this effect.

In summary, this study contributes by proposing a system-
atic analytical framework for TQ research in ZTA environ-
ments and by organizing the trends and limitations of existing
studies from the perspective of ZTA tenets. The taxonomy
and evaluation criteria presented in this work can serve as
a common references for designing, comparing, and evalu-
ating future ZTA-based TQ studies, and they are expected to
facilitate the advancement of trust quantification research that
reflects the fundamental principles of Zero Trust, rather than
focusing solely on performance-oriented approaches.
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