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ABSTRACT

With the growth of the internet, various application traffic types have emerged, and the importance of
information security is increasingly emphasized. Consequently, the use of encrypted communication has risen,
heightening the need for effective network traffic classification in such environments. However, traditional network
traffic classification techniques have shown limitations in handling encrypted data and complex patterns, leading to
the emergence of new deep learning-based classification methods. Despite this, deep learning-based classification
methods also face challenges in environments with encrypted data or high levels of noise, resulting in lower
performance. To address these issues, this paper proposes a methodology that classifies traffic data based on TLS
header values to distinguish between encrypted and unencrypted data and utilizes only unencrypted data as
training input for the deep learning model. The proposed methodology was applied in experiments, demonstrating

a 9%p improvement in accuracy compared to standard preprocessing methods.
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Table 1. Information of ISCX VPN 2016 Datasets

Task Class #class

VPN, non-VPN 2
VoipBuster, FTP,
Skype, BitTorrent,
SFTP, Facebook,,
SCP, Hangout, ICQ, 16
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Table 2.Comparison of Flows According to Pre-processing

# of Flows
TCP UDP Total
Raw-datasets | 7,300 302,889 | 310,189
Proposed 5,086 5077 10,163
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Table 3. Comparison Results According to Classification Task

Task| Method | AC PR RC F1
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App (10) ]0.8259]0.7694|0.7602|0.7626

Proposed|0.9364|0.9527|0.9364|0.9435
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