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3-Step Sequential Application Traffic Classification System
Applying Threshold to Ensemble Model
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ABSTRACT

Application traffic classification is essential for efficient network management and operation, service quality
improvement, and network security improvement. Research is being conducted on application traffic classification
using machine learning and deep learning to classify application traffic due to the generation of encrypted traffic.
However, in order to derive high accuracy, methods that increase the total processing time, such as adding a new
methodology for data prepossessing or repeating the structure of a model, are being used. In this paper, we
propose a method to reduce the total processing time by sequentially using three simple models. Data were
classified by applying two ensemble models and one deep learning model to the proposed classification system.
Data that can be classified by applying an appropriate threshold in the ensemble model with high processing
speed is first classified, and the remaining data is used in the deep learning model with slow processing speed to
improve overall processing speed. As a result of applying the proposed method, 6% higher accuracy was derived
than the result using the CNN single model, and the total processing time was shortened by 0.21 seconds.
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Table 1. ISCXVPN2016 Dataset Information

Traffic Content

CHAT ICQ, AIM, Skype, Facebook and
Hangouts

Email SMPTS, POP3S, and IMAPS

Skype, FTPS and SFTP wusing

File_Transfer Filezilla and an external service

pop uTAorrent and Transmission
(Bittorrent)
STREAMNG Vimeo and Youtube
VOIP Facebook, Skype and Hangouts

voice calls(1h duration)

E 2. 35 2 H2E dHeole AE AR
Table2. Training and Test Dataset Information

Train Test Total
CHAT 1,931 483 2,414
Email 1,426 356 1,782
File_Transfer 5,962 1,490 7,452
P2P 290 73 363
Streaming 635 159 794
VoIP 13,304 3,327 16,631
Total 23,548 5,888 29,436
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Table 3. Experimental results in a single model

Train Model Test Accuracy Test Time
Random Forest 80.11% 0.09sec
GBM 86.58% 0.28sec
1D CNN 91.75% 2.3Tsec
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Table4. Determination of Threshold in Random Forest

Th Py TPy Rpp CDR (3)
0.2 5888 4717 | 80.11% | 80.11% -

0.3 | 5839 4687 | 80.27% | 79.60% 0.016
0.4 | 5728 4601 | 80.32% | 78.14% 0.005
05 | 5507 4479 | 81.33% | 76.06% 0.101
0.6 5116 4233 | 82.74% | 71.89% | 0.141
0.7 3160 3137 | 99.27% | 53.27% | 1.653
0.8 2694 2694 100% | 45.75% | 0.073
0.9 270 270 100% | 4.58% 0
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Tableb. Gradient Boosting Machine Result According to
Threshold

Th Py TP, | R, | CDR.,
0.2 5888 5098 86.58% 86.58%
0.3 5888 5098 86.58% 86.58%
0.4 5844 5083 86.97% 86.32%
0.5 5131 4748 92.53% 80.63%
0.6 3237 3158 97.55% 53.63%
0.7 2418 2396 99.09% 40.69%
0.8 2168 2168 100% 36.82%
0.9 1121 1121 100% 19.03%
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Table6. Result of Gradient Boosting Machine after
settings Random Forest Threshold

WA A F s po

GB

Th Prro.ny+ o8 TPrro.n)+ o8| Rrron+ep | CPRrrw.1)+ i
0.2 2751 1966 71.46% 86.66%
0.3 2751 1966 71.46% 86.66%
0.4 2707 1951 72.07% 86.41%
0.5 2002 1621 80.96% 80.80%
0.6 732 653 89.20% 64.36%
0.7 291 269 92.43% 57.84%
0.8 141 141 5.12% 55.67%
0.9 0 0 0% 53.27%
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Table 7. Determination of Threshold in Gradient Boosting
Machine

GB .

Th RGB CDRRF(().7)+ GB RGB CDRRF )+ GB
0.2 86.58% 86.66% 75.03%
0.3 86.58% 86.66% 75.04%
0.4 86.97% 86.41% 75.15%
0.5 92.53% 80.80% 62.78%
0.6 97.55% 64.36% 62.78%
0.7 99.09% 57.84% 57.31%
0.8 100% 55.67% 55.67%
0.9 100% 53.27% 53.27%
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Table8. Result in CNN model after applying Threshold

GB | Test Test Total Total

Th | Data | | Time | Test Time ACC

0.2 785 653 | 2.00sec 2.15sec 97.75%
0.3 785 653 | 2.00sec 2.15sec 97.75%
0.4 800 666 | 2.01sec 2.16sec 97.72%
0.5 1130 926 | 2.04sec 2.19sec 96.53%
0.6 | 2098 1722 | 2.11sec 2.26sec 93.61%
0.7 2482 2052 2.16sec 2.31sec 92.69%
0.8 2610 2163 | 2.17sec 2.32sec 92.40%
0.9 | 2751 2303 | 2.17sec 2.32sec 92.39%
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Table 9. Experimental Results of the proposed method

Train Model Test Accuracy Test Time
Random Forest 80.11% 0.09sec
GBM 86.58% 0.28sec
1D CNN 91.75% 2.3Tsec
RF+GBM 86.66% 0.24sec
RF+GBM+1D CNN 97.72% 2.16sec
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Table 10. Data classification rate of the proposed method

. Classified
Train Model Input Data Data Rate
Random Forest 5888 53.27%
GBM 2651 33.13%
1D CNN 800 11.32%
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