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ABSTRACT

Recently, with the development of network technology, interest in applications based on cloud services is
increasing. Among various cloud services, SaaS (Software as a Service) is most actively used, and is widely
used by large corporations such as Google and Microsoft. SaaS is provided in the form of a subscription, and
since the amount varies depending on the license, usage period, number of users,etc., research on user action
detection is being conducted. In our previous study, a rule-based action detection method was proposed.
However, in previous research, when generating rules, there is a problem in that they show low performance
for specific applications because the dependence on SNI information is high. Therefore, in this paper, we
proposed an advanced rule generation method that can solve the problems of the existing method detection

performance with previous study in this study.
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Wl geheola] S| witel] ebdE] 3-8o] TR
Fdekar Br] ofgit}. webs] Autodesk] F5 9]
A A 2ok s9iok sl Aelaict
WA e 2okt Fu 9ol wEd = A
< 3l W, 5 A9l FHew ERh A
3] e3gkom], =5 ] 7l o7} EatEA o],
el A= =27] wiitell $A AlHAE A83H] o
a1, A18) AP 89 e uhgS A3l webA &
2 A3 (elxts l 71 239] = A 29 239
ol dlajr= i, SNI, FA Al A E 25 A-83)
somn, 2okt F5 gelel Haix= v, SNI
Al A RE ARg-8tsich

E 3. Autodesk 3] 3 A
Table 3. An Example of Autodesk Action Rule

#9 1,051 5,001 1,222,614
#10 1,277 8,851 3,211,084 A1) %
aq |5 ae
#1 611 35,516 | 29,320,256 Cuin
#2 538 4,956 1,793,377 Header -
#3 1,014 8,565 3,029,158 [accounts.autodesk.com,
#4 | 685 | 14,658 | 10,215,861 SNI auth.autodesk.com,
app.autocad360.com],
#5 | 626 | 5122 | 1,840,231 Login
B~ E | Autodesk [and, 3, 3]
#6 842 9,061 2,997,251
p= 763 6.561 2274159 PSD: [575.9321, -64, -1501.43,
> o Statistical -1500.3, 58]
#8 851 56,190 | 55,916,543 Threshold : 4.236682

#9 628 5,708 | 2,059,036
#10 743 6,346 | 2,247,152
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Table 4. Detection Result of the Experiment (1)
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Detection Result (1) 7z 739 vEkx|7} HhAglke}. o] & 59, “xxx.123.com”
a9 | T N l;P KN o] SNI Al #elA] AA] Eel=olA] “xxx.124.com”,
Recall | Precision ) Accuracy
measure .
10 28 2 0 5. 9] A AF A7
A=t all 100% | 8333% | 9091 95% Table 5. Detection Result of the Experiment (2)
8 30 0 2 .
273l 1 Detection Result (2
1 80% | 100% | 8889 | 95% I &
27019 | all 7 28 2 3 " " | Recall |Precision F Accuracy
70% | 77.78% | 73.69 | 87.5% measure
7 28 2 3 Ay
=) 11 all | 79.14% | 88.32% 80.82 81.4%
° 0% | 7778% | 1369 | 875% l®) ’ ’ ’
ksl
Xﬂm_m]b— all | 94.55% | 91.57% 93.04 95.28%
o H
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90% 100%
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Fig. 7. Detection Result of the Experiment (1)
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