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ABSTRACT

Various studies are being conducted to classify HTTPS-applied traffic, but it is difficult to classify due to
encryption. Methods to solve this problem are multi-class classification and application traffic is classified by
service level. A web service consists of a combination of several applications, and traffic also forms a service with
a combination of several applications. As in previous studies, if classified only as a service level, traffic from
various applications in the service can be mixed in the service and misdetected or falsely detected. Therefore, we
use multi-label classification to define the main label, which is the service level, and the sub label, which is the
application level, for each flow, and to design a synthetic product neural network to classify six services and 14
applications within the service. Traffic was classified by service level and application level with 6 service

classification accuracy of 100% and 14 application classification accuracy of 85% performance.
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Table 3. Results of application traffic classification
experiment by model

Model Train Acc Test Acc
No. Main Sub Main Sub
1 100 85.81 100 84.92
2 100 86.74 100 85.12
3 - 85.07 - 83.87
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