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ABSTRACT

Traffic classification is becoming more and more important in areas such as service management and security
in the area of computer networks. In the early days, it was possible to classify traffic using port numbers, DPI,
and statistical information. However, in terms of information protection, classification was limited as the traffic
payload was encrypted, but the problem was solved by additionally using machine learning techniques. Since
then, deep learning models have been used and performance has improved, but as traffic classification became
possible even with a large number of features as inputs, models and data became increasingly heavy like the
front and back of a coin, consuming a lot of resources and time. With the purpose of this study to lighten the
burdensome and cumbersome model and data, DistilBERT selected the lightweight BERT based on the previously
presented KD (Knowledge distillation) research and applied the lightened data. With a 100bytes input of the first
packet(packet unit) and an input(flow unit) of these 5 packets, the accuracy / Fl-score was 0.9707 / 0.9731 and
0.9703 / 0.9706, respectively, showing very good performance.

% o] wEe 20219E wire] Aew AmaATe] AUe wel AE AAAe el A Adel A}
(2021RIS-004)°]37, 202015 ARSI 2 gh=r4lq) 7| &3 71| AKEIT) 78] A4l 2|3k 7 (No. 20008902, ITH]-E- |
A3= $18 54 ©X)7|% 7]4t SaaS SW Management Platform(SMP) 7\ ZAxjc),

+ First Author : Defense Agency for Technology and Quality, superego99@ gmail.com

° Corresponding Author : Korea University, Department of Computer Convergence Software, tmskim@korea.ac.kr

* Korea University, Department of Computer Convergence Software, {pjj5846, pb1069, choigoya97} @korea.ac.kr

=% KNOM2022-02-08, Received December 2, 2022; Revised December 10, 2022; Accepted December 16, 2022

40



733t dlolE o} ey nds H43 AEH<l vEA]I B4 EF W

I.M E

VES]Zel 4% w2d tiuje]s, ekl A
28 A, FEhes A Fol QlEUE Tl s
AZ=e] dlelHE Ff3te] SNS, dx, 3, ol
22| 5] AH]a Akl Eel 7*‘74]*?%'4 el a4
3] AAFsta glok o]z 3’k AB|~E2] QoS, A5l

B9 &4, ¥ 2 Hol 55 BAsp] 7 F
< @A) MEYZ By i 2 Al o]
22 el 2 vEYZ 7]
Ao A% A=l qlck

Ef Z~ E«‘?rh T B e, ZEE
=, iAol 52l 37AI[1]ell wet o] FoiAlc)
z7| A9 Eﬂ]ﬂ 5= IANAC| 555 A5

FEMHF| ZA o|Esh= 7401 Aubd o
FENE YU VPR FHsHE Ze] ok
3, AN o] U ERS BE e
BAA AREE wideR AgEe A7se] &
o omu} \—4~vm1oﬂx% AAAS =ahd

o

e ol
.

T2} o]2]8F Deep Packet Inspection(DPI) 7]
W selzerh QEsheual AdHon Eegy
ol Agsplel ARGk 7 The WA o
FAog Tt 7o) wAlElYrH3]S &43 E
A9 wRodck Ea E2eel A3 9 AL A
43137 Simple K-meansel] 7|9l A& t}2 TCP
7k o FeAlo | RS ERshe M4l
el AHF41e] sl < 2 pop EdES /Jm?;}
7] %] K-means& 7131'_3 = BAE
AP i
Sch PR FRy AMOIE YT 2SS
ol vl S= SAHE FE3Fe]  K-Nearest
Neighbors, Decision Tree, Naive Bayes 2
Support Vector Machjne(SVM) —‘:—°] HAlEY 7]
Mol daElEs 8% BT A ¥
Zole,

7 o]Fe| Computer Vision(CV) % Natural
Language Process(NLP)9} 7+ Holollx] Hz{yde]
Bofel el vESI= Eon HRelAE ool

A Hdeh Helde] Al v el
meb 5w WAE sked 54 A4 O o
e J 3la, s dukslE s Sl
Dropout, Batch nomalization H}¥o] Uula}zwi]
wrd 52 Aes vehlle] A& cw AAssich
2ol dololE Wb ABAATE sk
Automatic Encoder(AE)[6]7} AFE-E7]%=  3jor)

Hede] el ZA F5FE] vl EolellA o] of
FA9l wz{d7]¥el  Convolutional  Neural
Network(CNN)[7], Ajedeix ] ofellA] ]

Recurrent Neural Network(RNN)[8]S &&3}= o
T5o] <delo] SABIHA slmstdl Edd R
AEE7F 90% 5 A3t =2 s HolAl H
ark olefgh 7Rl SR AAGA A5Ae] =
zledox]g]oll4] RNNXEr} 2P Transformer =9
[O1c] SAsIHA Helde] mofe]  AEESITh
Transformer R3-> zjeloxe]of|x] fEwte] opjz}
AlF e vlA el M7k
=t 2=l vt AAIGA dgAde] Sle
ZlE2 FAE vEH= ﬂ]-‘%ﬂ‘: 2k 7oz}
= 7ol A vESa EdYERF Eeobli®
ol& 83 A{10][11]E°] V—}Q?\i‘:}-

B =rolMe

=

TransformersS 7|HFEo & HEAgH

Bidirectional ~ Encoder = Representations  from
Transformers (BERT)®-9[12]% 7ddEled

DistilBERTE[13]7} ZAslst dloe)lE& z‘zm_-n

Ely Eol Agelon, ol Ak 5

o] 7= F83 A7V ool YRR

E 4 9ok

1) deAne} hsshE dolz= IR A
tlo|elE st mede] ukds)], HEe
x%fﬂ-./b_ 31].}4 %jo] xxl-g j}o]%%u]z_ a}
=2 S vERSIcH
Ez] dlofele] A WA FHZlellA 100bytes
IR ehel e Hzler AR E=25
ok 571e] 71 ZHt 100bytes S A4
(F25 9hsl dH o= ARk 67 2
20 dlelglollx] izl g EFAHTgEE
0.9705, Z&-5%k]+= 0.9703S Hgich 20
30| Ty Agke] 1417F 0] A ARA|
&9kt
2) ZdeFsist B dlolefell WA el AL

S35 mHlE xjedojxjg]dole] 7|& BERT
wdlo] 7JekslEl  DistilBERTEZ-S 283,
840 EY BB SseEE g 2

ME

4



KNOM Review ’22-02 Vol.25 No.02

kel amElE A 00099
second/packet ol w2} 7l e RFE A
£ LA HE AHBo] bt S
Slole] Al webd ek 2 4 glch
3) Ground-truth 54°] 9= 37l dlolg] A&
AHgrom A Bl e 2
548 7 dlolelE ez e
o17]e]| Class WeightE 283024 <53}
= 3hgo] bgels whe AR ES o
2, B84 ZHelN Fels BEEAel o
= Aze deleel] nad wed wag A
23} 4 92 )

o =

iz
FF

o i

2o P vheat Ak oleiAl: A
A} QT WHOE A ] T4
It A3 dleld A, Ad Fa
Bk Aoz sl ik Al
& 943 =egeR A ol g w4
AR glov], viue 2 Asgels A% W 3
:51; 01_:TL Ho]'iﬂzo] 7 ]Eﬂoi Mr/}-

—L'r‘_\'":l,

st _\-g, rlo

r(

3 o]

ine
& b

]

—

I, TR U oI

o

Aol delelel HEd ZdeFstel|

= TSl s ks —E—ﬂ] el 3
= g9 71 A7Eel dal Xu—?x—iﬁi oo}
Jrk ololA] dlelee} mwl Zfztel| ths] ok
w7 o2 Zegst SwelA °4:TL7} AR EA 5
7145 I SR FHE AN RS ARk
=8

) m&

i
N

2.1, A

2.17.1 CNN, RNN =&

CNN3} RNNS Zgste] 235§zl mdo]
UEYZ By Efel Agse A= A=
o 71914 Holel =t 20ke] 4R sz
R BRI Mew shd, e
2] = A(source port, destination port, Ho|Z= =
7], TCP window size, |7 E2FA|7E 71 H}eh
2 TAECh

el SRl AAY 5AE BE]E dlofer)
CNNEHS AxA 54 HE7h GAsiA ==,
o] EA weE7} Long Short-Term Memory

LSTM) AZe] Wi slEde]ele] =7)e} Flg

42

glE|glell wleh gl-FHo] FdaAl HLEA
Fully Connected(FC) layer= < A
Sisieh Slel P 531 20
Bioll Agal, HEw 096325 % et
%“ﬂ-x—i_i CNN =242 oz 7H2] convolution
layer, pooling layer @ FC layer® TA=e] 9l
o, o]dl woJoje] ZHo] thE #Heolole] gi¥ow
AR oA 2 Al ASElE AR F
A3 7|5 ALl wet ket setviE
F7F Eo153, ol SAel uet S|l AiA
© A SAel WA glo] S zbophd &
the T8 A5 ==vick
|21k A2 54 ARle] Exfjsta, 1 54 AR
1% 2wAdo] vESm EdYedins rRbH =
A4 7Fedt Z[14]22 A=k

O |"_u_,
i)
o

32 S

F

(o3
)

=

o

2.1.2 Transformer 22

dEslz Eejle A S4E
o ujz} o] & AlAAMF FE2EF 7FAi= RNN B
24_9_3];4 3} /kj =9 Eoﬂr/}_
Teuf FEEGIE RNN-2 AFA|e] 24 5A0%
olsll &< 7F & 53) attention weighto] &<7713) 0]
we} 7 gle] SAEE FEE 7RItk @e] Al
7180t} o]d positional encoding, self-attention =4
multi-head attentions- A ©E 3= Transformer
md[9]e] tigkeZ A=)

7P 5983 %2 positional encoding=- *]—%3]—
o] giExEl dolele] FMARI} BEE =),
g el o 91Ael dHEH 1 SAE &°§ H
2 v WERE A sk Aol

self-attention< 27| =PAlel Al 2 XH‘T?'S,}V%JE
oJm| 24, positional encoding:% AxA j=EHE o]

telelE Zlell fARES Fihemyn AddS
o= Zlo]ch
multi-head attention= &F gt o€l 3
4 7 Hep ofz] W WEE AREE o] 3k
olgh= AMdElel, 870 WE ofuld YHEFE] o}
gt Alelxe] ARE derh 28y BE ofH
A FEg ddste] FE ARE ol 7x
2 o] 9glt}.  o]2]&F Transformer X2
self-attention T-Z2% HF shjuts HE5o] =83l
A7{8]ell4] A= 094809 55 Hdck

)

>0

il
o dlo

o

PV

2.1.3 BERT =&

Transformer %5 7|Hle 2 E3}lsE]l BERT=



Bel Pl wae A8 HeA =Y = 25wy

ZoAx & 4 gl5o] Transformer?] <17r]
shgaf 1 dloleE obuEr A olAls)
7lo]c}. BERTol= glE o2 37[9] wESo)

o ot
°¥ﬂ

A fAE 7 el B2 R e
embedding WE{o] 3, F WA= Positionel] thgh
Elo]un], x| EFo] o] fAbel| Eal=A|d
tfgt segmentation HEjo|t

ol Al sl¥¥l 3719 wWEE F ] wWRlew
APERE SR wlAYES 7 glek
shbs qlE dlolHE 15%2 FEE wolE A
Ciag! [MASK] BEs %Wﬂ e "ol s o
o e 7 e

= ST
R ey %"‘%—i Fol 2b A AdAdS <53t

=

o]2]gF BERT® S 7]uko® %}:?ﬁﬁﬂ Hol2=
AAE AHEE A IIFY AAHE & A
AR AR B =iV tﬂO]EJE zkzy Zéi—}E
0.9729, 0.9890-2 ZA[15130ch o3l APy
A HZls AR HdelHRE AR “&%’-,
oAtel] Tedt A3t A7ke] S FA-o
o Ak=] St

:d

_:

2.2. A7

2.2.1 HolH Hzkst

A7 IgellA AR RZ FoiA Bulgh ol
T ol shils Ao AHg 2 A FFle]
fEelAle]Ade] AAA M T8’ ARE T
7] wiitel] EfEESe] F83F HoF Zef
A-H4lelck 2t TCP E=259 A2 571 % %
G3lo] oz °H~Wﬂ Aol wisl AA =
80% o]e] AHEEE HoFck

thil olejF e ® pOP3 ofZE|Alo|Ade] A=
Ze~EE AR e A uitel] AEert 4
oI A|uk o] Qe Aol wjet EfLe] F25-
= 2ol AAsk= F2 wEFS v H He
o|ANE L, AFE[15] FEHAL ik wEhA 9
= 7ol 7hksle] EFE99 AS N R
|7zl F29-5 91 dolez 83

[m

(o]

w3k B ERElelx] AlgAR vbeA] ES
g AL ERERERE sl #13 A=k S
el

o} of2] 7je] zle] dAdd F=5 552 dleold

& Jeom W 9w 98] W 4Ee dold
= e mee A A7t Al

(111 = B 275 Sl elE=AlelAd A
oA Ee] AR Sew de]RES Rt ARS
e dolRed FAHeR mIZRE ARAL S
AR7} EZEe] Q7] wlie] HHH3FO —rxﬂ—%
7154 slo] 2= 3 40, 50, 60bytes ol -
5 nekd el H4gke A el
A3-S- E3) 40bytesol] tr]siA] 50bytes= A5k
Aol =A AJHE, 60bytes= 454 o]l oS
AL P53 DA Sl A9 A o
F7HH o2 Ho]2= S0bytesthe F7FHoRE 1Y
dlelele] HAgkow Adsple ek

2.2.2 A2slE 2H

BERTE Holyt Axal 7ieial m9lEy 7o
% #etn AdE wdaEkE A9, 3
2 4%, Bkl vlge] wol =i Al
Hog olg] ARRo] AgkeEe] wds A=kssla
Lo} = we o) 99

B head‘; o AAsIElE Aol o3dko] glth
= ZE 9 AdTH161E 3l
Zpedexlz] Hofol| A Transformers 7[HFOZ =

Zdlof] AL8-%]:= multi-head attention>  ZF2}2]
head= o] 27| & el AlgFeles gk
ApHo g o] 7S ARSSE A Er/} E iU
& PE A Ans 7R drks Sl
gk HEE-S A AR Aelrk

s

Aol T Z7F 2 arl mdle] AdE 2R
FAwde]  rlE2x= AIHHEA Knowledge
Distillation(KD)[17]¢] SA8}%4] BERT 7ek3}e]
Z2o] nlydc) 4 ZAlol| sl temperatures X
Agkogm dulzlgl J;EE“H*GI Hlal] Aso] o}
O:]EL _E/‘/q Eﬂ/\E
Al kst Aeg Eole Bl
o|2|gk KDl 7|4kl BERT®| =715 40%
A ZolHAE, e 97%S A8k, FES
e 60% AL dE AFZHS 7= Aol
DistilBERT %3 A7) AA=e] )},
wEba] B el EdE dloeE ARkslsla,

134711 ZJekslEl dle]ElE NLPolllA] 53 A
S 7FAl+= BERT =dlo] 7J2kslsl DistilBERT a
E%loﬂ 2435130tk NLPHoke] mdlS WEST E
A Bipel 2k Z8sluz} g Zlolch

43



KNOM Review ’22-02 Vol.25 No.02

. Holg ¥ 28 7

1. dlo|eAl M™
AEflel] F7i=Ee] the =ieelE FEAL
2 3857 g)& dlo]ejAlal VPN-nonVPN dataset
(ISCXVPN2016)[17]% Aeac

3
Ground—truth %*é 2 7}11 °’1‘+— Heolr) = t}
£ ol ool o]Fxl W =iEe] AAlgH
AgAzlel wlart 7%6}04 2 At AdAal
ojulell &} 714 Q& Ao HE)r| wjitolch

FNdlele] BE B]EE X8 A AZulelE =
67 Fele] dolelE FAg Aol s 25
ol A8l A A7 wdE Addelgirk o}
e % 1S = ERe] ol 3 ==
Aol 55 vehdl Aotk

|al

E 1. B s W elEeiAelde] 74

Table 1. Composition of applications within traffic

catagories
Traffic
Applicati
Categories pplications
Email SMTP/S, POP3/SSL and IMAP/SSL
Chat AIM, Facebook, Gmail, Hangouts,
ICQ and Skype
Netfli i Vi
S et etflix, ~ Spotify, imeo  and
Youtube
File FTPS, SCP, SFTP and Skype
Transfer ' ' yP
Volp Facebook, Skype, Hangouts(voice
and video calls) and VoipBuster
P2pP Bittorrent
ohs 28 12 67 S92 dlelE] 27,8117 %

A¥lo] glom, dol digk 494 & FEES W
oJAEz thehdl Aeleh 7 Felevt Aol
oL AgR}e] AbgAel whet 2 Felod el
7} Tk ] HAHolx)

44

VolP

Streaming .‘

T2 1. 6/l Eaz A 27811709 dHole HEm]

o
=

Fig. 1. Distribution ratio of 27,811 data composed of 6

classes

2. Hlojg ®™XMe| I 2|=HEolM

[18], [19]04] =lel] )= EJ | Aell 274 4
HE A T FAsRel U EamdEs A
groam 23l Efo] “+— A = AlAl
sfeleh wiebd 22 Hzghs erlshe dlelee]
gk Axz] 2 gzl de Hedelx] Fa
g &S gk

A S 201004 AHEshs WS 45l
ethernet header®} IP headerel] th&h 33] DNS ==
E delgert gl FAzlel] digk A, A" 2 A
T3 A4dck A daelEe ofl 19 29
o’l——ya}z 144. 7H‘4—

Input : PATH = continuous bi-directional packets, MAX_PACKET = 100, MAX_ROW = 5
Output : packets_row = preprocessed data from pcap file

rr
o
—|.1
i,
dl
A
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Table 3. Performance comparison with other studies

using the same dataset

. # of Accuracy
Unit
classes / F1-score
12 0.9120 / -
[8] session
6 0.9480 / -
[11] packet 6 0.9033 / 0.8560
Pro session 0.9703 / 0.9706
6
posed | hacket 0.9707 / 09731
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Table 4. Total number of parameters in model

BERT DistilBERT

# of parameter 177,853,440 66,965,007
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Table 5. Performance comparison according to whether

or not class weight is applied to the loss function

Class Weight Non

|

g Class Weight
A

ceuraY | 49705 / 09746 | 09703 / 0.9742
/ Fl-score
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Fig. 7. Learning curve of a model with class weights
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Fig. 10. Fl-score curve of the model without class

weights
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