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Abstract— SaaS is a cloud-based application service that
allows users to use applications that work in a cloud
environment. SaaS is a subscription type, and the service
expenditure varies depending on the license, the number of users,
and duration of use. For efficient network management, security
and cost management, accurate detection of user behavior for
SaaS applications is required. In this paper, we propose a rule-
based traffic analysis method for the user behavior detection. We
conduct comparative experiments with signature-based method
by using the real SaaS application and demonstrate the validity
of the proposed method.

Keywords—SaaS, user behavior detection, rule based traffic
analysis

I. INTRODUCTION

As the network environment expands, the importance of
network management is increasing. In the field of network
management, traffic classification is becoming increasingly
important, and in particular, various researches are being
conducted for intrusion detection, application identification [1-
5]. Traffic classification has been variously performed in the
past and it has resulted in a lot of performance improvement.
However, due to the emergence of encrypted traffic and the
advent of various types of application such as mobile
application and cloud-based application, it has become difficult
to apply the traditional method [3-5]. To solve this problem,
recently, many researches have been conducted to classify
encrypted traffic using learning-based analysis methods, and
performance has been improved [5-8]. However, relatively few
researches have been conducted on new types of applications
such as cloud-based applications.

Cloud-based applications operate based on cloud
computing and gradually increasing. Cloud-based applications
are composed of PaaS (Platform as a Service), laaS
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(Infrastructure as Service), and SaaS (Software as a Service)
depending on the form and model of cloud service provision,
and SaaS is the most used [9, 10]. SaaS refers to software that
provides an application program running in a cloud
environment in the form of a service. SaaS is a form of
subscription by selecting a license and duration according to
the required services to be used by the user. (e.g. Google-Apps,
Microsoft Office 365).

SaaS service expenditure varies greatly depending on the
license and user behavior. In addition, user behavior detection
is an important in the field of network management and
security because attackers can infer user behavior metadata and
various information of the user can be known without
decryption [12]. Therefore, it is necessary to accurately detect
user behaviors that are related to each other for expenditure
management of SaaS applications. In this paper, we focus on
SaaS, a subscription type application and conduct SaaS traffic
analysis. We propose a rule-based user behavior detection
method that defines the detection rule based on target SaaS
traffic analysis, and detects the behavior by using the defined
rule.

The specific contributions of this paper can be summarized
as follows:

e We describe the need for traffic classification
researches for network management. In addition, we
also explains the importance and necessity of user
behavior detection research for subscription-type SaaS
applications.

e We propose a rule-based user behavior detection system
for SaaS applications. In order to verify the our
proposed method, we performed several comparative
experiments in terms of performance with the signature-
based user behavior detection method. We achieved
good performance for detection accuracy but, rule
generation spends lots of time . We will conduct further
research to reduce the rule generation time in the future.
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The rest of this paper is organized as follows. In Section 2,
we will discuss the related work and, describe the proposed
system and analysis method in Section 3. The experiments that
have been conducted to evaluate the proposed method using
the SaaS traffic (i.e. Microsoft Office 365) are presented in
Section 4. Finally, we conclude the paper and outline future
research directions in Section 5

II. RELATED WORK

Traffic classification research has been actively conducted
since the past, and representatively, port-based, and payload-
based method. Port-based analysis is a method of classifying
applications with fixed ports [1, 2]. The payload-based analysis
method is a method of using the contents of the payload in a
packet [1-4]. However, the use of encrypted traffic makes
difficult to use the these traditional methods [1, 2].

In order to solve the problems of the traditional methods,
machine learning and deep learning-based analysis methods
have recently been performed [5-9]. The learning-based
analysis method is a method of extracting features for each
application and classifying target applications by learning the
extracted features. For each research, the pre-processing,
feature extraction, and feature selection method can be
variously configured, and performance has been improved [5-
7]. However, the learning-based analysis method has several
problems. In that the performance varies greatly depending on
the learning model and features, and the labeled traffic data is
relatively scarce. In addition, a lot of time and computational
power are required in the training and testing.

III. PROPOSED METHOD

A. User Behavior Definition

User behavior can be defined in various ways according to
application type, usage form, provided service and function. In
this paper, we define the 6 behaviors of the common process
shown in Table 1: Application Start(AS), Login(LI), Feature
Start, Feature End(FE), Logout(LO) and, Application
End(AE). Feature is defined as a sub-application (e.g.
PowerPoint, Word, Excel) used by users after login.

TABLE L A DESCRIPTION OF THE USER BEHAVIOR
Behavior Description Preceded Behavior
Application Start SaaS software start None
(AS)
Login (LI) LOgagclélfulnnt the Application start

Feature Start (FS)

SaaS Feature start

Application start & Login

Feature End (FE) SaaS Feature end Application start & Login
Logout (LO) LOgir:f) 1?[111': the Application start & Login

Application
End(AE)

SaaS software end

Application star

As shown in Table 1, application start and application end
refer to the start and end of the target SaaS application, and
login means login success after entering account information.
Feature start and feature end refer to the start and end of the
feature, and logout means logout of the user account. Each of
the defined behaviors is related to each other, and there is an
behavior that must be preceded before the behavior is
performed. For example, for login, the application start should
be preceded, and for feature start and logout, the application
start and login should be preceded. The explanation of the
defined behavior and information on the behavior that should
be preceded are shown in Table 1.

B. Rule based Behavior Detection System

The structure of the proposed system consists two parts as
rule generation based on traffic analysis and behavior detection
using defined rules, and is shown in Figure 1.

Traffic
Collection
Traffic
Pre-Processing
|
v \
Traffic ) Behavior
Analysis Detection
Rule Detection II
Generation Result

Figure 1. Entire Structure of Rule based Behavior Detection

Rule generation process through traffic analysis is shown in
Figure. 2. In this paper, we define a set of packets with the
same S-tuple information as a flow. Target traffic is collected
by using Wireshark (.pcap) for each defined behavior.
Collected packet-based traffic is converted into flow-based
traffic (.fwp) in preprocessing.

Traffic Traffic Traffic Rule
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Figure 2. A Process of Rule Generation based on Traffic Analysis
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Flow and packet-based analysis is performed on
preprocessed traffic to extract flow and packet characteristics
for each behavior. To define an accurate behavior detection
algorithms, we collected traffic from various environments
(e.g. multiple hosts, different collection time).

A description of the detection rule format is shown in Table
2 and consists of 4 detailed rules: SaaS, flow, packet, and status
rule. SaaS rule represents target SaaS information and behavior
to be detected, and the flow rule represents information on a
flow to be detected among the generated traffic. Packet rule
represents information on the packet to be verified in the flow
to be detected, and the state rule represents an behavior that
must be preceded to detect the target behavior.

TABLE II. A DESCRIPTION OF THE DETECTION RULE FROMAT
Rule Information Description Example
Saas Target SaaS Microsoft
SaaS Information Office 365
Rule Behavior Detecting Behavior Application Start
Client IP Client IP Information Any
Client Port Client Port Information Any
Flow Protocol Protocol TCP
Rule
Server IP Server IP Information 13.XXX.XXX.XXX
Server Port Server Port Information 443
Check Packet A Number of Check 4
Number (CPN) Packet in the Flow
Packet Direction A Direction of Check CS
Rule ° packet in the Flow (Client to Server)
SNI Information of the
SNI Check Packet www.office.com
State Behavior State Preceded Behavmr none
Rule Information

The client is a host that has performed a user behavior, and
the server represents the destination of the host. The Check
Packet Number (CPN) represents the packet number to be
verified, the Direction represents the direction of the packet to
be verified, and consists of Client to Server (CS) and Server to
Client (SC). SNI represents SNI information in a packet, and
checks if the CPN and Direction rules are satisfied. The
Behavior State represents information on behaviors that must
be preceded for each behavior. For example, if a packet with
SNI information of www.office.com in the 13.xXX.XXX.XXX
flow of TCP 443 is used for application start detection in
Microsoft Office 365, the detection rule is defined as an
example in Table 2.

Behavior detection using defined rules is shown in Figure
3, and consists of three parts: traffic collection, pre-processing,
and behavior detection. In behavior detection, a method of
traffic collection is different with rule generation but the
preprocessing is the same. We collected the traffic by using the
Wireshark in rule generation, but the behavior detection
process uses packet collection system based on packet
mirroring. Packets are collected for multiple hosts in every

minutes. Collected packets are converted into flow based
traffic same as the rule generation and transmitted to the
detection system.

In detection system, user behavior is detected by entering
pre-processed traffic, predefined rules and previous detection
results. The previous detection result indicates the detection
result one minute ago, and the same process is performed every
minute. User behavior detection is detected when all the rules
defined for each behavior are satisfied with the input traffic and
detection result is derived. Detection result consists of
detection time, host, SaaS information, and detection behavior.
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Network Traffic
Collection Pre-process
System System Detedtion
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Figure 3. A Process of Behavior Detection

IV. EXPERIMENT

A. Experiment Environment

In this paper, to verify the validity of the proposed method,
we conduct comparative experiments using the same traffic
dataset as the existing signature-based user behavior detection
method. We used Microsoft Office 365 as the target SaaS
application in the experiment, and Table 3 presents the
description of the traffic dataset.

TABLE III. A DESCRIPTION OF THE TRAFFIC DATASET
Traffic User
Information Application Behavior
Information

Flow | Packet Sequence

Tracel | 228 | 3,841 [Saa$] Office 365 AS-LI-LO-AE
Web, Messenger

[SaaS] Office 365 (PowerPoint) AS-LI-FS-FE-

Trace2 | 456 4,390 Web, Music AE

[Saa8S] Office 365 (Word) AS-LI-FS-FE-
Trace 3 352 4,012 Music, Messenger LO-AE

[SaaS] Office 365 (Excel) AS-LI-FS-FE—
Trace 4 229 2,890 Messenger, Video Streaming LO-AE

[SaaS] Office 365 (Excel) AS-LI-FS-FE-
Trace S 382 6,552 Web, Messenger, Video Streaming LO-AE

In Table 3, the traffic information indicates the number of
flows, packets in each trace, the application information
indicates the application name including the target SaaS
application, and the User Behavior Sequence indicates the
behavior sequence performed in each trace. The traffic used in
the experiment was collected by using the target SaaS
application and general applications such as web browser,
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messenger, video streaming and music together, and the usage
time, behavior, and application used together were set
differently for each trace. In order to compare the user behavior
detection results with actual behavior, we tagged the
application information, host, behavior, and execution time in
advance. We compare the tagged information with the
detection result. If the time, application name, and host are
detected correctly, it is classified as a true detection, if even
one is detected incorrectly, it is a false detection, and if the
performed behavior is not detected, it is classified as non-
detection. We calculate the recall, precision and f-measure for
our evaluation measurement.

B. Experiment Result

The experiment results are shown in Table 4. We
conducted comparison experiments with the signature-based
[11] using the 5 traces. As a result of the experiment, the recall
of both the signature-based method and the rule-based method
is 95-100%, and the precision is 98-100% in the rule-based
method, but 85-100% in the signature-based method.
Comparing the average recall, precision, and f-measure for
each trace, the rule-based method shows higher performance
than the signature-based method. However, the rule-based
method also causes false detections, which means that the
defined rule is not complete. Therefore, in order to reduce false
detection in several traces, we need to refine the detection
rules.

TABLE IV. RESULT OF THE EXPERIMENTS
Detection Result
Recall (%) Pr(zs/ts)l on F-measure

Trace 1 100 85.12 91.96
A Trace 2 100 90.17 94.83
S‘gb“““(‘lre' Trace 3 100 94.12 96.97
Meﬂf(ffl [11] |_Traced 100 90.23 94.86
Trace 5 95.45 89.10 92.16
Average 99.09 89.74 94.15
Trace 1 100 100 100
Trace 2 97.44 100 98.70
Rule-based Trace 3 100 95.23 97.55
Method Trace 4 100 100 100
Trace 5 100 96.40 98.16
Average 99.48 98.54 98.88

In addition, in the rule-based method, it takes too much
time and effort to generate a rule. When generating a rule to
detect single behavior, it takes about 120 to 200 minutes on
average. If we define more behaviors in other applications, rule
generation time will increase significantly. It seems to occur
because the traffic analysis and rule definition performed in
rule generation are manually performed and the process is
complicated. Therefore, we plan to conduct research to
improve rule generation in the next research.

V. CONCLUSION

In this paper, we described the differences between SaaS
and other application, and the need for SaaS user behavior
detection research in the introduction. In this paper, we

proposed a rule-based behavior detection method and defined
user behaviors. The rule-based behavior detection method
consists of the detection rule generation based on traffic
analysis and the rule-based behavior detection. We conducted
comparative experiments with signature-based method by
using Microsoft Office 365. As a result of the experiment,
when the rule-based method is applied, recall, precision, and f-
measure of 98%, which is higher than the signature-based
method. However, our proposed method requires a lot of time
and effort in rule generation.

As a future research, we will refine and elaborate the
defined detection rules to reduce the false detections, and
define rules for other SaaS applications as well. We also plan
to conduct additional research to reduce the rule generation
time in the future.
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