{pb1069, boseonl?, pjjo846, tmskim}@korea.ac.kr, superego99@dtaq.re.kr*

Optimizing Input Shapes for CNN-Based Intrusion Detection Systems

Ui—Jun Baek, Boseon Kim, Jee-Tae Park, Chang-Yui Shin*, Myung-Sup Kim
Korea University, *Defense Agency for Technology and Quality

12

[e]
an

AEUN A2 B o] wAsH Skt met B4 tefshal s U|ESA o Edjgo] BAskaL glom oS &
shal FAehs 7lee tids] T8tk A BA AlLE2 o EYe EF 2 gAshE AR V]Ed = FoRE
1R SAH 54 71N 5 deA HHES g8stlon] e Held 7w o By 4] 7]zl et g
A77F FAH R vk f2l w7l A2 wlolEr QAT FAdste] $3 ARE A AL gl AubA Sl oju Aok el 14k
A9l dlojejehz 7hdstoll Az PRt obye} vpofd R ow wgeta g7l REEY| £F Ao Waskilth
Tl A BA AILEA 7P Bol AREHIY &8 dlolH Ale Tl Hlal APS sdFon Ay or Yap vy
o f 52 87 4es vehls o

o

I.A4 2 H oA 2NH F1H 54 FEshe dEFAolge A A4l &
Qe AMER} B B o] FASA Z7leha S ksl Bae &g o7k A7) dFolth CNN9 8k HA L olux] Fe9| HolEE
o ok Eg|zo] WAlgle] ula} YES D T 7% oAl gny Aol AB-FH (Convolution) A2HS: F3l 37+ E4S FE3}aL o
o gk MEAD el 1% Roll A $8 BT £ slge qega = Hohs EW(Podling & WEste] RO el S4E
o7 9 Ba) 0A A9 B AFEA} A EA g 5L ERow RS AL o] & 94 AZFC; Fully Connected Layer)el
S 27 Au o8 EgT BRol 19 x| AlxHoA] oby Egm  HAG] R AN FHT dWA o B 2R wopld HE
BAR BREG. oY Edge dus 34, 2 By 5 gy A A ARG ol els Wit Gestel B A4S A
g WS meta U 4 A8 9 5 4B aE 727] o8] ]  Soriet AR B 2 fouRh AR FA Qi DA o]
= EdTe ouEn obd EdT BXE olyd Egn Augnyg = VNS 2 AZE QAT delEtel AR HA vt w7
A3 AL 2250 o2 BAlge] BRal 7|aold A2d e OTHTR [I2K= AN Ao B F531aL o] & T84+1 52 W AT o]
78k T wo]2E s]uke] 2] Bk Al~slo] g $4E9 o) YE A S 4 1 CNN 7|9k e} 28«28 oH| A& e 2344
9= sh7o] Walel EdT 015l 7]%e] w9 Soz ol o4 gy NN 719k mdle] B Ad5S vlastgion 144 CNN 2do] &7 A
& AR ERE Ao) BrFeR Aolv] o) opy Eefmg vy g 0°] FT RAISKAT, 52, 18 298 A 29 % A mdE
8313 7olsl] BEss wo] Uaehe AASH ohve} thFsiA MR RS Gy B ZEdS st 2t g B
BB 1 A2 olo) 23914 B G478 ANS L 3ol Ay B HE I ARS vlasiion 2 A% g mg e Al el
WHE U 43INE 4Y 208 dgsn syl A n gy 7Y 416 280l A el Tt dast
ATE AA.

m 23
O #d 47 B

1 o] F CNN(Convolutional ~ A. Hlo]E]Al
Neural Network) 7|9k 25 Wo] 7pg &3] AR5 9t dolelAle oA EdY B/ ATl A+ AHEE = “DARPA1I” [4]
% o

CNNE Gelgold] F2 olul4 i 94 dolel Aol o) Ag3t 2 Agalgon o addsel doe 98 ugos Mgyt ¢
4 Bge el EE 9 £ Qi AA44Y ngY BE £3E 3
£ EEE WAL g AL BRAFALS AL ol YL APIATY  ghjon 5 147)9) 2GS AHIAATE dolEANe] LoF Ju F 13}
=H71aE A Al ARsle] A3t (2021RIS-004) 0132 2021 HHak=l=; ars--of g=red7Al sk 2
1=3 .



¥ 1. DARPA1998 dle]eAl aof

o3 25 5 (118) I 2y 2] £4 27]
e e | AE (784.1) (5.1) (1.1)
Normal 49 777 (44.0%) 54,452 (73.2%) (392.,2) (3,1) (1,1)
DoS 36,561 (32.3%) 15,048 (20.2%) (196.4) (4,1) (1,1)
R2L 9,141 (1.71%) 4,134 (5.56%) (112,7) (2,1) (1,1)
R2R 104 (0.09%) 20 (0.02%) (98 .8) (2,1) (1,2)
Probe 24,677 (21.8%) 634 (0.85%) (56,14) (2,2) (1,2)
(49,16) (2,2) (1,2)
B 2Enu (28,28) (2,3) (2,2)
o . ) ) (16,49) (1.2) (1.2)
7 29 [3loA AR R -tedY LS AEetleH 7 (14 56) 21 a1
oY 2o wel 2o stols stetrElE HAg87] $l8te] Python (8 98) (1.7 (1,1)
718k 92y gho]B 2] Ql Keras®] Hyperband TunerE AHE-3to] 7 i (7.112) (1.7) (1,1)
Qo 4 2 728 2SIk v F2E AL Bl (4,196) (1,7 (L.1)
ARTA dolols} £9) eloloje) Be) 2] 0 F4 27)w WP ) L2 .
o AR A e 16, A dolel] i3l e 122 wAs Q2 may pE A
o}, 3 ool AZE B BV} gorng 7 Fef sl uf
ol®d Esg
2 45T Holse] FAA so] HES S, T ;*90002 9gf§9 (fOA;
C. A7H (392,2) 99.19 96.34 0.040
B Rl s Hrshy] 98t 37kA 9] HrR 25 AA e o (196,4) 98.95 96.90 0.053
o)t 44 13} 2tk ACCE £57 2de] 4442 B7 4%S tehin) (112.7) 98.43 96.01 0.057
DR oPg Edj=le] e 94 45-& ehdrk FARE o4 Evjaig e o o L
8% Belseletal SR uIES vei, (49.16) 99.08 96.81 0.044
e AT - TP TN (28.28) 98.63 96.30 0.083
couracy = TPt FPTFNT IN (16.49) 99.17 97.10 0.060
. P (14,56) 99.34 97.43 0.052
Detection Rate( DR = 1 :
o te (DR) TP+ FN W (8 .98) 98.95 96.18 0.095
Fulse AlvamRate(FAR) = FPi L - (7.112) 98.71 96.99 0.060
O (4,196) 99.02 97.04 0.046
L (2,392) 99.40 97.24 0.021
B ollMe 2yl A5y md o) 98 2y 38 BF AYnE
Al Fa1EHY
T30 92 waly BE wdo A5 9 e 972 o . o
I 3; e E‘%]a i Rde] HAshd I ?712} =9 2] L}E} [1] L. Xu, X. Zhou, Y. Ren, and Y. Qin, “A Traffic Classification
ok Fy A7) 9 Y A7) 2% Byo] AAEd JSIASE <%
) o gH J; ) &9 T J ' | 717 | T a Method Based on Packet Transport Layer Payload by
3 go|HE Lsle] aatS 4235l HE A7) glay 1498 EX e .
o 2z Gags S A8 2 o E2 270 AL o) Ensemble M@g, in 2019 IEEE Symposium on Computers
B weo] 2g 2712 (1, D2 Qe gon o Ego e and Communications (ISCC), Jun. 2019, pp. 1 -6.
et AS vt [2] W. Wang, M. Zhu, J. Wang, X. Zeng, and Z. Yang,
T 4= 9l pEy BE Ao Uit 48% Zu3 ougdA 7} “End-to-end encrypted traffic classification with
A =S TS Hole Rde (2 392) R¥S AEs mdojn] ©x]& one-dimensional convolution neural networks,” in 2017 IEEE
(ANdE) S A (14, 56) S AHSsE Bdo] 7HF =2 458 g International Conference on Intelligence and Security
UIATE. wheel (28, 28) A R 3714 A% FHAA B ZP R Informatics (ISD, Jul. 2017, pp. 43 - 48.
Hwy vhe Heg Hole e T 9k
[3] Ui-Jun et al, “Multi-Shape CNN based Application Traffic
. 22 Classification” in KNOM 2022 Conference, May 2022, pp. 73
B =52 97 g By w2 7t Ry sy sto]y sjeulE -6
o ZH g $HE B Bd) A5 dluslglth AgHozs §F 2l
}‘é%% Xé}\]'q E’.ﬁé o] o]-ﬂ ‘;]__‘a: l]j‘gé Oﬂj\i OE]‘?_Z—-‘—Q—E o 2o /‘j%——g_— W [4] R P. Llppmann et al., “Evaluating intrusion detection
oon oy Hule HAF AN 5 5 wdo| 2349 THA systems: the 1998 DARPA off-line intrusion detection
Exo] ol 1749 B4 EAo] 24 wErl= AL solg), B 4 evaluation,” in Proceedings DARPA Information
g Adbe 1EGS 7o R o Efg S ERehs Bl Ay Survivability Conference and Exposition. DISCEX'00, Jan.
2 MGE Ao s $2 35 ATE AN AF S5 ® 2000, vol. 2, pp. 12-26 vol2
WS Ag 9 Agsta doE vad dFelrt



