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ABSTRACT

With the rapid development of science and technology in recent years, the network environment are growing,
and a huge amount of traffic is generated. In particular, the development of 5G networks and edge computing
will accelerate this phenomenon. However, according to these trends, network malicious behaviors and traffic
overloads are also frequently occurring. To solve these problems, network administrators need to build a network
management system to implement a high-speed network and should know exactly about the connection topology
of network devices through the network management system. However, the existing network topology discovery
method is inefficient because it is passively managed by an administrator and it is a time consuming task.
Therefore, we proposes a method of network topology discovery according to the amount of in and out network

traffic. The proposed method is applied to a real network to verify the validity of this paper.
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Algorithm 1 : Device Connection Discovery
Input : List of Device IP, MIB Information of Each Devices
Qutput : Device Connection Information
Notation — D : List of Device IP /| : ‘ipNetToMediaType’ MIB Information
IP - ‘ipNetToMediaNetAddress’ MIB Information
1. for each pair of D [D;, D;]

2 Check if the Connection Information Exists
3. if Connection does not exist in [D;, D;]
5. Check the “jpNetToMediaTable MIB Information’ of [D;, D;]
[ Compare the “jpNetTolMedia Type MIB Information’ of [D;, D;]
7. if I, == "static”
8. Get the Mapping IP List of I; [IP;]
9 if I; == “dynamic”
10. Get the Mapping IP List of J; [IP]
11. if Corresponding IP dose exist in [1P,, [F;]
12. define the Connection of [D;, D;]
13 store the Connection Information of [D;, D;]
14. else
15. break
16 else
17 Get the another pair of D

T3 2. ) o9 2 daelE
Fig. 2. An Algorithm of Device Connection Discovery
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Algorithm 2 :Device Port Connection Discovery

Input : List of Device IP, MIB Information of Each Devices, Connection Information

Output : Total Connection Information (Connection / Port)

Notation - D : List of Device IP/ In : Interface Information

In - ifinOctet of Device / Qut : ifOutOctet of Device / Diff : Difference of IInOctet (10 sec) and
IfinOctet or IfQutOctet (10 sec) and IfQutOctet

1. Getthe IP List of the Devices

2. Setthe Device Pair D, ;]

3. fori=0 to All Devices

4. forj=i+1 to All Devices

5. Load ifinOuctet of D; and ifinOctet (after 10 sec) of D;

6. Load ifOutQuctet of b and ifOutOctet (after 10 sec) of D;
1
8

Get the Difference of IfinOctet (10 sec) and IfinOctet of D; /I Define as Dif f;
X Get the Difference of IfOutOctet (10 sec) and futOctet of D; i/ Define as Diff;
9. if Diff, == Dif f;
10. Get the Octet Index of [D;, D]
1. Get the Interface Information of [D;, D]

12._Store the In;, In; and D;, D;

a8 4. A 2B B daefs

Fig. 4. An Algorithm of Device Port Connection Discovery
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---------------- L2 to L2 Connection ----------------

192.168.20.10 & 192.168.20.20 Connected!
L2 Switch_1[192.168.20.10]

- 14 / L2 Switch_2[192.168.20.20]

- 8 / OUCTET DIFF : 0 [138851734 - 130851734]

192.168.20.10 (Fa®/14) 192.168.20.20 (Fa@/7) is Connected

---------------- L2 to L3 Connection ----------------

192.168.20.10 & 192.168.20.1 Connected!

L2 Switch[192.168.20.10] - 21 / L3 Switch[192.168.20.1] -

10016 / OUCTET DIFF : O [46321930 - 46321930]

192.168.20.10 (Fa®/21) 192.168.20.1 (Fa0/16) is Connected

---------------- L3 to L3 Connection ----------------

192.168.10.1 & 192.168.20.1 Connected!
L3 Switch_1[192.168.10.1] -

11 / L3 Switch_2[192.168.20.1] -

10011 / OUCTET DIFF : @ [50198307 - 50198307]

192.168.10.1 (Fa0/11) 192.168.20.1 (Fa@/11) is Connected

a2 6. A4 BEEZ2x] e A% Az}

Fig. 6. Experiment Result of Connection Topology Discovery
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