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ABSTRACT

Recently, the amount of internet traffic is increasing due to the increase in speed and capacity of the network
environment, and protocol data is increasing due to mobile, IoT, application, and malicious behavior. Most of
these private protocols are unknown in structure. For efficient network management and security, analysis of the
structure of private protocols must be performed. Many protocol reverse engineering methodologies have been
proposed for this purpose, but there are disadvantages to applying them. In this paper, we propose a methodology
for inferring a detailed protocol structure based on network trace analysis by hierarchically combining CSP
(Contiguous Sequential Pattern) and SP (Sequential Pattern) Algorithm. The proposed methodology is designed and
implemented in a way that improves the preceeding study, A’PRE, We describe performance index for comparing

methodologies and demonstrate the superiority of the proposed methodology through the example of HTTP, DNS
protocol.
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