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Design of Web Application Traffic Classification Model Based
on Convolution Neural Network
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ABSTRACT

The basic role of network management is to provide quality of service suitable for users. Accurate application
traffic classification is essential to provide adequate quality of service and to ensure a secure network
environment. The existing traffic classification methods are port-based classification methods, payload-based
classification methods and statistic information-based classification methods. However, due to the emergence of
applications that generate packets with dynamic ports or encrypted payloads, the limitations of existing traffic
classification techniques are occurred. In this paper, in order to address these limitations, we propose an
application traffic classification model applying the convolution neural network algorithm which is one of the
machine learning algorithms for 10 kinds of web application traffic(Baidu, Bing, Daum, Google, Kakaotalk, Nate,

Naver, Yahoo, Youtube, Zum). The proposed model achieves 100% train classification accuracy and 99.4%
validation classification accuracy.
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Table 4. Convolution Neural Network Model Train Experiment Result

Convolution Neural Number of
Model . . Convolution Pooling Padding Network Train
Filter Size & .. . . . o Neural
No. Activation Function Option Option Activation Accuracy
Number . Network
Function
1 5x5x32 Leaky_ReLU No Padding | Max Pooling | Leaky_ReLU 1024 99.54%
2 5x5x32 Leaky_ReLU Padding Max Pooling | Leaky_ReLU 1024 99.72%
3 7x7x32 Leaky_ReLU Only Pooling | Max Pooling | Leaky_ReLU 1024 99.78%
4 Tx7x32 ReLU Padding Max Pooling | Leaky_ReLU 1024 99.82%
5 Tx7x32 ReLU Only Conv. | Max Pooling | Leaky_ReLU 1024 100%
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Table 5. Experimental Results for Convolution Neural
Network Model Validation
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4

5

Validation Accuracy

98.85%
99.57%

ol

V. 32 ¥ #50i7

0

| e slel sl el e

B3}372} Pre- -Processing, Model Training, Model

Validations}9 & £ 94 T A4 713 58 =9
I Be ud AAUMS Aeksieich

T
7188 R 7N T P =2 S E AgEE

H =

‘Jr“/]"ﬂl“ Ho|2x Az 7uE EF 712 4439

E S sk do|ReE 2 S8l o

5“‘1 Al FEe] ofego ] o] EHE 5 9

ot F el 443 2ES ARSE 10719

4 8ol Hsl SleRe FEI] e dolR=

olw|x] & Q}G/‘]ﬁ Bk AES Bl 7IE o=
E AaUA BF 7Y dARS S5
. od5ollA] Al A&+ Hyper-parametere] X

o r,Ho}]erA Age Asstelw, A= A8 A

=
!

3 Model 59] Hyper—parameterzﬁl% 53
AE AR Zlo] 10719] € &8 =S
ek |l slel Adsicke s 74 }/\i‘ﬂr

AT AdTEs v B SR 4 8 EdEs
Ao g wRshe AFE Ak, 1o g 2ds

K= Al dal A7 Age]ch

=
E?{L
ox,
A of



/8w AET 7 4 S8 By ER 2 AA

il

References

[1] 1. Park, S. Yoon, J. Park, S. Lee, and M. Kim,
“Statistic signature based application traffic
classification,” J. KICS, vol. 34, no. 11, pp.
1234-1244, Nov. 2009.

[2] K.-S. Shim, Y.-H. Goo, J. T. Park, and M.-S.
Kim, “A study on the automatic payload
signature generation based on clustering for
service-specific traffic classification,” in Proc.
Symp. KICS, pp. 1284-1285, Jun. 2017.

[31 Y.-H. Goo, K.-S. Shim, S. Lee, B. D. Sija, and
M.-S. Kim, “A traffic-classification method
using the correlation of the network flow,” J.
KIISE, vol. 44, no. 4, pp. 433-438, Apr. 2017.

[4] S.-H. Ji, J.-T. Park, E.-J. Baek, and M.-S. Kim,
“Malicious traffic  detection based on

convolution neural network, for secure network

construction,” in Proc. Symp. KICS, pp.
861-862, Jun. 2018.

[51 J.-B. Kim, H.-K. Lim, J.-S. Heo, and Y.-H.
Han, “Packet payload-based network traffic

convolutional  neural
network,” KIPS 2018 Spring Conf., May 2018.

[6] W. Wang, X. Zeng, X. Ye, Y. Sheng, and M.
Zhu, “Malware traffic classification using

classification  using

networks for
in 31st ICOIN,

convolutional neural
representation learning,”
Accepted, 2017.

Xl Ml 8 (Se-Hyun JI)

201841 : w#{h&tw
g} shaf

2018~ . it #5F
A e} Azl

<ZA]Hol> LﬂE Jﬁ SIS VR

SRR RS

FAFFE| A

[ORCID:0000-0002-2406-6958]

4§ o = (Ui-Jun Baek)

2018 e HFEIHR
&3} Shal

2018 3~&A) . v 5
B ek} Aalapy
<FAlEel VES= e
Heh EY e 2
/gl

[ORCID:0000-0002-4358-7839]

e

Al 2 2 (Mu-Gon Shin)

20199 :  wEWEtw A5FEA
w3} shat

20193~ . w3 5
A w8} AalatA]

<PAlEol vESm e ¢
Hel EfY muEy 2 #

S|
4

[ORCID:0000-0003-3703-3319]

A = (Byeong -Min Chae)

2007\ : st =)kt
At

2012 : sl 55t
3} A}

20073~2008' : AR} A=A

20083~3AY : gEsPA| ] A

<FlEel VES=Z e 2

el EE wuegy 2 54
[ORCID:0000-0003-3299-6693]

£ & 2l (Ho-Won Moon)

2000+ : ghefstn =3y} &)
A}

20001 4~201141 ; A=A A+
%

2011 3~3A) : gHspA| 8] A7

-
jul

E_o]. E gH D
[ORCID:0000-0002-5668- 7265]

SR 2 B, ehew

1119



The Journal of Korean Institute of Communications and Information Sciences ’19-06 Vol.44 No.06

2 ¥ M (Myung-Sup Kim)

19984 : EehFeistal AR
Absta) shal

20004 : Fegaesta AxA|
Abeha) Al

2004 : ZaF et A
Ab sla} ukap

2006\ : Dept. of ECS, Univ
of Toronto Canada

2006 3~3 AN : v thEtw AFE|A R W

<ol UESZ A2 2 Bl Ed 2uE

3 g 2N "erge] YES =

[ORCID:0000-0002-3809-2057]

1120




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 1200
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 1200
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


