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ABSTRACT

Today, the network environment is dramatically increasing, and the attack of malicious traffic is getting more
sophisticated and complicated. For the accurate analysis of malicious traffic, it is necessary to reduce and prevent
damage to such attacks. The most widely known methods are Signature-based analysis and Machine
Learning-based analysis. Both of these methods have the advantages of high accuracy and detection rate, but they
are disadvantageous only when the process is complicated and the requirement is met. Recently, a method of
calculating the flow correlation based on the flow statistical and header information and detecting with the

correlation value has been studied. The statistical information includes packet size, and the header information
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includes the source and destination IP address, port number, and protocol of the flow. However it takes a lot of
time and money to obtain statistical information in the real environment. Therefore, in this paper, we propose a
method to detect attack traffic by calculating flow correlation based on header information. In order to verify the
validity of this paper, we conduct several experiments with real attack traffic and the detection rate was

improved by 5~30% compared with the previous method.
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Table 1. An Information of Normal & Attack Traffic
Normal Traffic
Size
Application
Flow Packet Byte
Chrome (web) 491 60,266 46,852,995
Skype 576 107,534 95,635,596
Torrent 614 99,737 94,989,389
KaKaoTalk 844 53,655 | 49,471,332
(messanger)
Attack Traffic
Size
Attack Method
Flow Packet Byte
Malspam 71 18,055 15,167,725
GOdZ'“;"Loade 69 1,862 1,358,410
Z-bot 23 1,232 1,229,269
Dreambot 100 3,615 6,564,613

AHggE o)) AzElt Alekshs QA A E g
& AFER AlaEte) Ae nmskgon, Ao
A b & 26 ekt glek

" de, BAA A 2 ARgals ol Al

2 94 49 29
Table 2. Result of Detection Experiments
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Detection Test Result

Application Result
Measurement Previous FCI System Proposed FCI System
Attack Normal
Flow Packet Flow Packet
Recall (%) 89.74 99.89 94.87 99.98
Precision (%) 100 100 100 100
Malspam Chrome (web)
F-measure 94.59 97.37
F-measure (MS 2) - 100
Recall (%) 68.12 95.27 97.1 97.53
. Precision (%) 100 100 100 100
Godzilla-Loader Skype
F-measure 81.03 98.53
F-measure (MS 3) - 100
Recall (%) 82.61 99.35 100 100
Precision (%) 100 100 100 100
Z-bot Torrent
F-measure 90.48 100
F-measure (MS 3) - 100
Recall (%) 64.71 86.52 100 100
KaKaoTalk Precision (%) 100 100 100 100
Dreambot
(messanger) F-measure 78.57 100
F-measure (MS 2) - 100

920



AWk, 7S 710 R 2EE Alasle) oy &
e BIske etk Alekeh e A ok
Eelag Agal AES B e Akl v,
o] Ao ©x] et vlaskelE ) E2 A
kol = A A

h=4
il 44 el

= E} A -‘%ﬁﬂﬂ—t— o 1=

3 o] ek 223 Ae £ @ o] AAsE A}
selelg A RelA 77ke] 5 ghe Al B

= gk A7ke] ARtk

T W6 T

&2 7}

] & °ﬂ’<é ofct. o]l 7]
= /W AIA o mex 58

Mo AN & 5 A% & olgeld)

(1]

[2]

[3]

[4]

References

M.-S. Kim, Y. J. Won, and J. W.-K. Hong,
“Application-level traffic monitoring and an
analysis on IP networks,” ETRI J., vol. 27, pp.
22-42, 2005.

S. H. Yoon, J. S. Park, Baraka D. Sija, M. J.
Choi, and M. S. Kim,
maintenance for internet traffic identification,”
Int. J. Network Management, vol. 27, no. 1,
Jan. 2017.

J. S. Park, S. H. Yoon, and M. S. Kim,

“Software

“Header signature

architecture for a lightweight
payload signature-based traffic classification
system,” in Proc. Int. Conf. Traffic Monitoring
and Anal. Workshop, pp. 136-149, 2011.

J. S. Park, J. W. Park, S. H. Yoon, Y. S. Oh,
and M. S. Kim, “Development of signature
generation system and verification network for
application level

KIPS Conf., pp.

traffic classification,” in

Proc. 1288-1291, Pusan,

Korea, Apr. 2009.

[51 N. F. Huang, G. Y. Jai, H. C. Chao, Y. J.
Tzang, and H. Y. Chang, “Application traffic
classification at the early stage by

characterizing application rounds,” Inf. Sci.,

vol. 232, pp. 130-142, 2013.

[6] C. A. Catania and C. G. Garino, “Automatic

network intrusion detection: Current
techniques and open issues,” Comput. and
Electrical Eng., vol. 38, no. 5, pp. 1062-

1072, Sep. 2012.
[71 S. H. Lee and M. S. Kim, “Application traffic
classification using TensorFlow machine
learning tool,” in Proc KICS Winter Conf., pp.
224-225, Korea, Nov. 2009.

[8] S. Zander, T. Nguyen, and G. Armitage,

“Automated traffic classification  and
application  identification using machine
learning,” in Proc. IEEE Ann. Conf. Local

Computer Networks, pp. 250-257, Sydney,
NSW, Australia, 2005.
[91 T. Nguyen and G. Armitage, “A survey of
techniques for internet traffic classification
in Proc. IEEE
10, no. 4,

using machine learning,”
Commun. Surv. and Tuts., vol.

Fourth Quart. 2008.

8t X| E§ (Jee-Tae Park)

2017 st e
w3z} At

201793~A) : wedista 5%
1:,1 =] E_zﬂ—z} /Hul}\}itg}djrz%

<tiep degla o) o

[ORCID:0000-0002-8515-61 64]

921



The Journal of Korean Institute of Communications and Information Sciences ’19-05 Vol.44 No.05

4§ o = (Ui-Jun Baek)

201841 : gt H5FEA
Xt} shap

20183~ . wHdEkn 5%
EIA R &) Auialggtary]

<FAlEeol VES=Z e 2

Heh EdE mUEE 2
A
[ORCID:0000-0002-4358-7839]
0| 21 & (Min-Seob Lee)
2018 : ¥ AFE|AHR
DR
— 2018 3~&A : e 75
iy TR REE!
WL <dep vEg= 3] g
wok EdiE muHy o
249

[ORCID:0000-0003-4854-9521]

922

Al 2 2 (Mu-Gon Shin)

20199 : oty 735FEIRA
LS S

= 2019 3~3A) . st A
- Bl w st Al

Aok UENZ el
ual, Ed me
24

[ORCID:0000-0003-3703-3319]

NE NE

2 ¥ M (Myung-Sup Kim)

1998 : st A}
AR S}

20001 : Z3Fhistar AiA)
Anteta} 414}

2004\ : Egsta xiA}
ARkttt

20064 : Dept. of ECS, Univ
of Toronto Canada

20063~ A : v w AFE|A BT} o

<ob Wmdlz e 9 2l m e

= = ), Wenicle] WEs)2

[ORCID:0000-0002-3809-2057]




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 1200
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 1200
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


