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The Method of Feature Selection for Anomaly Detection in
Bitcoin Network Transaction
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ABSTRACT

Since the development of block-chain technology by Satoshi Nakamoto and Bitcoin pioneered a new
cryptocurrency market, a number of scale of cryptocurrency have emerged. There are crimes taking place using
the anonymity and vulnerabilities of block-chain technology, and many studies are underway to improve
vulnerability and prevent crime. However, they are not enough to detect users who commit crimes. Therefore, it
is very important to detect abnormal behavior such as money laundering and stealing cryptocurrency from the
network.

In this paper, the characteristics of the transactions and user graphs in the Bitcoin network are collected and
statistical information is extracted from them and presented as plots on the log scale. Finally, we analyze
visualized plots according to the Densification Power Law and Power Law Degree, as a result, present features

appropriate for detection of anomalies involving abnormal transactions and abnormal users in the Bitcoin network.
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Table 1. Extracted statistical of user graph
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