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ABSTRACT

Recently, the network environment has been growing rapidly along with the fourth industrial revolution,
resulting in a steady stream of heavy traffic. In addition, many of the protocols that are occurring in these
environments are unknown or documented and private. Structural analysis of private protocols is inevitable for
efficient network management and security. While many protocol reverse engineering methodologies have been
proposed to achieve this, there is no standardized methodology to extract the fields that make up the Syntax.
Therefore, this thesis proposes a methodology to extract sophisticated static fields from protocol reverse

engineering and conducts an experiment with, for example, the HTTP protocol and verifies its performance.
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