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ABSTRACT

Today, the amount of Internet traffic is increasing and new applications and malicious behavior continue to
appear rapidly. Many of the complex and diverse protocols that occur under these situations, are unknown or
proprietary protocols that are at least documented. For efficient network management and network security,
analysis the structure of the unknown protocol must precede. Many protocol reverse engineering methods have
been proposed for this purpose, but each of method has its own limitations. To address these drawbacks, in this
paper proposes a method for clear protocol reverse engineering based on network traces analysis. The proposed
method can extract highly intuitive and elaborative outputs which are Field Format, Message Format, Flow
Format, and protocol state machine of the unknown protocol. We demonstrate the superiority of the method

through an example of the HTTP protocol.
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F 2. Hierarchical CSP &112|&2] step™ X0l

Table 2. The difference in each step of the
Hierarchical CSP algorithm

. Length-1 .
Step| Transactions | . Support unit
items
# of req.[res.]
1st req‘[res‘] .s who contain
1bytes e candidate /
CSP| msg.s # of total req.[res.]
msg.s
# of req.[res.]
2nd | req.[res.] Field msg.s who contain
e candidate /
CSP| msg.s Formats # of total req.[res.]
msg.s
# of flows who
3rd flows Message Con(tfgl th7
candidate
CSP Formats # of total flows
Hierarchical CSP ¥72|Z9] 1st step?} 2nd
stepoll A& request |A]X] A9} response ™A
2l AR AjRe ww eRlEte] CSPE A7)

t} oA FIYAF O ZH request HAX]l|RE S
3= Field Format X Message Format} response

HA[A]of|vF  3F5= Field Format % Message
Formats Hrh v S¥lEA 58 ¢ otk <&

E9], HTTP request "|AJA|¢] method ZxE2°| Ft
% 3h}el “GET” request P|A|A] A~ Fghat
olE o2 Jlo] ==3F o UubHOo R 95% oAl
support 7t 7FA|A|RE request®} response] -
el AA wAA] AR-s Al FE=E o
support a2 &4 50% mlRbe|t}. webA minimum
support values RHE3IA] 53| Eo] FE2 314
Z3}A =, YR E minimum support values Y
7 Noise H|°o]E]E= Field Format $-> Message
Format®.%2 F=3}4 Ftv} 22y} Hierarchical
CSP9] 3rd stepollX+= F=% request,
Message Format”] 2}=|= <JH-8F Flow Format
< F=37] SlEl dlelele| a2 AA| Al A
s ARSE

Input : SequenceSel, Min Supp
Output : SubSequenceSet

01: foreach sequence S in SequenceSet do

response

02: foreachitemiin sequence S do
03: LieLiui;

04: end

05: end

06 k « 2;

07: whilelL, , + 0do

08: foreachcandidatecinl,_, do

09: supp « calSupport(c, SequenceSet);
10: if (supp < Min_Supp) then

11: Ly <Ly —c;

1lz: end

13: end

14: L, « extractCandidate(L;_,);

150 k++;

16: end

17: SubSequenceSet <y Ly;
18: deleteSubset(SubSequenceSet);
19: return SubSequenceSet;

2| 6. CSP <ue|&e] o} 7=
Fig. 6. Pseudo code of the CSP algorithm

a7 62 CSP dwEEe] ox} m= wEolr).
WA, mE ARAwRE 7P AL §l= S Length
1 AB A|FES 55319 Length 1 AXH A|-A~
AE Lol A ™ 6, 1~5%). Length 1 AH.
A2 ETEi k7F 71 21 Aole] Aol =5
S FEEE FH MH ARAEe] ¢S w7t
2] length k2 Z7HA7194 ®E Zol9] length-k
$H AR A FZ3H ¥ 6, 6~16%).

o] W mAlay A T pRom A A

WA HE|AE= support FS AKX minimum
support value #hS FHIHA| = FH AH AF

22 AARRHE 6, 8~13F). F WA oA
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= length k-1 FH ABH AIxE & ARESI
Length k $8 B AJA5L FEFR i 6,
14%). "9 AR 72 AqBEAEs 7k £33
AlE Ealeka, NoiseQl AE A|AFE AAIRICH L
2l 6, 183).

3.3. Message Assemble

Message Assemble WHAlA = ZREZFO] Z2
7t Bewa 7 EE9se] WARE EEEch
T 3BV A & o delee R W92 A
FEEE o]E &8 AT = dole =9l(ADU)
ol wIAIR] 9|2 AfxFslof gl & ARl 7t
299 ABE AR SR E3Ehe RS
Jolsiede. A% A% mere UDPE AHs
t mreze) 4% wAAe Gsle shiel 9
olg} Aelsla, TCPE AH8shs ZREF| 7%
A2 o] whele= FAgE wEke] dASAem Asls)
= B A3pelzt Ak 18] 7> Message
Assemble THAGA] FZ12] WAx] =HE 23 9

Ab FE= Fdolrk

Input : Flows consisting of packets
Output : Flows consisting af messages
01! fereach flow in Network traces do
02:  if(flow is TCP flow) then
03! foreach packet in flow do
04: if(packet is the first packet of flow) then
05: M, opnn = new Message;
06: M,y — insertPkt(packet);
ot end
08 else
09: if(packer,a‘irecrion == Myyms = n’irertion) then
100 M,pmy — insertPkt(packet);
11: end
T else
13; flow — insertMsg(Memy )i Meomy = NULL;
14: Moy = new Message;
1hi Moy — insertPkt(packet);
16 end
17 end
18! if(packet is the last packet of flow) then
19: flow — i'nsertMsg(thu); Mgy = NULL;
a0 end
2l end
Z2é.  end
23!  elseif(flowis UDP flow) then
24 foreach packet in flow do
25 M,y = new Message;
26 Moy — insertPkt(packet);
HATH flow — r‘nse?‘tMsg(Mmm‘,): Moy = NULL;
28, end
29, end
30! end

T2 7. Message Assemble®] €A} I
Fig. 7. Pseudo code of Message Assemble

18

3.4. Syntax Inference

Syntax Inference THA9] 522 AFAgE Message
Format2- $J3] 7A3l= %5 Field Formats©]
SE(v), DF(v), DF % GAPSo& SHHsid i-Hx
Message Formats F=3h= Zlolth. I3 8
Syntax Inference =HA°] 7H3te|ck

[Extract Field Format(SF(v)} Extract Field Format(DF(v)}

Field ~1st Hierarchical CSP(item : 1bytes)| | Field ~Recusive CSP(item: 1bytes)
Formatt i Format1

Field Field DR

T e = I e =
Fieta [N Freld ==
Format3 30 --SF15 - Formata i = -
Field Ay Field DFv

I = Fela

Field Field

Formats Formats 5=

Extract Message Format— 2nd CSP(item : Field foramts) Extract Dynamic Field Format(DF(v), DF, GAF}

Message - length variance & maximum length threshold
ez [ o] [ Lol | | weee L e [ ey

peseage [T |

[=] =] | | T = == 15]
Fomas wessage [oz] o | % [o] o [l s [e]

Message [ [t |
Message ['s T'sri | oF IEEE
rmat4

ormatd
FM::;:‘%EE SF1s. s SF15 oF nm)aM

[se] Tse]]

gn;;‘s:‘use [E| [srs | Tors] ]

72| 8. Syntax Inference THA2] 7|3
Fig. 8. The overview of Syntax Inference Phase
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Check the thresholds SF(v) List

Original Message Sequences

If(PositionVar <= 200 && Supp!=100)

Mo ::e"[’": Value Position Variance | Support
IcCa
o= CSP. [od]j0ajodjoa] 30427.2 100% :
1% step Recursive CSPfor
GET 0 89.7%

@ SF(v)D & SF(v)2

Content-Type :

7649.7

96.4%

Host:

28293.7

100%

200 0 89.8% @
Mescae Souenies S _ _ DF(v
;.— Remnant Message Sequences Remnant Message Sequences Remrent Message Sequences ( )®
5 2 _ 1 csp CSP
4 = 4 [hean] | 4 [he] 3
For@s.___ 5 1) 5[] | 5 [rur |
- 7 Leost] |
—_— Min.offset Max.depth Min.offset Max.depth Min.offset Max.depth
8 of “GET" of “GET" of “GET" of “GET" of “GET" of “GET”
Message Senuences
2 = Remnant Message Sequences .Remnaﬂt IWessaze Sequences I > DF(V]@
5 — 2@ | Ccsp csp i
@4L- B i = ol —)
For A — Sl || 7
== . 7 Leor | | 401
s . ,
G e——— ] | 3
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8 of “200" of “200" of “200™ of “200"

2 9. Recursive CSP %2]%e] HTTP ZREZo| that oA
Fig. 9. The process of Recursive CSP by examplifying the HTTP protocol

A=l DFE(v)ell&= 3% Field Formate| 7} < 9l=
BE S AAsA "k 23 9% HTTP Z2&
2] method ZE9} status code BEZS A= dF
Recursive CSP2] A o]t}

Al WA 2E<S]l “Extract Message Format”oll4+=
Length 1 4B X@~0] whe]E b 353 SF(v)
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0|83} Message FormatS =3},
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Tighck o] BEell= 7 7R ARkl ARSEM
g A oS3 ok 7 AR A A=
“o]% Field Format¥} th2- Field Format Ale|
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+= “o]A Field Format®} vt} Field Format A}e]
5] Maximum Length”el] gt AIgte|cl =
#] 7} Message Formatol|4] #3}12} d1= Field
Format=°| Alolg A3} e]ar i dlolefy]
olz, & AA wAA] A|FzellA] T Message
Formatel| s|gsl= wAA] A|FAER7RS AlHEgh)
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ARAPE AAEE 7 WA AR 2koW DE(v)

FRsla, 23%] ¢kow DFE ER3kth 2 o
T3 F WA Maximum Lengthell tfgt dAzke
2 255 ARgslgith DEF= e vi$- spHAeu
Aol o AHx wAEe] ¢l Field Formats
oJulghtl. DR(v)= 33 ZolE o= A= w4 4
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%% DF(v)oll d*/3t Field Format Ale] 9]
e AHAd 1070714 wild®E AR 9 S
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Fig. 10. The example of extracting DF(v), DF, and GAP
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3.5. Semantics Inference
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3.6. Behavior Inference
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Fig. 11. Overivew of Behavior Inference phase
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