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ABSTRACT

The SCADA system works by repeatedly and periodically using only limited communication devices.
Because of this feature, whitelist based security techniques are widely used, and access restriction method using
whitelist based static ACL is most commonly applied in the field. Static ACL has an advantage in security,
but their expressiveness is too simple to express communication using dynamic allocated port. In addition, it
does not reflect all the communication characteristics of the control device, and the generated static ACL
should always be open regardless of the frequency of use. We have proposed a structured ACL that extends
the fixed generation sequence information between the communication and communication-specific periodicity to
reflect the mechanical and repetitive communication characteristics of the SCADA system in the static ACL.

We demonstrate the feasibility of the proposed system in this paper by applying the real SCADA network
traffic.
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