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ABSTRACT

Due to recent integration of SCADA systems with business systems, SCADA systems became
open(unprotected), leading to not only security vulnerabilities increase but also sophisticated and intelligent
cyber-attacks specifically targeting SCADA systems. A whitelist based security control technique that has attracted
a lot of attention, is an emerging systems control, currently can be applied to solve security problems of the
SCADA system. The basics of whitelist security techniques are to create ACLs. Although tere have been studies
to automatically generate ACLs based on the locality of traffic, there is a disadvantage in that the threshold used

for ACL creation are fixed and thus can not reflect the characteristics of different traffic for each applicable site.
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In this paper, we apply variable threshold to existing system to reflect diversity of SCADA network, and also

we added a method to derive communication relation by dynamic server. We demonstrate the feasibility of the

proposed system in this paper by applying the real SCADA network traffic.
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Input : Flows

Output : whitelist

1: For each flow in flows do

9: If IsInrule() == True then
return

3 End if

4: If sPort or dPort ELFP then

5 Addrules()

6 End if

If In-degree or Out-degree
> O p,; then
Addrules()
End if
10: End for

7:
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Alg. 1. Flow whitelist generation

. 712 g2 =XIE

£ AollM= 7€ dazElse] DC, LFP AA3|
213l thresholdS wA o & ARE3l7 ¢l FAHS
Badgh),

3.1 Overview
LFP2} DCeoll+= LFP unit threshold, LFP final
threshold ~22]3 DC threshold®] 4] 7§2] threshold
7} A3k}, LEP2} DCollA] threshold #ke] A4S
w]-$- SQ3&}], 1 o]f+= threshold Fleo] vI= 3lo|E
2| ~ES A ep7ll SCADA HlE9=°] SA4E vk
o33}7] wFo]t}l. LFP2] unit threshold:= 7} ¢18 &
g2 dlolglollx] ®IWME xEE AR, final
threshold= A A 12 Ezfjgoxe] ¥l XEE |
F2 o7 ZAAI}. w3k DC threshold GA| IP9} E
Exgo] Z 2 Wl o] AE 7% RIgkAE AAs)

= 7Ieel7] vtk

3.2 /\|5-l

I3 39] 2 Z+= Thresholdd] W3lol] wpE 3]
o] 7= WskE vpepdl ot} 1417ks 7o 7]
& EEY SP|ERAE F3el| AMgEe A
threshold®] LFP_UNIT_THRESHOLD 25, LFP_
FINAL_THRESHOLD 100 2|32 DEGREE_
THRESHOLD 10 7|22 =M+ 0.054), ZA+=
25u7}A] ThresholdZ vl-e] 7p Al sigic) Al
2] A3} A ThresholdE 0.59] 313 w A==

1170

LFPP_UNIT_THRESHOLD
LFP_FINAL_THRESHOLD
DEGREE_THRESHOLD

2090

1590

1090

880

90
X0.05 x0.2 x0.5 x1 x2 x5 x10 X25

——TCP —+—UDP TOTAL

2! 3. Threshold®] W3}el] whe TCP, UDP 13 75 s}
Fig. 3. Changes in the number of TCP and UDP as the
threshold value changes

AL M) 7 Ao, 0.5 7)o R Aol
A A 75 AR e ke S gl &
= olck AF A= #A44 29 threshold”} V-
ztolal A-goll= BT WellA whlEks ZE XE
o] W&7} LFP listell 3t =o] 129 M4}
Z7)8ka, Threshold”} V% AR 7H$ol= LFPS}
DCE 53l FAEe] AAEA 23l left flow=

5-tuplee] WEE A2 AR 3] NG} S
71ke o 4 olck
g A5 53 threshold zke] Zeba! 739 A4

iy

A
sl Seo|ER| Bl Aap) deirle e el &
 Sigie.

IV. SCADA HESIT CIYMS HIR
Sl0IE2|AE MY 2|E JHM

H Dol Ae B =Foa] A|elsl= SCADA YE
A=e] vlekdS mkeddt E29 slo|ERaE A
A|2~d"le)| s Aol

4.1 Overview
T 48 B A Ak Algle =435

Preparation phase
Raw traffic
(Pcap)

( Flow whitelist
Fwp
L Left Flows

JR) 4. ERS sl EelaE A A
Fig. 4. Flow whitelist creation system




N

= [SCADA HIEH T by & Wi gt 2% sho]E 2aE 4y

g R A F FEoE et A A=
Z2% 3oler|~E WAS 98 Peap E79] Raw
traffice pkt Zol o2 }A] pkt EH2] Eg w}]
< fwp 9] ]]¥ Fll = WZSl= Preparation &
Ale]a, - WA= fwp EH9] §1F 3dS ARg-s}o]

AR R Z29$ 3Jo|Eg]A~EE =53} Generation
Ao},

4.2 Generation

B Holr= TAEL] 45 EjFe] v vl 1
2l 577} vjekst SCADA Y|E$ =0l wle} LFP
Unit threshold®} LFP Final threshold Z2]3 DC
threshold & 5402 #-83}7] $]3F vl v}
Ay,

4.2.1 Variable LFP Unit threshold

LFP Unit threshold+ LFP Final threshold®} 37|
Z29 o] ~E A W F thresholde] 3
02 A8EE o4 flow U5 S ¢le] Unit
LFP listS AAsh=t] A-g== thresholdo|tl 1A
%l LFP Unit threshold 3 AM-3 74-9- 31 dlo]e] <]
=719} Eiell wet AEE ERS- olErrEs
2fo]7} WhAYEHA] Elek £ =ell A= oleldt AlE
Asl7] f1ste] EAISellA AFEE = 68-95-99.7
218 243} 68-95-99.7 A AF FEE e}
W Ao, Al 7 AdA RS 23k 4
zZke] A 71A] AL «oF 68%2] FFSo] HitolA oF
Ho 1 EEU Belzoel T, *oF o5
FhEo] WA o 2 EEAA WS (1£20)
of FEAlgtr ZEjar “A e _‘1% He(dA e
99.7%)0] Hitelld Fom 3FZEAA W (ut30)
of &gkt o]k

B el

L

68-95-99.7 725 Variable LFP

[variabte LFP Unit threshotd = (u+0.20) |

0.1%

e | w ]

o
)

(u+0.20)

2! 5. Variable LFP Unit threshold
Fig. . Variable LFP Unit threshold

Unit threshold S FE3h=d| A-g3}7] sl xEH
A3l 24 nE FEHS} 7} FEW wA 34
dolel 5 ARgsle] s, #4b Tl REHEAE
sl

71% QA eA] 258 1A45le] AL88F LFP unit
thresholdZ ©J2] SCADA Y|E$ = Efjgo] A4S
23] 259] threshold A ZEHZ F tjzgor
0.1%%] EEHFE Locally Frequentlysle}ar ghetgh
XN ggl].o]{g]_oir;]_ /\1%4 7:131]._3_ H}F/I—QE “ol: 99, 9%3]
el HatellA oo Weko 2 nEFEHA Hel(utn
o)ell EARIL e 4ol disdsled, ‘o = 0.2°9
e =5 ik

I3 5+ 43S 53led =3t Variable LFP Unit
threshold & Z&3)= Alolt). 18 59] Ale- E3) g}
7] SCADA VIEZ=2] 2 E wjA] 3157} 4] 0.1%
ol FEEZ LFPE F%8 & 9tk

F=% S A53] f18lel 44 B, D, E Al E
o A& Ag3lgirtk 28 6& 13 59| Variable LFP
Unit threshold AXH]S 247} B, D, E Alo| Eol| %8
slo] ZE i 35 2 EO| 4 gz et
W Zlolok o] x5 EE wiA] 3ol y

2 39 viA S5 7= EES] Frolt) xHte]
50]4’ yare] 108 XL 59 viAE FEO] HI7}

Z 10705k =5 Y|#3&lt) B, D, E Al0]E2] Variable
LFP Unit threshold= 742} 13.5, 9.5 18] 51.27}
FZ99da, 2+ Af]ES]  Variable LFP  Unit
threshold S 7|50 & 91 T71=9] Yol 99.6%,
96.2% 1|3l 99.9% = JEhdrh AdS o ==
g (u+0.20)2] A& ©|-838F Variable LFP Unit
threshold a%-g B3ll, Z2EQ 4 Edy whAy ol
=4 183 £577) ok SCADA Lﬂ S ERRE

i

51.2 35000

a2l 6. Aol B, D, E¢| XE W 548 2E S
Fig. 6. Number of ports followed by matching count at
site B, D, E

1171



The Journal of Korean Institute of Communications and Information Sciences ’17-06 Vol.42 No.06

& 97| $l= LFP 2lAES 55 & 5 3le2 5

afoiet.

4.2.2 Variable LFP Final threshold

LFP Final threshold+ LFP Unit threshold®} t}=
Al 4 dlele]] whglell Aol ko, F
tloe] Al7tel] E&A otk F 6A13E] fwp IS 1
A1ZE 2 67HE vEAY 304 w9 SRl & 1270
el A fwp Tl el wiAg 2k 2EH v
Sl FUs] witelth dlE £l 6417 14
2 v ZE fwp Jtdelx] ZEHZ 20469
1804 A =ik, 30 P92 v BE fwp
oAz LEMF 2046WH0] s F 5= 180
22 Fdsithe Aolrh £ =EollA Ajlet Al2E
2] Preparation 45 53l AAHE fwp FU-2 flow
E ARF AR 71 R AElER F 9 dlolE]
A7Yo] Fdsirhi of| A7t w$ R el A
= 7 22l w3 s Tl

LFP Final threshold”} & <]& dlo]e] A7kl &
£AS 7R ER AA oJH s}dolx] Variable LFP
Unit thresholdd ®H53l= #H]&<] Unit threshold
Frequency = 7] A7%el|4] 252} 1002 7143}
AH8-31= LFP unit threshold®} LFP final threshold=
g3 WAIZE LFP 2]~E9} Variable LFP unit
threshold & 3= ¥ E 2| AEE v|Wslo] 95% 2

AURN:)

_041"-}1-405_4’,1'(11

A4S 53| A3} Unit threshold Frequency®ll A
7F S9® SRE & Y A7k sto] Variable

LFP Final threshold& 73l= AKX 23 73 %2

Variable DC Threshold = 2.5 X Total Input Time(hour) |

T2l 8. Variable DC threshold
Fig. 8. Variable DC threshold

2] »%2] DC #HE wlazste] APt APE 53
DCE WHshe IPo} £E| -2 ARhg 2.55] o4
wAsl= 2292 Aolsla, 18 82 Variable DC
threshold A4S =Z3)9ic)

a

Al
=

=
nar

& Aellxds  m=mellA AljRRE Almsle] e
z 9

= 79371 S18) AlAl SCADA MES = =l
-8 Ak & 12 AFe] AH8-E SCADA U=
12 B oR A APIEE AlLld A] 67]9] A

E 58 W5 7 APl Eellx 12417k 413 Ex

X 2% 7 A|EME B =ellA Algkel AlE]
S A4 AAE A Holth B ARIES] A
Variable LFP Unit threshold, Variable LFP Final
threshold 72]37 Variable DC threshold”} 22}t 21,
239 ze]ar 300] A8=Eglon, 7|E A ~HH 2
= A~ES Es) 3255 TCP LFP #l~Ex 77t 81
7W2} 1570, UDP LFP 2|2~E+= 137H¢} 77Ho|e} =gtk
7|E A" S AlEe 58 =% TCP 3}
o|ER|~Ex 77} 247709} 31270, 28|32 UDP 3}o|
Eg|~eE zh2}t 65702} 343700]ck

el g =e

N 1.4
o] E&3}3ch Table 1. Test set spec
Site Size of Traffic No. of Flows
Variable LFP Final Threshold
= Total Input Time(hour) X Unit Threshold Frequency A 492 GB 9,198,938
B 14.6 GB 234,259
2| 7. Variable LFP Final threshold
Fig. 7. Variable LFP Final threshold C 3.14 GB 13,729
D 10.4 GB 94,072
4.2.3 Variable DC threshold
DC threshold= LFP final threshold®} 7+o] % <] E 19.0 GB 1,709,279
2 dole] Azt F444l  thresholde|tl. DC F 2.79 GB 68,624
threshold% IE ‘{[:, E\—‘LHE] ‘:‘]_]_E*/F‘ l‘j/]:l_’_ "*rrfe7]' G 2.50 GB 637,199
tleksl SCADA UESL = we} variabled[A -4
3] sl8le] 71 QAelA 1008 1Ak Al4 ==
° . VI ZE % g% g7

gl DC thresholdS SCADA Y| E$| =0l A43)o] =
=3 1Po} 2 EO] 2} glaEl} F ]]HAT ]
SCADA Y EY = E#Fe|x] 53 nE [pe} X E

1172

B EHofas 7)& Efge] APAS sule s



=¥ /SCADA MIES|Z ey & wideh T2g Fo|= a4

Site B C D E F G
LFP Unit 21 13 189 90 13 63
LFP Final 239 148 2155 1026 148 718
DC 30 30 30 30 30 30
TCP LFP (origin) 81 12 25 34 45 180
TCP LFP (proposed) 15 6 2 11 8 42
UDP LFP (origin) 13 1 10 3 77 13
UDP LFP (proposed) 7 2 0 4 16 4
TCP Rule (origin) 247 16 36 68 74 254
TCP Rule (proposed) 312 24 48 86 99 337
UDP Rule (origin) 65 6 28 17 296 89
UDP Rule (proposed) 343 14 42 101 361 103
Z29 Fo|EYAEE 25 A WS system security,” J. KICS, vol. 38, no. 8, pp.
slo] I1E f Edy Nl gy $F 5e 641-653, 2013.
SCADA HY|E{= tlefAlo] Aoldw falsAl o] [4] Y. H. Lim, H. Yoo, and T. Shon, “Anomaly
7heRt A" Al Akl A"l 7]E detection for IEC 61850 substation network,”
g7l Z2$ 3ol|Er|AE XA variable JKIISC, vol. 23, no. 5, pp. 939-946, Oct. 2013.
Threshold A-8-2- £3)] SCADA Y| ES=329] tlekAle- [51 J. Schneider, S. Obermeier, and R. Schlegel,
Hkedslk 4= glodr) =3k SCADA WEH =] T1E “Cyber security maintenance for SCADA
5, Edfie] Nlms i Fiell Aigle] JdAE systems,” ICS-CSR 15, pp. 89-94, Sept. 2015.
FF9] Zlo|E|AEES AAsla, Z29-2] AMujE=E} [6] V. M. Igure, S. A. Laughter, and R. D.
o]lE KB  F2-9 duration HAX 5 vkt & Williams, “Security issues in SCADA
S ARE FZ3Ich networks,” Computers & Security, vol. 25, no.
AT AR FET IO|EYAEE AFoR 7, pp. 498-506, 2006.
A B Wl 29 3lo|ER|AEE FPAF F A9 [71 W. Jung, et al., “Whitelist representation for
Aoz A8k = 9l= vl dis) A+ & AlFe|ck FTP service in SCADA system by using
structured ACL model,” IEEE APNOMS, Oct.
References 2016.
[8] R. R. R. Barbosa, R. Sadre, and A. Pras,
[11 J-H. Yun, et al, “Burst-based anomaly “Flow whitelisting in SCADA networks,” Int.
detection on the DNP3 protocol,” Int. J. J. Critical Infrastructure Protection, vol. 6,
Control and Automation, vol. 6, no. 2, pp. no. 3, pp. 150-158, 2013.
313-324, 2013. [91 Y. Yang, et al, “Multiattribute SCADA-

[2] S. Choi, et al., Traffic-locality-based creation
of flow whitelists for SCADA networks, pp.
87-102, Critical Infrastructure Protection IX,
Springer International Publishing, 2015.

[31 H. Yoo, J.-H. Yun, and T. Shon, “Whitelist-

based anomaly detection for industrial control

specific intrusion detection system for power
networks,” IEEE Trans. Power Delivery, vol.
29, no. 3, pp. 1092-1102, Jun. 2014.

1173



The Journal of Korean Institute of Communications and Information Sciences ’17-06 Vol.42 No.06

M 2 M (Woo-Suk Jung)

20159 vk AH5FEA
walah 4

20153~ « it A
EjA R} Al

<AEob VEYR W) o
uel, Ed mes 2
2]

& A 8t (Jeong-Han Yun)

20014 2% : KAIST Ak} 24

20034 29 : KAIST A4k} AJxp

20114 29 : KAIST A4k} upap

2010 124~3A) : ETRIFAS7[Re |4 Al
a7

<A Fol zaoEl BA AlofAlxE] UES=
AigA

2 Al 7 (Sin-Kyu Kim)

20001 29 : AAHER L A AR RIS 24

20023 2 AL 2R Rkt At

2014 29 : At A Fsta} vkt

20031 129~3A : ETRIFA=7[Rel |sa14s 4l
A%

<FlRol smlETR|E Mol SR HeL

Aobg 24

MHT

A 7 M (Kyu-Seok Shim)

- T 2014 ek A A
FLER S

20164 : TEltheta  7FE]
FEE A

20163~ A : Tl A
ERELE QUAEEY

<Aool vEY= Fe 2

o

20143 : sk Z5E A
ka4

20143~ A . k. A
Ejw st Al

<FAlHol VEL=m F
Hel EdE mueE
2

N2 NE

Z ¥ M (Myung-Sup Kim)

o 7 1998 : EEkgeEtaL Axp

, Axkstat shak

' 20004 : Iyt 2}

‘ Alaksta} AAL

2004 : EEFI St A}
Axkatat wpal

2006 : Dept. of ECS, Univ
of Toronto Canada

2006*d~ A : are el gt FFe R ek} e

<IHAlEel vES A 3] 2 Hel EfY muE
7 4 A, derite] vES =




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 1200
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 1200
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


