2017 ISSN : 2586-0238 (Online)

FloFex : 71 A8 718 44 Ed2 272 98 209 o4 54 52 A28
P3|
H

st
{pijp&46, kusuk007, gaekd, tmskim} @korea.ac.kr

FloFex : Traffic Learning Feature Extraction System for Accurate
Application Traffic Classification based on Machine Learning

Jee-Tae Park, Kyu-Seok Shim, Sung-Ho Lee, Myung-Sup Kim

Korea Univ.
o ok
o)
A ENE §749] VbAoA BF o R Q8 Qe Edel FFsn gk olo] 8 ¥ £ 2Re F0
o] AX|3 9ow] ol U thE W Eel AT 53 ek, Aol YL P W F Shhs A A% A 38 E)
2 R itk J1A 8% /oR B she WA Y F4% AL A48 @ 8% 549(Learning Feature}2 48317
AR Aolth o= 8% 542 Agehil web S8 Eed8 ¥R A3k Bolshl Bekith ol @ =1L 7
S 710l 5 B BF LU R Ahah o] F AaE AsEe] AT $8 B 804 59 3E 208
AR, A WEE B3 7170 Shgol ST S8 B9 S SA0) AR oA Hal B 2 EES 0
1.4 & Hean, Akl AHBE B BSOS EEHOR FF 4
A2 MEQZ B4 WA ALE ol§A9] A2 Ad ey g4 T NETE AL A,
o WA ole BFF $8 4] BhE Hele] Edg e By
7 oJel AL Wol 24T BxalAw gk WA ol ey a1 B
W) Edme Aashl BRek Pael Fadel A4n Ut B mRol ] AR 5 BT 2R ere 24 A Az 743
ol et $-6 EATS BRekE PRE A ATHT Q3 o of Ut
PR Wyo] ol ATA Sl £F el A of
2% AU Jle] 2R e 710 AH o8] AR AHe] e
W OS] JETH A A0 girk mebd Aol eleld
BE 1A Astel AT on ERse Yol gFHw o)
oA AR RRsHE el BRE A1Ee AT e
WAHE & 2, 93 ool 71914 OpenAl 58 AT F S
1—“5‘_— 0:1 FloFex

7] Wl FEA AFEA AR lths Holth £ =Roa
2] OpenAlE % Googled| A A58k Tensorflows A1), [ 1

o <)
ZIARE 71Hke] &8 EdiE EF W2 ol 7H Aol ARt

w
"ol Felg AFIE ek WA J) skl AR EdfTe) st 57 % .
AAdlol Ak, BRE S 5L Hgdlo] AEe sl 23 /]2 e Lo st
S8 BT £F W 00 S ol A DojRIck ATk} ) sk |
A8 s 570) Ao A1 AHel S 542 2] PET A
A3E JoE S 59 DS FEaA ofe me) A9e B 8

- _ - - - Model
7]';9— }JX4?J qll—% %;g'% zx]—'E‘ 7)4\01 %ﬁb‘]—l’jr[l] Sl‘xlt\l_ 7]%‘3] %% E (MachineoS?unature)
99 8% 548 Fashe e 23T o% 549 A5 AR 39 LA A% ¢4 EdY 25 N2h 72
oz s Jue Age &4 BT 2R 2dg BEsdE A
5+5] ok = = o = 5
#arl . WA ERE O $5) 3§ ERNE FHAE 1 F 2 ERIA

kA & =l A 7] &8 B £F AlaEE &

(o}

[

| = 20169 AR RG] o dardPalgte] A 9E wob e Bah)El
&5 7AH (No.NRF-2016M3C1B6929228) 7} 201541 % AR (A& o] Ao A facte] A9
ol $3) gl 7] 2974 9 (No.2015R1D1A3A01018057).

25



AQshe= 3y 54 F5 Alaf o e S 54 FE9, ol
Training Set¥} Test SetoZ Ysrth tho& T
i o]& WO R Test Setd] & EHIE &/ Frh

B =EoA ARlete &8 B g5 &
29} o] FAHAUT A 2" A F 71
YAI= Pre-Processing ©HAlo] i, + HA| o

£ FEohs Stk

oX,

Inputs

‘ Application Traffic ‘

\ 4

‘ Cap > Peap > Pkt > Fup ‘

¥

Load Traffic
]
‘ Extract Tralfﬁc Feature ‘
v

Pre - Processing

Extracting Feature

‘ Store Traffic Feature ‘

¥

Train.csv

Outputs

a9 2. FloFex A" T+%

WA inputs 2 AXE ¢4 EFIe (Cap File)& Y&t o &
inputs®ll Pre-Processing@4& 44 A7l & EEE F WA dAlolA
et theoE Eo2 EYa S ntegow shte] SR4H gjowA
7t 2299 85 EAES FE3TL o] #AolA Sub Feature HIZ
%2531 Main FeatureS 2+2e] 558 AlAtele] 255t} nixato g
23 5

7}
&8 EAF S SAES outputd] AT

—1~

my
,VL
r~1n
=2,
R
B
O
(2
SL
oL
o
E
O
fru

Main Feature= 27 AlZH B2 6742 Us F e ol A
A A 175% o]l Packet Size$} Inter Arrival Time 855 74 <]
grolth. Z- Azt 2 Y9 & Packet Size9} Inter Arrival Time Ht}
Al =7 total, forward, backward® Y& 4 gtk 714 #7)(total,
19 334 2ol 747} 8 74A1 9] FAIA
min, median, sum, mean, variance 1%quartile3 quartile) & 7}=th
max+s HHZL mine H23E mediane F$7HHS eI 28] 2 sum,
mean, variance:> 717t 3 B3, BARS Y 1%quartile, 3quartile
= 47 ddate e 5%, 1%l didshs gholth
Sub Feature® Main Feature®} th2A] -§-8 E#¥ 19 5442
gro] ofel &8 EYelA A &9 & F v AHER TAH

forward, backward)& % (max,

KNOM Conference 2017

At} Sub Feature> 1% 33 o] AA Ul 7 E s 4 gleh WA
Packet Count® 7} 2250 gl #1719 7j4oln
backwardZ W& 4= 2tk F HARZ Flow Size, Duration, Protocol 7}
E299 A|(byte ), AHFARY, ZE2EZ dlgeitt. A HARZ
Source Port, Source Address®} Destination Port, Destination Address
= ZH7e] 2290 sdste Source, Destination®] EFEM S 9} F4d
gsit). vl et o2 PPS (Packet Per Second)® 1% #¢+ HuUl:
packetd] 2t Aot} PPSE Packet Count®t WHHFAIZ total
packet, forward, packet, backward packetel] w2} PPS, FPPS BPPS &
vHrolzitt,

o]+ total, forward,

Main Feature Sub Feature
During 5 sec
During 4 sec
- Total pkt count
/ During 3 sec Forward pkt count
/ During 2 sec \ Backward pkt count
/ During 1 sec \
/ During total time \ Flow Size
/ \ Flow Duration
[ \ / \ Protocol
< Packet Size > < Inter Arrival Time >
Forward p!(ts , Forward pkts . SoncaFon
- max, min, median - max, min, median Destination Port
- sum, mean, variance | | - sum, mean, variance 5 i maA'gg g
- 1st_quartile, - 1st_quartile, oflrce_ o8
- 3rd_quartile - 3rd_quartile Destination Address
Backward pkts Backward pkts
Total pkis Total pkts PPS | FPPS / BPPS
& / \ J (Packet Per Second

39 3. FloFexd A &4 8+ 54 J2=E 72
V. 28 4 5344

2 e Age 38 Ed BRFE A o 7K &8 EyY
SHRE S SAE UYsta aEHeR 35 @ e e Algtet
Ark AgS T inpute® ¥ 4 &8 EHFY g (packet count,
packet size 5 )3 ¢ WHow dL U S5 SHES Hlus
A3 g dAehs e & YAk olE T B =EelA Al
g A28 El VA Sl AT &8 EdjYe) S 5AS 884
o 78 F e AE A T F YAtk

&5 Bk g8Aolal Aug dudFS AHEske] FloFex A2~
25 WA Aelth. ae]aL o714 &1 85 549l Tensorflow ]
Softmax Regressiong #-835te] 7]A18l55 710ke] &4 EdY 5 29
£ TE Aol

FaE ¥

[1]e)d 2, A7t4, F9E, ABA, “ Tensorflow 714185 EFE o] &3

[2] Sung-Ho Yoon, Kyu-Seok Shim, Su-Kang Lee, and MyungSup
Kim , "Framework for Multi-Level Application Traffic
Identification,” Proc. of the Asia-Pacific Network Operations and
Management Symposium (APNOMS) 2015, Busan, Korea, Aug.
19-21, 2015, pp.424-427

26





