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ABSTRACT

In these days, the increase of applications that highly use network resources has revealed the limitations of
the current research phase from the traffic classification for network management. Various researches have been
conducted to solutions for such limitations. The representative study is automatic finding of the common pattern
of traffic. However, since the study of automatic signature generation is a semi-automatic system, users should
collect the traffic. Therefore, these limitations cause problems in the traffic collection step leading to untrusted
accuracy of the signature verification process because it does not contain any of the generated signature. In this
paper, we propose an automated traffic collection, signature management, signature generation and signature
verification process to overcome the limitations of the automatic signature update system. By applying the
proposed method in the campus network, actual traffic signatures maintained the completeness with no

false-positive.
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LCS algorithm
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< Packet Payload>

GET /afreeca/login.php?szFrom=single_app&action=player
HTTP/1.1.User-Agent:AfreecaTVLauncher. Hostlogin.afreeca.com:8100..

< Extracted Content Signatures>

GET /afreeca/login.php

| User-Agent:AfreecaTVLauncher ‘

Host:login.afreeca.com

"

< Generated Packet Sequence>

GET /afreeca/login.php

| User-Agent:AfreecaTVLauncher | | Hostlogin.afreeca.com

a2l 3. Ho|RE AauA AA el
Fig. 3. The type of generated payload signature

102

a7 4. S AR FE A
Fig. 4. The process of packet sequence extraction
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< Flow>
< Packet_1 Payload (to_server)>
‘GEI /afreeca/login.php?szFrom=single_app&action=player ‘

HTTP/L.1.User-Agent:AfreecaTVLauncher.Host:login.afreeca.com:8100..

< Packet_2 Payload (to_client)>
‘ HTTP/1.1 200 OK.Date:...http://www.afreeca.com/css/global.... ‘

< Extracted Packet Signatures>

| GET /atreecayloginphp | [ User-Agent:AfreecaTvLauncher |

[to_server]

[Hostdogin afreeca.com |

Ito_client] “ HTTP/1.1 200 OK | httpy//www.afreeca.com H

< Generated Flow Sequence>

GET /afreeca/login.php

| User-Agent:AfreecaTVLauncher ‘ | Hostlogin.afreeca.com ‘

‘ HTTP/1.1 200 OK H http://www.afreeca.com ‘

a7 5. Ba Ads 33 9
Fig. 5. The process of flow sequence extraction
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