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ABSTRACT

Today, as the network environment changes, various types of traffic patterns for applications and services are
generated. Several methods for applications’ and services’ traffic classification and analysis are being studied.
However, there is yet no solution to the problem. In particular, Skype is among P2P-based VoIP services that is
serviced by Microsoft and is currently of the most widely used application, globally. For this reason, the
importance of Skype traffic detection is growing for effective network management. This paper presents a
comprehensive Skype traffic detection system that combines patterns, list and signatures based applications
detection methods to overcome the limitations of existing signatures and machine learning based detection
methods for accurate detection and analysis of current Skype traffic patterns. The proposed system was deployed
to the campus network and collected various Skype traffic in different environment to verify the its detection rate

and accuracy.
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AR~ AlA flow S A28 %] flowE(Type 4)
oA Sl TP oedsh Al Fkel g WS
WA A el PG AR P ojede E 5} e
IP thojolli= MS/Skype 2]o|= Google, AKAMAI,
AppNexus®} 78 CDN m=3)F 3 glch zefv} A2
YA 7iuke] ubgat A A-83b7] wiitell Type 2
error(False Postive) flow= JE]8)sly &S v}x]
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5. Spe 58 =el9e] A8 1P o]
Table 5. Skype Application Traffic IP Range

Sl\elxl‘;e IP Range
. 91.190.219.0 ~ 91.190.219.255
Skype 91.190.219.0 ~ 91.190.219.255
23.0.0.0 ~ 23.15.255.255
2332.0.0 ~ 23.67.255.255
23.192.0.0 ~ 23.223.255.255
. [ 1046400 ~ 104127255255
Akamai e 1400 ~ 118.215.191255
125.56.128.0 ~ 125.56.255.255
184.24.0.0 ~ 184.31.255.255
184.84.0.0 ~ 184.87.255.255
AppNexus | 103.243.22.0 ~ 103.243.221.255
13.64.0.0 ~ 13.107.255.255
23.96.0.0 ~ 23.103.255.255
40.64.0.0 ~ 40.71.255.255
40.74.0.0 ~ 40.125.127.255
52.145.0.0 ~ 52.191.255.255
65.52.0.0 ~ 65.55.255.255
Microsofi | 104:40.0.0 ~ 104.47.255.255
104.208.0.0 ~ 104.215.255.255
111.22129.0 ~ 111.221.29.255
111.221.64.0 ~ 111.221.127.255
134.170.0.0 ~ 134.170.255.255
137.116.0.0 ~ 137.116.255.255
157.54.0.0 ~ 157.60.255.255
204.79.195.0 ~ 201.79.197.255

Skype 5§ E#Y g@x7} v FHF AHER
Skype = ®]¥l E|g3} S-List7} %I} Skype
7} obd Noise EE-g ql3 Ezgo) 4o] &4 &
33k 749 Non-Skype EfjFo] F7}=2 FH%Ick
B =To)x Agksl= Skype S8 E#F B8] Ax
dlo) eleAde- 715317] 918l Skype -8l gk
Z AYS A A5 A g Jle] F &
2EoflA Skype 82| ZI9l¥} AMR|x 75 HE
% 1971¢] Skype E#|¥ AH|EE 38| Sky-Scope
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FEgict. 19712 E¥ A|Ex= TMA/S(Traffic
Measure Agent/Server) £3) 7135 Skype 3-8 At}
Z|(Ground Truth) EzljHo|c} A3 Ezld AHRi= &
63+ 7k

215 Ed# e Skype 98] 21al Eaje 1)
Az~ B 8702 FAKIc) Alksla= Sky-Scope
Alzglel] A B AE3S of $~E°] SCIP
o} SC-Port=5 A &3] PA|eh=A] FFskar =13l A
¢l 9} Duration, Flow, Packet, Byte Alo]=2} 3l
v} ~E9] Buddy List ¥ 2 &elglc}. w=gh 4]
2 Al il dlele] flow B 2 AH]A 7]5S
kA Eelalar FAS 7 A 3E
SC-IP, SC-Port X2 2}alglch

AY ZAxk= & 73} 3k Sky-Scope A|2~Hlel] Ag
EgE A4S o A 7F g A F 29l
I~ES A gAgla 2laE yuE g 5
5] & 211 7l2] {SC-IP, SC-Port} A X7} S-Listol]
FTEFCE Al1UA Abs A Al Ay Ew
9 Ag A F 7570 Al X 7E A EdcE A
g A2 A 5 o]-87E Al A 7]uke] &9} IP-1P
correlation WS 288 An] Al &4 A3} &
8712 An]2rt GekslA A= Siek Type 4] TLS
Egfj el sl 1P e 7]uke] A= wf A &
A& w3 A TR flow 7|E 98.6%,

T 6. Skype 3-8 A ==
Table 6. Skype Application Experimental Traffic

715 99.7%, vlo)|E 7|&F 99.8% 2 712 »E Skype
-4 EfES @13k AS AS3ick

E 7. Skype &8 =dld A4 Ay A
Table 7. Skype Application Traffic Experiment Result

Detection Flow Pkt Byte
Method Completeness | Completeness | Completeness
. 39.6% 26.7%
1. List (578/1,461) | (2,501/9,380) 6.6%
> zlglllftllge 56.3% 69.4% 91.5%
Comelation | (B24/1.461) | (651419.380)
3. Signature 2.6% 3.6% 1.7%
&IP-Range (39/1,461) (338/9,380) e
Total 98.6% 99.7% 99.8%
Completeness

A A} Az} 1P A 3 B4E B8l o
A B2 Skype 58 E#EE &A% 5= )t A<k
&= Sky-Scopedllx] BA]3FA] E3gF 20709] flow+=
R Type 4¢]| #jwsl= TLS flowgc}. 7% Az} &
A|=]A] 242 TLS flow+= Al71u3] v 2 IPoije] =
= QA3 sk o2l T1g flowENsl T3]
A PHeds Fhsp AT el o
75 &7 7Fssicl mas F7PEQl AEAI7E 7]k
22wy =g ) 83 AlEe)r] wiFe] %
Sky-Scope Al2~8lAdellA] &) 7FsdE Zlol2) whwkEl
=4

. Receive Receive .

Trace Name Function Host SC-IP SC-Port Host 1P Host SC-Port Size(KB)

Login_hl-1 Login 163.152.219.203 30838

Login_h1-2 Login 163.152.219.203 30838

Login_h1-3 Login 163.152.219.203 30838

Login_h1-4 Login 163.152.219.203 30838

Login_h1-5 Login 163.152.219.203 30838

Login_h2-1 Login 163.152.219.191 8944

Login_h2-2 Login 163.152.219.191 8944

Login_h2-3 Login 163.152.219.191 8944

Login_h2-4 Login 163.152.219.191 8944

Login_h2-5 Login 163.152.219.191 8944

Login_h2-6 Login 163.152.219.191 8944
VoiceCall_hltoh2-1 | Voice Call | 163.152.219.203 30838 163.152.219.191 8944 994
VoiceCall_hltoh2-2 || Voice Call | 163.152.219.203 30838 163.152.219.191 8944 1,687
VoiceCall_h2tohl-1 || Voice Call | 163.152.219.191 8944 163.152.219.203 30838 824
VoiceCall_h2toh1-2 || Voice Call | 163.152.219.191 8944 163.152.219.203 30838 1,650
VideoCall_hltoh2-1 | Video Call | 163.152.219.203 30838 163.152.219.191 8944 7,012
VideoCall_hltoh2-2 | Video Call | 163.152.219.203 30838 163.152.219.191 8944 7,154
VideoCall_h2tohl-1 | Video Call | 163.152.219.191 8944 163.152.219.203 30838 7,209
VideoCall_h2toh1-2 || Video Call | 163.152.219.191 8944 163.152.219.203 30838 7,213
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