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ABSTRACT

In these days, the world is getting connected to the internet like a sophisticated net, such an environment
gives a suitable environment for cyber attackers, so-called cyber-terrorists. As a result, a number of cyber attacks
has significantly increased and researches to find cyber attack traffics in the field of network monitoring has also
been proceeding. But cyber attack traffics have been appearing in new forms in every attack making it harder to
monitor. This paper suggests a method of tracking down cyber attack traffic sources by defining relational
information flow of traffic data from highest cascaded and grouped relational flow. The result of applying this

cyber attack source tracking method to real cyber attack traffic, was found to be reliable with quality results.
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Table 2. Quantitative information on the traffic used in
the experiment

Flow Packet Byte(KB)
Total Traffic 15,459 193,574 108,144
Attack Traffic 26 640 430
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Table 3. The experimental results using fixed threshold
Threshold
Precision Recall
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0.71 0.5 1.03% 100%
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Table 4. The experimental results using variable threshold
Trial Precision Recall Total SG Gl G2 G3 G4 G5 G6
0.69 0.7 0.71 0.69 0.7 0.71
1 74% 100% Total Flow 35 1 1 19 5 4 3 2
Attack Flow 26 1 1 19 5 0 0 0
0.69 0.71 0.7 0.72 0.73 0.74
2 76% 100% Total Flow 34 1 1 4 20 4 2 2
Attack Flow 26 1 1 4 20 0 0 0
0.7 0.69 0.71 0.73 0.74 0.75
3 76% 100% Total Flow 34 1 1 21 3 4 2 2
Attack Flow 26 1 1 21 3 0 0 0
0.7 0.71 0.69 0.74 0.75 -
4 96% 100% Total Flow 27 1 1 4 20 1 - -
Attack Flow 26 1 1 4 20 0 - -
0.71 0.69 0.7 - - -
5 100% 100% Total Flow 26 1 1 21 3 - - -
Attack Flow 26 1 1 21 3 - - -
0.71 0.7 0.69 - - -
6 100% 100% Total Flow 26 1 1 19 5 - - -
Attack Flow 26 1 1 19 5 - - -
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