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ABSTRACT

Internet traffic identification is an essential preliminary step for stable service provision and efficient network
management. The payload signature-based-classification is considered as a reliable method for Internet traffic
identification. But its performance is highly dependent on the number and the structure of signatures. If the
numbers and structural complexity of signatures are not proper, the performance of payload
signature-based-classification easily deteriorates. Therefore, in order to improve the performance of the
identification system, it is necessary to regulate the numbers of the signature. In this paper, we propose a novel
signature quality evaluation method to decide which signature is highly efficient for Internet traffic identification.
We newly define the signature quality evaluation criteria and find the highly efficient signature through the
method. Quality evaluation is performed in three different perspectives and the weight of each signature is
computed through those perspectives values. And we construct the signature map(S-MAP) to find the highly
efficient signature. The proposed method achieved an approximately fourfold increased efficiency in application
traffic identification.
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Table 1. S-MAP Table(Example)

Sig ID QV Weight Identified Flow ID
1 2.7 3,5,7,10,11,12
2 2.5 2,59,11

3 2.1 3,5

4 0.6 10,12

5 23 1,3,5,7,9,10
6 0.8 11

7 0.5 6

8 2.9 1,2,5,8,9,12
9 0.9 5

10 2.6 2,4,5,6,9
11 1.1 4

12 0.3 1
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Table 2. Traffic Trace

Trace ID | Size(MB) Flow Pkt
1 113 2500 114,705
2 110 405 104,785
3 46 1452 48,867
4 34 1503 52,069
5 55 501 52,302
6 54 646 52,048
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