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Study on the Whitelist Representation of FTP Service in SCADA System

by using Dynamic ACL Model
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Input : Flows
Output : FTPRules

1: For each Flow in Flows do
2: makeFTPList(protocol, dIP, dPort,

sIP, sPort, duration)

3: end for
4.
5: For each Flow in Flows do
6: FTPRuleGeneration(protocol, dIP, dPort,
sIP, sPort, duration)
7: End for
8:
9: makeFTPList:
10: if dPort == 21
11: addFTPList(sIP, dIP)
12:
13:  FTPRuleGeneration:
14: ifslPand dIP & FTPList
15: AddFTPDurationDic(sIP+dIP: duration)
16:
17: For sIP+dIP in FTPDurationDic
18: Limittime(sIP+dIP) = MAX(duration)
19:
20: For dIP in FTPList
21: AddFTPRule(protocol, dIP, ANY,
sIP, ANY, Limittime+ a )r
22: End for
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