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1: topologicalSort(R)

2: Input: Ris rule about cascade flow information
3: For(i=1; i=R.count(); i++)

4. Find node its indegree is zero > b

5: B[i]=b

6: Delete “b” node and out-coming edge of “b”
7:  End For;

8: Return BI[];

i 2 A FEE dAErAS dYow AR
ake, dehtdel RE w=s HAlele] DAG HH)
of afzE AP F 29 4WA E2 AT =
E7F 294z 9 7H—r(|ncom|ng edge count, indegree) 7}
09 AMata delahs Fiolm, s HAEe A
== bE Bol AAst= et e HA & AgH

+=E be ®E HE7H4H (outcomingedge) W == b=
A AskE Alolth ol e WHlew RE
Ealsle] A Ho]l d5d eyt AAET o]
E CISE E#E EFo Algsic)

= T

T =
a =



5 4l

o

3 2o

2 o M= Aldtete W BEAd "
A7l sl E =EelA Aljtske W
CDN AH| 2 & o] &3l 7t °“1H]*‘:«] CISE
Aath aela AAFE CIS & AAl skl ol A
HAet= Edfs ol A&sfEskrh. A i
o2 M3 4 7] AH] 2% Naver Sports, poog, Daum
Sports, Daum TV |t} HFH o2 CIS ¢ CDN Ed

[o o

o%;HUmlo

JIE oX,

¥ EE A5 &8 94 cis & ol&d =7
¥ BR Ay HorE AIUAES o &3 Ex
¥ 25 A7E vad)

¥ 3.CIS AAd A-8d EFS AR

Packet Flow Byte(MB) CIS
g'a"er 29564,624 8,529 800 246
ports
pooq 4298174 3574 340 128
Daum ¢ 1o8 994 5321 533 157
Sports
Daum
o 5165127 4,268 412 201
¥ 3 & 7 iMu s AaURE AAEH] 9
3 B A 219 AAE CIS Y ol
AY e olgstel AIUME 4T Ast
7z} 581 246, 128, 157, 201 7N AFATA FFF o]
FZ5QaL, o]2 o] &3l CISE AT

AQE CIS AayAet deol=2= AlTIYAE
AA St EdE BEHol &3 A3 7 ) A
H] 2o A HblElE CDN AH|2~ EgE oA
2o zol7t Atk 18 6 & CIS & HolRE A
aYxe i A3E agZ2 el Zoju A
d Ay 7)E o2 AlOYUARE EYRIS EF
o owf, 72+ §1 AH] 2o A HAE CDN EffIo] o
BE Unknown E#jZlog EF¥Aut 2y B
=1o A A<t CIS & o] &3 Unknown &% &
FE EgFe] 747t § My~ E2 £5/7F "k
AEZHo® CDN AMH|AE o]& 8}” SR Ll Eat)
Edfelx] dAl Ael=E = CDN E¥Z&
ZF ) Aujs HE FRE 914% Zojtt,

180000
M Payload mCIS

160000

140000

120000

100000

80000

60000

40000
20000 I I
0

NS pooq

1% 7.CDN E#H v‘f—@. éﬂr "] 1

Unknown

AlaYHE
= A}%ﬂ 7.:134 7lf
BEE e CDN Egigo] 7+ € *M*i
HoomRof A xﬂ%q} A&
29 AHE o83 EY BiF WHE 1%t
kA %éﬂ?ﬂ CDN E#ZS 7} 5] AMujx~ E=2

5 e 74014
gL A AFoRE CIS 2 o83 Efy B
ol 43w %?iﬁw iﬂﬂ?ﬂ S A A

[1] https://en.wikipedia.org/wiki/Content_delivery_network

[2] H. Kim, K. C. Claffy, M. Fomenkov, D. Barman, M. Faloutsos,
and K. Lee, “Internet traffic classification demystified: myths,
caveats, and the best practices,” in Proceedings of the 2008
ACM CoNEXT conference, 2008, p.11

[3] Sung-Ho Yoon, Jun-Sang Park, and Myung-Sup Kim,
"Signature Maintenance for Internet Application Traffic
Identification using Header Signatures,” Proc. of the 4th
IEEE/IFIP International Workshop of the Management of the
Future Internet (ManFI 2012), Hwaii, USA, Apr. 16, 2012.

[4] R. Antonello, S. Fernandes, D. Sadok, J. Kelner,
“Characterizing Signature Sets for Testing DPI Systems”, Proc.
IEEE GLOBECOM Management of Emerging Networks and
Services Workshop, Houston, TX, USA, pp. 678-683, Dec.
2011.

[5] Y. Wang, Y. Xiang, W. L. Zhou, and S. Z. Yu, "Generating
regular expression signatures for network traffic classification
in trusted network management,” Journal of Network and
Computer Applications, vol. 35, pp. 992-1000, May 2012.

[6] N. F. Huang, G. Y. Jai, H. C. Chao, Y. J. Tzang, and H. Y.
Chang, "Application traffic classification at the early stage by
characterizing application rounds,” Information Sciences, vol.
232, pp. 130-142, May 2013.

[7] Y. Jin, N. Duffield, J. Erman, P. Haffner, S. Sen, and Z.-L.
Zhang, “A modular machine learning system for flow-level
traffic classification in large networks,” ACM Transactions on
Knowledge Discovery from Data, vol. 6, no. 1, pp. 1-34, March,
2012.

[8] An,H. M., Lee, S. K., Ham, J. H., & Kim, M. S. (2015). Traffic
Identification Based on Applications using Statistical
Signature Free from Abnormal TCP Behavior. JOURNAL OF
INFORMATION SCIENCE AND ENGINEERING,31(5),
1669-1692.

[9] Sung-Ho Yoon, Myung-Sup Kim, "Behavior Signature for Big
Data Traffic Identification” Proc. of the International
Conference on Big Data and Smart Computing (BigComp)
2014, Bangkok, Thailand, Jan. 15-17, 2014, pp. 261-266.

[10] Sung-Ho Yoon, Jun-Sang Park, and Myung-Sup Kim,
"Behavior  Signature for  Fine-grained  Traffic
Identification,” Applied Mathematics & Information
Sciences Vol. 9, No. 2L, , Apr. 2015, pp. 523-534.


http://nmlab.korea.ac.kr/publication/published.papers/2015/2015.04-Behavior_Signature_for_Fine-grained_Traffic_Identification-AMIS.Journal.pdf
http://nmlab.korea.ac.kr/publication/published.papers/2015/2015.04-Behavior_Signature_for_Fine-grained_Traffic_Identification-AMIS.Journal.pdf



