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_Content Alert tcp any any — X.X.x.0/24 80 (content:”’mmmmX”; offset:5; depth:20;)
Signature(in

one packet) Alert tcp any any — X.X.X.0/24 80 (content:”’vvvvC”; offset: 23; depth:40;)

Packet Alert tcp any any — X.x.x.0/24 80 (content:’mmmmX”; offset:5; depth:20; content:”vvvvC”; offset:23;
Signature depth:40;)
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SnorGen ] AlolEo| A= 4714 WFE T3 th HomeS SnorGen #H o] A ¢ wjelH o] x| 2 A
aUA A5 A Axge] AdES Tgskgien 19 63 2k e HOW TO RUNOE th
& SnorGen F|o]X|| A AU H AE KA Al2=Ee] ufyrd Ho]R|o]th, RUNOIA AU A =}
T A A2ES AT 4 1A, SAMPLE dHol Aol A= tiiEA g8 TR ATIYAE A
Nste], ALgA} BT S B AIUAE FEI F oolmstel, o Jgd AaudE A
B 5 oEs A3tk Rb o2 HolA sehel Foum 02 R SnorGen ¥ Alo|EE Abg
s AHaAY AS $HT 5+ YRS Sk

719 7 = SnorGen §] Alo]E 9] RUN Ho]|x] F Abgk #o]x]o]t}, E #o]A]
A% Y N2EE ol gF 4 Atk 1% 7 o OolAE AHEAE £33 Ee1% < Drag & Drop
o RUg HE F gre @ 5 Yok ojn, £ = RQe A
IR AE e A9 w3 A" dueEe Agsted o, A
P4l mEeltt a9 7 9 @ AauA AE

= Ao BelEth o A&}
g HoFo=2M A FoE dqud
T3 AAdE AJaYAH FAA] ARE Rtk

P
SnorGen

Welcome to SnorGen

= - Tz H
= % & £ :
> ® @ . TP i
2 8 |
Q & = ®§
1% 6.SnorGen g Ao]E w|<l Ho|A 19 7.SnorGen §] AFO)]E AU A X}%/‘ﬁ’“
# o] A]
¥ 1. SUMMARY(Z¥ 79 Q)4 RAFE TAZA AR
R Al A
#1 file : testl.pcap — 8809 KB
File Information ) peap oy Egd® mldo]l H7)
#2 file : test2.pcap — 9919 KB
#1 file : testl.pcap — flow: 167 pkt: 11973
) ) byte: 12817162 AEE EY mtdo tisk
Traffic Information )
#2 file : test2.pcap — flow: 216 pkt: 12919 Flow, Packet, Byte &F
byte: 12017814
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Content Al 1Y o] 7l<=
Content A] 1Y &
Ed e o4

AR A7

Content Signature: 84

Completeness : 100 (383/383) 100 (24892/24892)
100 (24,252KB/24,252KB)

Content Process Time : 118.60s

AN g0 e
{1 O O T 0
L2 it it in

Packet A LU * 2] 71,
Packet A] 1Y =] =

Ed e T4

Packet Signature: 50
Completeness : 99.74 (382/383)

99.95 (24880/24892)

99.98 (24,248KB/24,252KB)
Packet Process Time : 0.42s

Rule Information

0 i
A8 e e
f, ffd e

-

7

-

a
g
2
>
ofo
e
>

Total Process Time : 120.59s Z Process Time

163.152.219.197 : 3236 - 6 -- 103.246.57.35: 80 [D ]
=15.82->15.85 [ 0.02sec] [ 5p 549b] == [ O] O][SA FP] [P ]
<15.83->15.85 [ 0.02sec] [ 4p 382b] => [ 0][ 0][SA FP] [P ]
stored pkt : [forward= 1] [backward= 1]

seq:2468411667 ack:1917555526 : 163.152.219.197 : 3236 -- 6 --> 103.246.57.35 : 80 => [pkt_len: 305] [data_len: 247] [A P

HTTP/L.1 Host.app.pe kakao.com. User-Agent. KakaoTalk/2.0.5 822 (Windows. 7 Ultimate Editi

1
(ASCIT) GET ftalk/win32/patch/pateh bt
i i i Modified-Since: Fri 10.Apr.2015.05:22:00.GMT_If-MNone-Match. 55275df8-2de...

ck1 (build 7 B4-bit). T

69 6E 33 32 ZF 7O 61 74 63 68 2F 70 61 74 63 68 ZE
70 63 2E 6B 61 6B 61 6F 2E 63 6F 6D OD 0A 55 73 65

048 5454 50 2F 31 2E 3

(HEX) 47 45 54 7
7 20 41 67 65 EE 74 3A 20 4B 61

0363420 62697429
323031352030353
64 66 33 2D 32 64 65 22

0D 0A OD 0A

seq:1917555526 ack:2468411914 : 103.246.57.35 : 80 -- 6 --> 163.152.219.197 : 3236 => [pkt_len: 184] [data_len: 126] [A P

1
{ASCI) HTTP/1.1.304 Not Madified. Date: Tue, 12 May 2015.12-47-:00.GMT_Etag:. 55275df2-2de_ Connection: keep-alive_Server: TS4K_.

(HEX) 48 54 54 50 2F 31 ZE 31 20 33 30 34 20 4E 6F 74 20 40 6F 64 63 66 69 65 64 OD 0A 44 61 74 65 3A 20 54 75 65 2C 20 31
32204D 6179 32 30131 35 20 31 32 3A 373A303020474D 40D DA 45 T4 61 67T 3A 2022 353532373564 66382
0 32 64 65 22 0D 0A 43 &F 6E 6E 65 63 74 69 6F 6E 34 20 6B 65 65 70 2D 61 6C 69 76 65 0D 0A 53 65 72 76 65 72 3A 20 54 53

34 43 00 0A 0D 0A

163.152.219.197 : 3237 -- 6 -- 103.246.57.52 : 443 [D ]
>16.03->17.27 [ 1.24sed] [ 9p 1583b] => [ O][ OJ[SA FP] [P ]
<16.04->17.28 [ 1.24sed] [ 11p 5267b] == [ O][ O][SA FP] [P ]
stored pkt : [forward= 4] [backward= 6]

seq:2977144820 ack: 97811431 : 163.152.219.197 : 3237 -- 6 --> 103.246.57.52 : 443 =>» [pkt_len: 377] [data_len: 319] [A P ]
(ASCI) .. 6.n._g.[ .. o&D
(6.0 _kj9s_2 *8._.

S K- B 5 s R ST . U | R b A —

3 8.SnorGen oA &<l 7153 EFY AR

v £ gd90g 4 v EE AHH o] See Detail £S5 AAEH
] B 2 Fo]2= HRE Session T = FlE 4= vl 19 8 2 See Detail 2]
golth, a9 8 dA 25 A= EY ddul9 b Session dllY AHE ou|sit) g
 Session ¢ Fo]REE ASCH ¢ 16 FFRE F UHA IS YT #7)ET HTTP

T2EF AL ASCH & X3 Holzt Y7 AasAw, dsdE Ys r= Exzrs=
=]
]

(@]
A EBE7Ee AHE 16 I4E @15ty wliEolth. B RUN H oAM= ALEA7F =%
EfES ugow Eox AAE Content AZU 9} Packet Al ZUHE &3 4= ) ¥

2 = F=d AaYAdAM Awst= AR g dwelnt. FEdE 4 AU A= See Detail
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H £ FE=H ATYUATE AT XS EYE ARAA FRlste= Aol 7hesit 19
9 & FEH AaYA oA Fedd 4= = See Detail FH.olth I 13 10 & AFEA7F 3
EgISE 7|wto 2 F=3 Content A 1Y x 9} Packet A 14 o]t}

E 2. F2€ AaYAAA AT} FE

o alal 4
Support Support: 2/2 files Ted e }\]lqﬂﬁ _2 Mol EF
s 2709 s ¥§
Fixed ==23 g AayxAr 3 e
Offset oo F2u
h

F ANaYUAR JEHE E
F-Com R

F-Com: 3.92(15/383) 24.20(6023/24892) F=4 3l
#2493k 4= 21= Flow, Packet, Byte %

38.72(9615995/24834976)

alert tcp 1.201.0.62 443 -> any any (sid: 1115414; L
Snort Rule P yany ( Snort 1% HEl=Z HAFE AU A
content:"*.talk.kakao.com"; offset:333; depth:16; )

_ Fed T AITUAE EFClA F1)
See_Detail =

163.152.219.197 : 3367 - 6 - L.201.0.62: 443 [ D ]
245.87->46.00 [ 0.13sec] [ 12p 17003b] => [ O][ 0][SA FP] [P ]
<45.88->46.01 [ 0.13sec] [ 16p 5560b] => [ O][ OJ[SA FP] [P ]
stored pkt : [forward= 7] [backward= 6]

seq:2206573882 ack: 592131971 : 163.152.219.197 : 3367 - 6 --> 1.301.0.62 : 443 => [pkt_len: 377] [data_len: 319] [A P ]
(ﬁ.scm LB /DAy @) 0

AT N BN SV N SO - B3 o N K SO . S

05 00000 15 00 12 00 09 00
0 0D Q0 19 OC 0B 00 OC 00 18 00 09 00 QA 0O
OF 00 1000 11 ©0 23 00 00 00 OD 00 20
02020203 000F 00 01 01

00 06 0003 00 FF 01 0O 00 ED O
16 00 17 00 02 00 06 00 07 0O 1 C004000500120013000L00
D0 1E0601 06020603 050105020503 040104020403020103 020303

seq: 592131971 ack: 2206574201 1 201.0.6.

443 -- 6 --» 163,152.219,197 : 3367 => [pkt_len: 1513] [data_len: 14601 [ A ]
1 f.b Th

:Il" U.UsL0.

Division1806..U./(c) 2006 thawte Inc.-

81 6A845341001A 8585 2CDF6I D3 2E
C‘.-SCS‘:lEaSS“-\—-EE El LTSED_EC D4 F 50 66 55 B2 F“—lESSEE__:C.;SlDS
10016030100 6608 000D 62000D5F 0004380 308204993 AJBEL-\CC:U 0102021016

B 66 CO 91 17 B6 56 30 0D 08 :lEu 55 04 06
115 30 13 06 03 55 54 68 61
3534C204341301E
1 55CCBSEC555C—‘3€1

JES

93 9 5B D1 En 62 JCBF g
7 AB 4F ED AA 00 BC 43 9 Au:SiSSASM_:BED Da B8 T

CE3 11 B6 BS 3A l:

S99 0 89 ATUAE EdYelA B9 7Fse See Detail 7ol
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ComenTSlgnmure Packet Signature
t 2!2 les; (Fixed Offset); F-Com: 3.92(1 3) 24.20(6023/24892) 38.72(96159 2!2' es, (Fixed Offset); F-Com: 10.44(40/383) 2.67(664/24892) 0.44(109394

cp 201 0.62 443 ->any any (sid: 1115414, confent™ talk kakao.com”, oifsef:333

ycny >uny80 u conlent:"GET /imp"; offs
display.ad.daum.net"; o
ntent:"User- Agenr KT:‘ZOSWde] ko"; offset:60; depth:30;)

ale
depth:16

t:2/2 files; (Fixed Offsef), F-Com: 3.8

ort - 2/2 files; (Fixed Offset); F-Com 85(212/24892) 0.42(105258/24
nnycmy >140520f2480 sid: 10 GET fwww4,’SGEL,’dXW1‘DS
Hpng offset.0; depthi2 ontent Hosi ad\mg daumedn.net”; oifse:39; depthi23; ¢

272 fles: (Fixed Offsel); F-Corm: 6.27(24/333) 2.55(534/24292) 1.26(312953/2 nient User- -Agent: KT:‘ZOSWde] ko"; et:64; depth:30;)

p any any -> 14.0.52.0/24 B0 (sid: 1087615; confent"GET /www4/3G"; offsel:0; d Support : 242 files; (Fixed Offset); F-Com 69(171/24892) 0.32(79491/248
: 0 C
aler tcpqnycny >140520f2480 sic n"GET fwwwa/3G9n/dXhl/326
I - X56_f 050? png"; t0, s1“ d\mgduumcdn net offset:46; dept
) 2.46(812/24892) 1.21(301101/2 h:23; content User’Agent KT/205 Wb ko ofrcer ), depth:30;

onten|BalPNGlod|oall1alloalioo]o

‘_ 2/2 flles; (Fixed Offset); F-Com: 6.0

2.0/2480 ->any any (sic: 117

OHOGI\OdIIHDRIOOHOOI\N\F\OOIIOOHOOIE-IOBI Support : 2/2 files; (Fixed Offset); F-Com: 1.3 33) 0.52(129/24892) 0.27(66541/248
4976);

A e o e . J\l- tcpnnycny >14052Df2480 .3J 1000127, ant GETIWWW4,‘3GEMIC|XVZ/US

) 0.85(212/24892) 0.42(105258/24 11_ .png"; depth:3 *Host: adim, mcdnne1 offset:41; depth:2
ntent UserAgenf KT/2. 05Wdﬂ'6'\ ko"; offsel:66; de pth:30;

ontent"GET /wwwa/3GEL/dXyv/05

t:2/2 files; (Fixed Offsef); F-Com

ny any -> 14.0.52.0/24 80 (sid:
11.png"; offsel:0; depth:28;)

ort : 2/2 files; (Fixed Offset); F-Corn: 0.78(3/383) 0.31(78/24892) 0.14(35915/2483
-

19 10. &% Content A]|Z2Y 3 9} Packet A]1Y 3

up2 ek o 2 SnorGen ¢ Aol Eo| A= Sample oA E A&ttt & Sample o] Ao A= =
7Hg A <l oﬁﬁ*ﬂEEﬂH“ﬁvpﬂﬁﬁ)ﬂ-%olsﬂﬂéwﬁﬂ&ﬂSmmmOWﬂzg
H AlaYUHE AN meEkba AFEAES SnorGen 2 0|83l AlIUAHE FEEIAL, FEEH

Ay 4EA4S Fetstr] 98] Sample #H o] Aol A v]al &1 7153k

& SnorGen §§ ARo]E= AREAZE QIEIHL 1ol Hof Q= BE A HolA HEHNA EQ A

SUA AR A NSRS 40 AT 5 S B ohe AgAe Edg 4us s
= glo] Abssith E9, A Asge w3 A GuFES ol geke] AIUAZ AYeY] o)
Fol ALEAE A%S ATUAE AF RS 5 glrh B SnorGen U Abe] = wel o], A}
&4 WY AF o)A, A8 A1E Holx, Sample oAz o] FolA oA ALEATL 7
A 5 QA HR F e,

T ¥ snorGen 1 AP E AL ATUA 4% A4 A2YY $HS 22T F JES AT
3 7| 3)o]t}h. &4 Minimum Support, Content Al U39 & o], shife] Zzoo]x A48
1709 A%, Aol Sequence Aol & AW F JEm AP ARG Aol EH, Alotal
= ATUA AE Y A2R 43S g5l 4% W F dE OUS PHES A78
1ol HeAA B F ANEL FS Ao,

[1]Y. Wang, Y. Xiang, W. L. Zhou, and S. Z. Yu, “Generating regular expression
signatures for network traffic classification in trusted network management,” J. Netw.
Comput . Appl., vol. 35, pp. 992-1000, May 2012.

[2]B. Park, Y. Won, J. Chung, M. S. Kim, and J. W. K. Hong, “Fine-grained traffic
classification based on functional separation,” Int. J. Netw. Management, vol. 23, pp.
350- 381, Sept. 2013.

[3]snort. Available: https://www.snort.org/


http://www.snort.org/

KNOM Review, Vol. 18, No. 2

[4]H.-A. Kim and B. Karp, “Autograph: Toward automated, distributed worm signature
detection,” 1in USENIX Security Symp., vol. 286, 2004.

[5]J. Newsome, B. Karp, and D. Song, “Polygraph: Automatically generating signatures for
polymorphic worms,” IEEE Symp. Security and Privacy, pp. 226-241, 2005.

[6]B.-C. Park, Y. J. Won, M.-S. Kim, and J. W. Hong, “Towards automated application
signature generation for traffic identification,” IEEE Network Operations and
Management Symp. (NOMS 2008), pp. 160-167, 2008.

[7IM. Ye, K. Xu, J. Wu, and H. Po, “Autosig-automatically generating signatures for
applications,” IEEE Int. Conf. Computer and Inf. Technol.(CIT'09), pp. 104-109, 2009.
[8]X. Feng, X. Huang, X. Tian, and Y. Ma, “Automatic traffic signature extraction based
on Smith-waterman algorithm for traffic classification,” IEEE Int. Conf. Broadband

Netw. Multimedia Technol. (IC-BNMT), pp. 154-158, 2010.

[9]C. MU, X.-h. HUANG, X. TIAN, Y. MA, and J.-1. Qi, “Automatic traffic signature
extraction based on fixed bit offset algorithm for traffic classification,” The J.
China Universities of Posts and Telecommun., vol. 18, pp. 79-85, 2011.

[10]R. Agrawal and R. Srikant, “Fast algorithms for mining association rules,” 1in Proc.
20th Int. Conf. VLDB, pp. 487-499, 1994.

[11]R. Agrawal and R. Srikant, “Mining sequential patterns,” in Proc. Eleventh Int. Conf.
Data Eng., pp. 3-14, 1995.

[12] C. S. Park, J. S. Park, and M. S. Kim, “Automatic payload signature generation
system,” J. KICS, vol. 38B, no. 08, pp. 615-622, Aug. 2013.

[13] S. H. Yoon, J. S. Park, H. M. An, and M. S. Kim, “Traffic behavior signature
extraction using sequence pattern algorithm,” in Proc. KICS Int. Conf. Commun. (KICS
ICC 2014), pp. 996-997, Jeju Island, Korea, Jun. 2014.

=
i)
o
A
a

)
)
A
1%
il
i)
16
M
Hu

A5 A

2014 Histn AFEHAHHSH} =
2014~ A | etn AFE| AR A 2HA

<HAlEok> U ES

o
i
We
T
[-'0
[
£
i<
la
i
a
o,
AE
a
1%




KNOM Review, Vol. 18, No. 2

Fahosta AA A £
Fapdsha 7FE Foh A
Fabdsha 7FE Foh) ahap
2006 Post-Doc. Dept. of ECE, Univ. of Toronto, Canada
AFE ARG} Ru
<¥ilEol MESA #e] 2 wel EdY ZUy ® H

d 2 24, HErYo] YEHA

11



