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ABSTRACT

The SSL/TLS, one of the most popular encryption protocol, was developed as a solution of various network
security problem while the network traffic has become complex and diverse. But the SSL/TLS traffic has been
identified as its protocol name, not its used services, which is required for the effective network traffic
management. This paper proposes a new method to generate service signatures automatically from SSL/TLS
payload data and to classify network traffic in accordance with their application services. We utilize the
certificate publication information field in the certificate exchanging record of SSL/TLS traffic for the service
signatures, which occurs when SSL/TLS performs Handshaking before encrypt transmission. We proved the
performance and feasibility of the proposed method by experimental result that classify about 95% SSL/TLS
traffic with 95% accuracy for every SSL/TLS services.
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Table 1. Protocol Type

code Protocol Type

20 Change cipher spec
21 Alert

22 Handshake

23 Application data

E 2. SSL/TLS #A
Table 2. SSL/TLS Version

code SSL/TLS Version
0300 SSL 3.0

0301 SSL 3.1 (SSL/TLS 1.0)
0302 SSL 3.2 (SSL/TLS 1.1)
0303 SSL 3.3 (SSL/TLS 1.2)
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Fig. 3. SSL/TLS Service Identification Method
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3 3. SSL/TLS Traffic Detector
Table 3. SSL/TLS Traffic Detector

TYPE = 20 | 21 | 22| 23
VERSION = 0300 | 0301 | 0302 | 0303
LENGTH = Record + Record header length

1: SSL/TLS Traffic Detector(Flown) {
2 if ( First packet of Flow )

3: if ( !TYPE ) return NO

4: if ( !'VERSION ) return NO
5.

6

7

if ( LENGTH != payload_len ) return NO
return YES
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E 4. Signature Generator
Table 4. Signature Generator

COMMONNAME_ID = 0x55x04x03 (CM_ID)
COMMONNAME = The string after CM_ID

1 Signature Generator( SSL/TLS Flown ) {
2 convert packets into SSL/TLS record sequence
3 if ( 2nd record != SERVER_HELLO )
4 return Sig. NOT found

5 if ( 3rd record == CERTIFICATE ) {
6: find subject’s COMMONNAME_ID
7

8

9

0

return COMMONNAME as a Sig.
}
else return Sig NOT found

10: }

4.2 SSL/TLS Service ldentifier

“SSL/TLS Service Identifier”+= £-413 EzjjZ o]
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3 5. Service Identifier
Table 5. Service Identifier

COMMONNAME_ID = 0x55x04x03 (CM_ID)
COMMONNAME = The string after CM_ID

1 Service Identifier ( SSL/TLS Flown, Sign ) {
2 convert packets into SSL/TLS record sequence
3 if ( 2nd record != SERVER_HELLO )

4: return The flow is unidentified service

5: if ( 3rd record == CERTIFICATE ) {
6.

7

8

9

find subject’s COMMONNAME_ID
if ( COMMONNAME == Sign )
The flow is identified as Sign service
}
10: else return The flow is unidentified service
1}
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Table 6. Well Known Port using SSL/TLS

Protocol port
HTTPS 443, 8531
IMAPS 993
POP3S 995
SMTPS 465, 25, 587, 2526
FTPS 990, 989
TELNETS 992
IRCS 994, 6679, 6697
SIPS 5061
LDAPS 636, 3269
NNTPS 563
MMS-SSL 695
OPCS 4843
XMPPS 5223
OFTPS 6619
MQQTS 8883

F 7. SSL/TLS ¥4
Table 7. SSL/TLS Analysis

Flows Packets Bytes
Total 6,043,560  1,080,739,271  930,080,255,327
SSL/TLS 506,412 59,164,220 46,224,581,249
Rate 8.38% 5.47% 4.97%

¥ 8. SSL/TLSE AH33t= ¥E £E
Table 8. SSL/TLS Analysis with Well Known Port

Port SSL/TLS Non SSL/TLS
Flow 503-103 27-103
SSL/TLS Port
Rate 832 % 0.44 %
Non Flow 3-103 5,510-103
SSL/TLS Port  Rate 0.06 % 91.18 %
Flow 506-103 5,537-103
Total
Rate 8.38 % 91.62 %
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9. SSL/TLS Port £
Table 9. SSL/TLS Port Distribution
Port Flow Packet Byte
Total 506,412 59,164,220 46,224,581,249
SSL/TLS Port 502,898 58,473,474 45,836,333,614
99.31% 98.83% 99.16%
25(SMTPS) 3 2,334 199,592
443(HTTPS) 499,265 55,979,262 43,468,435,703
465(SMTPS) 3 7,888 7,582,259
587(SMTPS 1 55 15,215
993(IMAPS) 3,115 2,418,896  2,335,252,130
994(IRCS) 67 17,070 7,219,156
995(POP3S) 181 13,458 9,176,575
5223(XMPPS) 263 34,511 8,452,984
Non SSL/TLS 3,514 690,746 338,247,635
Port 0.69% 1.17% 0.84%
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¥ 10. Non-SSL/TLS Port #3
Table 10. Non-SSL/TLS Port Distribution

E 11. AladA
Table 11. Sigantures

Service Signature

* google.com

google www.google.com

* google.co.kr

*.doubleclick.net

youtube
*.g.doubleclick.net

* mail.google.com

gmail -
mail.google.com

login accounts.google.com

google

googledocs  *.c.docs.google.com

blogger * blogger.com

www.googleadservices.com

*.google-analytics.com

developer.android.com

etc
* googleusercontent.com

checkout.google.com

* googleapis.com

* facebook.com

facebook -
*.atlassolutions.com

*.kakao.com
*.talk.kakao.com

kakaotalk

Port Flow Packet Byte
Total 5,537,148 1,021,575,051 883,855,674,078
SSL/ILS Port 26,661 1,576,968 777,435,396

0.48% 0.15% 0.09%
25(SMTPS) 117 65,995 65,159,564
443(HTTPS) 15,384 931,226 431,628,524
993(IMAPS) 760 203,435 188,514,544
995(POP3S) 352 26,250 12,317,569
5223(XMPPS) 10,047 350,051 79,814,241
6697(IRCS) 1 11 954
Non SSL/TLS 5,510,487 1,019,998,083 883,078,238,682
Port 99.52% 99.85% 99.91%
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2°7] 3E7] wFolrtl. AA|Z “SSL/TLS Traffic
Detector” & ©]83}o] =3} SSI/TLS EHS F
=317 Hell= Hip EES E5=o] oi= 4113l
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2. Anl=d A AEe
Table 12. Accuracy of Service Classification

Service Flow Packet Byte
Total 689 68,755 54,252,683
Google Classified 559 62,881 50,022,915
Accuracy 81.13% 91.46% 92.20%
Total 227 68,216 66,362,942

Facebook Classified 155 60,071 60,520,703

Accuracy  68.28% 88.06% 91.20%

Total 112 6,020 4,584,514

Kakaotalk  Classified 104 5,646 4,421,168

Accuracy  92.86% 93.79% 96.44 %
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