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Abstract— Internet traffic classification is an essential step 
for stable service provision and efficient network management. 
The payload signature-based-classifier is considered as a 
reliable method for Internet traffic classification, but is 
prohibitively and computationally expensive for real-time 
handling of large amounts of traffic on high-speed network. To 
solve this problem, most studies focused on the pattern 
matching algorithm or hardware-based approaches such as 
FPGA and network processor. However, in order to improve 
the performance of the classification system, It is also 
necessary to consider the classification criteria and signature 
model in accordance with the characteristics of various 
application protocols. In this paper, we newly define the 
classification criteria and signature model, and propose an 
optimized classification architecture in perspective of input 
data minimization and complexity of pattern matching 
algorithm to improve the processing speed of classification 
system. Each of them can be applied individually, or in any 
combination. The proposed method achieved an approximately 
5-fold increase in processing speed over existing baseline 
classification system. 
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I. INTRODUCTION 
As individual and corporate users are becoming 

increasingly dependent on the Internet, network speeds are 
increasing and a variety of services and applications are 
being developed. Thus, there is a growing need for 
monitoring and analyzing Internet traffic from an 
application perspective, in order to achieve efficient 
network operation and management in various areas such as 
pay-for billing, CRM (Customer Relationship Management), 
SLA (Service Level Agreement), etc.  

The payload signature-based classification method has 
been known to exhibit the highest levels of performance in 
terms of accuracy, completeness, and practicality [1-4]. 
However, the processing speed of the method is not 
sufficiently fast for the real-time handling of the large 
volume of traffic data generated from high-speed networks 
[5-8]. Taking into consideration of the increasing number of 
Internet-based applications and the expanding use of 
applications that generate high volumes of traffic, the 

inadequate processing speeds of payload-based analysis 
systems are an important issue that needs to be addressed. 

The signature model without considering the 
characteristic of the application-level protocol is an 
important cause of performance bottleneck of classification 
system, so It is necessary to use the field-based signature 
model(e.g. URI, Host, User-agent) in order to classify 
HTTP traffic into detailed services. This approach will 
improve the accuracy and processing speed of the 
classification system. 

In this paper, we suggest a multi-dimensional criteria for 
traffic-classification that considers the various utilization 
purposes of the traffic-classification. Furthermore, we 
define 3 types of signature model based on each protocol 
characteristic. The proposed signature models are applied to 
the different classification routines in accordance with the 
input data and pattern matching algorithm to improve the 
processing speed. Finally, we propose an optimal 
classification system architecture in terms of classification 
criteria, signature model, input data minimization and 
complexity of pattern matching algorithm to maximize the 
processing speed of classification system. The proposed 
method achieved an approximately 5-fold increase in 
processing speed over the baseline classification system. 
 

II. PROPOSED CLASSIFICATION SYSTEM 
In this section, we describe the processes implemented in 

the proposed classification method to improve the 
processing speed of the payload signature-based 
classification system. 

Figure 1 shows the diagram of classification system. 
Preprocessing module separate the HTTP traffic from the 
input trace and parse the HTTP traffic by each field to be 
applied to the field-based simple string. We have to 
predefine the classification criteria and signature model. The 
signature model determines input data minimization method 
and pattern matching algorithms. 
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Figure 1. Diagram of classification 

A. Signature model 
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a sequence of characters in an a
protocol field(e.g. HTTP Host, User-age

• Simple string: A signature that consist
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Table 1. Signature model 

Model Example

Field-based 
simple string 

User-agent : Mozilla; Host : ww
Domain : YouTube; Uri : login 

 
system 

the extraction 
entation method 
vel protocol that 
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ww;
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      \x02.? .? .?
              … 
      \xff.? .? .? 
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Figure 2. input data filter
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that is extracted from matching the traffic and the string that 
is extracted when the signature is created should be 
extracted under the same policy without an intervention of 
administrator. The processing of URI signature extraction 
requires the intervention of an administrator. Therefore, the 
signature field values and matching traffic can be different. 
Thus, we do not compose the URI fields using hash-key 
value. The URI signature is composed of a string form that 
is not a key value. The URI field cannot be key matched 
with the URI field that exists in the HTTP traffic because it 
does not use the entire field as a signature; rather, it defines 
the necessary parts according to the administrator’s decision. 

Layer-based signature abridgment  
We propose two-level hierarchical signature structure to 

reduce the signature search space and to determine an 
application protocol name and an application name for each 
flow. This consists of application protocol-level signatures 
at the first level, and application-level signatures at the 
second level. An application-level protocol could be 
commonly used by a number of applications for various 
purposes. In our signature hierarchy, the RTSP traffic is 
detected at the first level and then the application name is 
determined at the second level. The signature hierarchy is 
defined by an inclusion relationship. If all of the traffic 
identified using signature SX can be classified using 
signature SY, then SY includes SX. SY is termed an 
application protocol-level signature and SX is termed an 
application-level signature. 

 

 
Figure 3. Two-level hierarchical signature structure. 

 
In the two-level hierarchical signature structure, the 

classification system first identifies the input flow via the 
application protocol-level signature. If a flow was classified 
by an application protocol-level signature, then the 
classification system can identify the flow via the 
application-level signatures included in the application 
protocol-level signature. This hierarchical analysis can 
reduce the signature search space of the classification 
system, and reduce the processing time.  

Frequency-based signature abridgment  
The popularity of various applications could be highly 

uneven, due to the existence of well-known services, e.g. 
popular websites, e-mail, etc. These phenomena motivate us 
to determine the signature matching order in the 
classification system. 

Figure 4 is a CDF graph that represents the signature hit 
rate. Signature hits occurred for only 90 of the 542 non-
HTTP signatures for one minute of traffic trace at a certain 
time, and 80% of the traffic flows of trace were matched by 
only 50 or less signatures. 

 
Figure 4. The classified rate of traffic flows in CDF. 

Most traffic can be classified using a few signatures 
during that specific period. We can minimize the search 
space by first examining frequently occurring signatures and 
dynamically changing the signature memory ordering 
according to the signature hit ratio. 

Sequence & offset-based payload filtering 
Flow-based analysis, rather than packet-based, is 

popularly used in traffic classification. In addition, we need 
to minimize the number of packets in a flow and limit the 
byte size in the packet that will be searched. 

 
Figure 5. Distribution of the matched offset of the signature 

Figure 5 shows the distribution of the matched offset of 
non-http signatures, in terms of packet and byte position in 
flows. Most signatures were found in the first 5 packets of 
the flow, and within the first 1,000 bytes in the packets. We 
can utilize this experimental result to reduce the search 
space of the input data for the pattern matching. 

According to the analysis results, the classification 
accuracy and completeness increases as the number of 
packets inspected increases, but they are almost identical 
after the fifth packet within the first 1,000bytes in the 
packets. That is, most connections transmit a low number of 
control packets that are common amongst all of the same 
type of connection, before sending the content packets. 
Therefore, the classification result can be sufficiently 
accurate and the classification time can be reduced, by 
limiting the number of packets and bytes. 
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III. EVALUATION 
In this section, we apply the proposed method to traffic 

data collected from a real campus network, and we then 
prove the validity of the method. 

Table 2. Traffic trace 
Type Duration Flow Packet Byte 

HTTP 
1 Day 

41,365K 2,712M 2,263G 
Non-HTTP 10,672K 1,144M 1,088G 

Table 2 provides the details of the traffic trace making up 
the full payload that was used to analyze the performance of 
the proposed method in the experiment. 

 
Table 3. Summary of proposed method 

 Baseline method Proposed method 
HTTP Non-HTTP 

# of sig. 1,588 1,046 542 

sig. model RE field based 
simple string  simple string, RE 

traffic 
filtering 

1st~10th packet in 
flow, max bytes in 

a packet  
field-based 

1st~5th packet in  a 
flow, 1000 bytes in 

a packet 
sig. 

abridgment linear hash-based layer & frequency-
based 

matching 
algorithm NFA-partial RK  selective matching

 
Table 3 presents the classification methods we applied to 

optimize the speed of our classification system, based on the 
experimental results presented in Section 3. 

Figure 6 shows the performance improvement of each, 
and the combination of the proposed methods.  

 
Figure 6. Comparison of classification times. 

It shows the rate of how much the processing speed is 
improved in the worst, average and best case using box plot 
graphs against the baseline classification system. The 
proposed HTTP traffic classification method achieves an 
approximately 2-fold increase in processing speed over the 
baseline classification system for HTTP traffic. The selective 
matching, signature abridgment and traffic filtering are 
applied to non-HTTP traffic. The selective matching is faster 
than the NFA-partial, which gives the highest average 
performance for all types of signatures. The traffic filtering 
can significantly reduce the search space, by limiting the 

number of packets inspected in a flow, and limiting the byte 
size in a packet. The traffic filtering shows the best 
performance improvement for Non-HTTP traffic. The 
combination of all improves 5 times in processing speed 
against the baseline classification system. 

IV. CONCLUSION AND FUTURE WORK 
In this paper, we proposed a multi-dimensional criteria 

for traffic-classification and 3 types of signature model 
based on protocol characteristics. The each signature model 
can be applied to the different classification routines in 
terms of input data minimization and pattern matching 
algorithm to improve the processing speed. Also we 
proposed several minimization methods in the search spaces 
of signatures and input traffic data. Finally, we proposed a 
selective pattern matching algorithm for improvement of the 
processing speed. It is possible to design a high-speed 
Internet traffic classification system. The proposed method 
achieves an approximately 5-fold increase in processing 
speed over the baseline system. 

This proposed method provides a software-based 
approach to improve the processing speed of classification 
systems in a general propose computing environment. We 
plan to apply our approach to specific hardware system that 
will allow real-time analysis on a large-scale network. 
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