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ABSTRACT

The traffic identification is a preliminary and essential step for stable network service provision and efficient
network resource management. While a number of identification methods have been introduced in literature, the
payload signature-based identification method shows the highest performance in terms of accuracy, completeness,
and practicality. However, the payload signature-based method’s processing speed is much slower than other
identification method such as header-based and statistical methods. In this paper, we first classifies signatures by
matching type based on range, order, and direction of packet in a flow which was automatically extracted. By
using this classification, we suggest a novel method to improve processing speed of payload signature-based

identification by reducing searching space.
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Fig. 1. Searching range of established traffic analysis
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Table 3. Test set information which used in experiment

Durati
Traffic Trace Content

D &z;) on Flow Pkt Byte
(min.)
006_UT_FP02 119 24 10874  2.1E+06  1.8E+09
006_UT_FP03  42.1 6 3988  1.0E+06  8.4E+08
006_UT_FP04 355 7 2996  1.5B+06  13E+09
006_UT_FPO5  46.1 9 2,961 LIE+06  9.7E+07
006_BT_FP02 119 18 4946 2.0E+06  1.8E+09
006_BT FP03  42.1 8 3,320 94E+H05  84E+08
006_BT_FP04 355 10 3,603 1.5E+06  1.3E+09
006_BT FPO5  46.1 5 2,619 13E+05  12E+09
008_UT_FP06 20 1 278 48E+04  3.5E+07
008_UT_FP07 961 21 2,505 LIE+06  1.2E+09
008_BT_FP08 899 5 1,760  53E+05  4.5E+08
008 BT FP09 1,490 3 2262  62E+05  6.8E+08
008_UT FP10 1,520 1 1363 LOE+06  9.6E+08
008_UT_FP11 25 1 330 33E+04  2.8E+07
008_UT_FP13 954 5 3204  1.0E+06  8.5E+08
Total 66934 124 47018  146E+07  1.34E+10
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T 1z‘§o1] /\]_Q&] EE Jﬂo]g /\];1\4z:] Sig ID[00] [Cffaec Type: 1] [EO: 1] [FO: 2] [DEPTH: 19]
5ig ID[03] [Offset Type:: 5] [PO: O] [FO: 1] [DEFTH: 111
Table 4. Torrent signatures used in the experiment s 3ol e Mmoo
Sig ID[07] 5] [BO: O] [FO: 35] [DEPTH: 84]
Sig ID Payload signature Protocol Port Sig ID[02] 2] [PO: 2] [FR:  92] [DEFTH: 125]
P " sig 1D[09] 2] [BO: 1] [FR: 50] [DEETH: 152]
0 *BitTorrent protocol. TCP N/A 319 10111 3] [fo: 1] [FR: 50] [DEETH:  41]
1 BitTorrent protocol.* UDP N/A Sig ID[12] 1] [BO: 1] [FO: &] [DEPTH: 72]
P rdl:ad2:id20.% TCP NA Sig ID[13] [Offsec Type: 1] [FO: 1] [FO: 6] [DEPTH: 17]
- Sig ID[16] [Offset Type: 2] [BO: 1] [FR:  24] [DEPTH: 724]
3 "dl:ad2:id20.* ubp N/A Sig ID[17] [Offset Type: 2] [BO: 1] [FR: 24] [DEPTH: 512]
4 *dl1:rd2:id20.* TCP N/A Sig ID[23] Type: 5] [BC: 0] [FC: 1] [DEPTH: 23]
— Sig ID([25] Type: 1] [FO: 1] [FO: 1] [DEPTH:  41]
5 "d1:rd2:id20.* uDpP NA Sig ID[24] Type: ‘1] [PO: 1] [FO: 1] [DEPTH: 12]
6 find_node. ¥*UT.* UDP N/A
7 -*info_hash.*get_peer.* uDP N/A 2l 6. 006_UT_FP02 E#|o]~2] Offset value % HHE
8 *S:peers.* TCcp N/A Fig. 6. Offset value information extracted from 006_UT_FP02 trace
9 *User-Agent:. *uTorrent. * TCP N/A
10 *Host: com-utorrent.* TCP N/A ke 5 "734’} H]E
11 User-Agent: BTWebClient.* TCP N/A Table 5. Comparing of experimental result
12 * /fannounce.info_hash=*peer_id=* TCP N/A - -
13 *//scrape.info_hash=* TCP N/A not apply signature apply signature
" " matching type matching type
14 *d5:added. TCP N/A TrafﬁIcDTracc categorizing categorizing
15 *d5:added.* Ubp N/A analysis analysis analysis analysis
16 Host:. *utorrent\.com*." TCP N/A rate(%) time(sec) rate(%) time(sec)
17 *Host:. *bittorrent\.com*." TCP N/A 006 UT FP02 94.64 0.59 94.64 049
1 bitt t. 3 DP N/A
8 bittorrent.com Y 006_UT_FPO3 98.57 0.23 98.57 0.28
19 racker.* UDP N/A
20 *BT.*announce UDP N/A 006_UT_FP04 99.52 0.18 99.50 0.14
21 *UT. *announce. * UDP N/A 006_UT_FP05 99.32 0.17 99.32 0.12
22 *d2:ip6:.*1:rd2:1d20.* UDP N/A 006 BT FP02 89.77 031 89.77 0.24
23 ~d2:ip6:.*1:rd2:id20.* UDP N/A
006_BT_FP03 96.67 0.19 96.67 0.15
24 M BT....* UDP N/A —
25 ~ o UT...* uDP N/A 006_BT_FP04 98.36 0.21 98.36 0.17
26 X727\ 10\ .* uDP N/A 006_BT_FP05 99.01 0.14 99.01 0.11
27 "BT-SEARCH* ubp N/A 008_UT_FP06 85.61 0.02 85.61 0.02
28 BitTorrent.* UDP 1900
008_UT_FP07 99.28 0.25 99.28 0.19
29 FuTorrent. * UDP 1900
30 *Host:. *deluge-torrent\.org. * TCP N/A 008_BT_FP08 8511 0.12 85.11 0.10
31 *User-Agent: Deluge.* TCP N/A 008_BT_FP09 96.91 0.14 96.91 0.10
008_UT_FP10 84.23 0.08 84.23 0.07
e} o el
< 22 F & 89 EfEe BT AAT A, 008_UT_FPI1 94.24 0.03 94.24 0.02
EE -89 EgiErkE 390 oY Edige 008 UT FPI3 | 8596 022 85.96 017
= 157)12] Efo]oln, A5 H71E $J3F Test seto- Total 94 2.88 94 227
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