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Statistics-based Traffic Analysis System without Out-of-order and
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71E A= eAddl A @ Rl SnkE YAE Fed §d =S We 2
Wl dZlnt fHAapsto]l RS Asklth Aol wA wow e W] IFla AbololA
Hg7le] AXE Ao, v wow AEHE T 2o A= st Fdeh whekA
Aol AT 7l SRZle] loje SRS Nkt dFlolnE HALS shA @il
AAE A "vh ko Al WE EME 37 HeiMe #22 AR okdE &AH
AAZMA ] ARk wjRlake] AAE Azbete] Aol G Ao HA HE HLD F
ATt

i 12 #HF 9d EAE sy 9 dagse oxfmseltt (2 3) ¢igEe
dE oz o A P(n) W3Fo] 2 HAE T 7P kel #1AIE PKE EHed (£ 4)
olg A 22 P(K)SF P(n)9] sequencedt= M|t} P(n)<2] sequence#k©] P(k)] sequencedtX. tl =1

A7 vk d7ls EAest EAE siAdH (& 6) P ekl ZowWA P(n)9]
sequence@t Xt} 2 7S zte= P()E zteth (2 7) olgAl 2 P(i)oF wWheko] oA P(i)e
sequenceZtETH £ HAE FoA 7 Jhke] YAIE P(E eth o)FA S p(i)et
PG)Atelel Pn)x} WhoubaRS zb= 7o) glvbd P(n)2 Pi)e Hel XAt (= 10) whoF
ko] o2 FZE(P(m))S P(m).ack == P(n).seq + P(n).lenS TH53l= 9%l P(m)o] EA|sHHP(n)
P(m)e] <ol A7t} (& 12) =+ P(m)ack < P(n).seq + P(n)lens w3t 317 P(m)o]
EA3HE (& 13) P(n)> P(m)<] FHell A A7t

Remove all non-payload packets from the packet sequence
P(n) : n-th packet in a TCP flow

P(n).seq : n-th packet’s sequence nunmber

P(n).ack : n-th packet’s acknowledge nunmber

P(n).dir : n-th packet’s direction

P(n).len : n-th packet’s payload length

1 module Solution for the Out-of-order problem

2: Input: P(n)ina TCP Flow

3. find P(k) which P(k).dir == P(n).dir && biggest k in 0 <=k <n
4: if(P(k).seq > P(n).seq) // out-of-order detect

5 {

6: find P(i) which P(i).dir == P(n) && P(i).seq < P(n).seq

7 find P(j) which P(j).dir == P(i) && smallestjin 0 <=j <k

8: for each P(m) from P(j-1) to P(i+1)

9: {

10: if(P(m).dir != P(n).dir && P(m).ack == P(n).seq + P(n).len)
11 put P(n) before P(m); end module;

12: if(P(m).dir != P(n).dir && P(m).ack < P(n).seq + P(n).len
13: put P(n) after P(m); end module;

14 }

15:  put P(n) after P(i);

16: }

17: end module;

¥ 1 93 94 A4 2 ¢udEF

42 9 FE BA dZ2 ¢xdF

Ao ME 7€ AFEIEIA iR A g o3t FE O EAES €EAstn A=
A Fe wARE AL olE NS Ll s &gt

H7l FH EA= E2F Ul HAEY B3 sequencedtS H|wste] ©A|gth F U
Z2% el F i ool HFle] e wWdo|HA] FA3 sequencedtsS ZHAl HW FH
R o7 GAgey, wik e WEk HA3 sequenceS ZHAIWHA FjFle] IV} trEA GO+
AR std HF FH TAZ XS V)E AFoAME T dFle] LA oRF7F wd
7 A F5 S Z’é}’é}‘%ii‘r. SHA R Ao BAARE 2= Ao HHolmg B
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Remove all non-payload packets from the packet sequence
P(n) : n-th packet in a TCP flow

P(n).seq : n-th packet’s sequence nunmber

P(n).ack : n-th packet’s acknowledge nunmber

P(n).dir : n-th packet’s direction

P(n).len : n-th packet’s payload length

1: module Solution for the Retransmission problem
2: Input: P(n)ina TCP Flow
3: find P(k) which P(k).dir == P(n).dir && biggest k in 0<=k <n;
4: if( P(k).seq == P(n).seq ) // Retransmission
5: Delete P(n);
6: else if( P(k).seq + P(k).len !=P(n).seq )
7: Delete P(n);
8: end module;
2 4R FE EA H2 s
i 22 HF ARE 3 5 HF BAE A fe s AR =l (&
o

3) LaEFe] UH Oi ik F’(n)JJr Wakel 22 HAE T P 7P 7ol 9128 P(K)E =t}
(£ 4)ol#E A 2 P(k)e] sequence#k® P(n)e] sequencedt= Hlulste] o 7l A Fol o
5 Q7 FAE At AHAgt (F 6) "FeF P(n)o] Pk)el A% % g Zlo] ofete P(k)°
sequence#t 2t I{Z ] Hol== ZolE Tk gho]l P(n)9] sequence#tt ol &S -f-ol& P(n)el
ol A}t Ho] AdEFHE A BAS= HAlolet ko] AbAlE T

5. 4%
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51 4% dolg
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TCP+= 28GB, 57GBe|T}. ol# Al A HE AIYAHE o] &ste] EA37] ¢18] 3¢ dolge] F
e °F 366GBo|W, o]F TCP+ 8ZGB, UDP= 291GBe =48 EgEFoA
TrEEi]E(pTorrent) 8o A AT E¥ 2 348GBO| .
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E

52 43 &4

: Traffic Capture System
SGS : Signature Generate System
TMS : Traffic Measurement Server
TMA : Traffic Measurement Agent
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% L%Oﬂﬁ A5 H7tel ARgske AIA 5 I AU A FE A2 19 49 2
3o A &gy, A TCS(Traffic Capture System)ol| 4] Validation Network«] EfTe F335a
TMS(Traffic Measurement Server)olA TMA =IL(Traffic Measurement Agent)S =& 2 o]-&3}o]
A (Ground Truth)[12]1E A3/ gt} o] 2 A A ¥ JF= = SGS(Signature Generation System)ol] A]
Al YU A= ZZU]—I;]— o]a}ﬁ_} Agentf—— &3} 7(—]1’)r-x] MAA v o Ex B= o ulio %3}] =3
ANE AR ABEY =2 AEAS BAs . Xﬂo}o}L 7l A A, AH F5 A
AL A aYAE F=7] A, HElS FH ?'GPL TCSoll A 3o gt

Validation
Network

TCS : Traffic Capture System
TAS : Traffic Analysis System Classification
SGS : Signature generate System SGS Result

a9 5 EY EF ="

Signature

a9 5v B =wolA A Hrbel Abgske EdE EF Al&de] FAsks 4ol WA
TCSoll 4] Validation Network®] EE & 33}aL TAS(Traffic Analysis System)ol| 4] A|Z1UXHE
ol g3t FHE EHTS SE&HEHE %%dq A YA F5 A3 w7 EA 2 AQbsk= Out-
of-order, Retransmission &4 22 HA o7 ¥ AlZtd oz F A3 TCSol A sfoF aHc}.

5343 éﬁr
A 1/‘1—5 47l A A 7l A, T E£AE ddsts dadlsS 528 Aret
}\ =

Zol A¥ANE S8 T
E

0 e ARG, A WA ARAAE A dadse A Eamne Aadel £49
A2 AuE A 45e Brha F oA Ae4E o8 $49 Ael ¥ AN 54
Eds $F AsuY Aol FAHEA AFH] s W7 47 BA, A2 32 BA 2
A F Alzge] 4g 435

)

7 R, - 3 o %
ol-gste] bate] EF=F WEH=E FAY FH 2EI}; st AIUAE FESkaL, AR
F259 A 57 S EEF HEHE 248 § FEE AaUAE &8 EdEs ERce
A 2=l o] T}
Flow Packet Byte
state
# % # % GB %
Normal 118,657 74.68 64,781K 70.97 59.35 70.72
Out-of-order 50 0.03 28K 0.02 0.02 0.02
Retransmission 36,974 23.27 23,295K 25.52 22.1 26.33
Repacketization 3,186 2.1 3,169K 3.47 2.45 291
TCP Total 158,867 91,275K 83.92

£ 3.TCP AAdA R 94, T5, AR & B5&
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#3 B =iolA AREE A48 EgFeA sk #3 9Ad, T8, AsiRst 2419
AR CE Yeld Folth w7 9 FAl= AA TCP EE 715 Flow 0.03%, Packet 0.02%,
Byte 0.02HAER A7} Bo] wAstA] etk AdFol o ;A FH EA= A TCP
EZF 7] Flow 23.27%, Packet 25.52%, Byte 26.33%= =[xttt Ao 713 FA4] L3 Flow
2.1%%, Packet 3.47%, Byte 2.91% S =} %] 5} 91 t}.

o

Total Analyzed
Application Flow Packet Byte
Flow Packet Byte
not resolved resolved not resolved resolved not resolved resolved

skype 1141 22K 8,593K 751 794 15K 16K 6,978K 7,400K
naverlive 1218 22421K | 18159,291K 1,015 1,026 20,049K 20,395K 16,246,821K 16,537,135K
gomTV 981 826K 810,302K 701 702 745K 746K 732,854K 733,415K
xshell 403 64K 8,333K 389 388 63K 62K 8,130K 8,107K
teamviewer 485 231K 74,359K 426 431 196K 197K 62,835K 62,875K
nateon 299 103K 12,119K 272 273 102K 102K 11,682K 11,684K
dropbox 4,642 124K 66,631K 4599 4612 122K 123K 65,505K 65,774K
putty 266 21K 4,115K 261 262 21K 21K 4,080K 4,096K
outlook 4872 496K 261,193K 3515 3,420 324K 321K 154,314K 154,029K
uTorrent 417,724 422910K | 374,298,568K 216,016 208475 157435K | 158,246K 136,173,646K 137,105,776K
Total 432,031 447.224K | 393,703,504K 227,945 220,383 179078K | 180,235K 153,466,845K 154,690,291K
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B E 4 Qe heawEmeel ATUAT Adstn 444
AlIYAE vg e EE B4 E T3 A v Aot
Accuracy Completeness
Flow Packet Byte Flow Packet Byte
Not resolved problem 99.80% 99.11% 99.40% 52.76% 40.04% 38.98%
Resolved problem 99.82% 99.20% 99.40% 52.01% 40.30% 39.29%
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6. 28

- EwolM s TCP AN dAsks w7e) Id A, A-E Al aElar Al
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