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Abstract

Enhanced network speed and the appearance of various applications have recently resulted in
the rapid increase of Internet users and the explosive growth of network traffic. Under this
circumstance, Internet users are eager to receive reliable and Quality of Service
(QoS)-guaranteed services. To provide reliable network services, network managers need to
perform control measures involving dropping or blocking each traffic type. To manage a
traffic type, it is necessary to rapidly measure and correctly analyze Internet traffic as well as
classify network traffic according to applications. Such traffic classification result provides
basic information for ensuring service-specific QoS. Several traffic classification
methodologies have been introduced; however, there has been no favorable method in
achieving optimal performance in terms of accuracy, completeness, and applicability in a real
network environment. In this paper, we propose a method to classify Internet traffic as the first
step to provide stable network services. We integrate the existing methodologies to
compensate their weaknesses and to improve the overall accuracy and completeness of the
classification. We prioritize the existing methodologies, which complement each other, in our
integrated classification system.
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1. Introduction

Recently, voice, video, and mobile services are being provided over converged IP networks,

and these services generate much network traffics [1]. The introduction of various services and
applications to the market has caused enterprises and individual users to become highly
dependent on the Internet. Internet users are eager to receive reliable and QoS-guaranteed
services. To provide reliable network services, network managers need to perform control
measures involving dropping, blocking or prioritizing each traffic type. It is also necessary to
rapidly measure and correctly analyze Internet traffic and to classify network traffic according
to applications. The traffic classification result also provides basic information for ensuring
service-specific QoS. Moreover, traffic monitoring and measurement for efficient network
operations and management are fundamental to understanding current network usage patterns
and to planning network expansion.

The importance of network traffic monitoring and analysis is growing in various areas, such
as for guaranteeing QoS and security. The first and most important step of network traffic
monitoring and analysis is to determine the application-level identities of Internet traffic and
to classify them into specific categories for analysis purposes. Accurate classification of
application-level traffic is an important factor in determining reliability of analysis of
interrelated utilization such as usage-based charge by application, application-based traffic
control, support for Service Level Agreement (SLA), application-level traffic security. To date,
there have been many studies [2][3][4][5] on the methods for classifying application-level
traffic. However, although they have strengths in some aspects [2][6], most of these methods
are difficult to use as a single method in a real-time traffic classification system for
large-volume, diverse-type, high-speed Internet traffic. Additionally, there is no single method
for achieving optimal performance in terms of accuracy, completeness, and applicability in an
actual network environment.

In this paper, we propose an integrated method for classifying Internet traffic in real-time.
We combine several different methods in cascading and parallel steps to achieve satisfactory
performance in an operational network environment. To enhance classification completeness
and accuracy, we divide the classification process into four cascading steps: flow generation,
individual classification, flow integration, and flow correlation. The flow generation step
combines and merges raw packets into flows and delivers them to the next step. In the
individual classification step, we simultaneously operate several different classification
methods which were developed in our previous research [2][8][9]. In the flow integration step,
we merge the multiple identification results from the previous steps into one result. In the flow
correlation step, we finally identify unknown traffic flows by utilizing relational information
among traffic flows. To prove the validity and feasibility of the proposed classification system,
we designed and implemented the proposed system, and deployed it in our campus network.

The rest of this paper is organized as follows. In Section 2, we briefly summarize related
work discussing previous traffic classification methods. In Section 3, we outline some
important considerations required for a real-time traffic classification system. In Section 4, we
describe the proposed classification algorithm and the system implementation. In Section 5,
we present the Internet traffic classification results by applying the system to an enterprise
network and analyzing the results. In Section 6, our conclusions and the direction of related
future work are discussed.
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2. Related Work

Internet traffic classification methods can be largely categorized into port-based [6][10][11],
signature-based [7][12], machine-learning-based [13][14], and traffic-correlation-based [2][4]
methods. Each of them has their own merits as well as certain limitations.

Internet traffic classification has used port information defined in IANA [10], such as HTTP,
FTP, and SMTP, which use well-known port numbers. However, other recent applications
commonly use well-known port numbers to pass through firewalls and intrusion prevention
system (IPS). Accordingly, port-based classification no longer provides highly reliable and
complete analysis results.

Signature-based classification is a method of identifying unique patterns used by only one
application; therefore, the given application can be differentiated from other ones, and its
unique signature can be used to classify it. This method offers the advantage of accurately
classifying applications by their identified signatures. However, it has limitations in that the
signatures of all applications must be extracted in a tedious manual process. There are
applications whose signatures are difficult to extract and newly appearing applications are not
handled well.

Machine learning-based classification is a method of performing classification after a
machine learning algorithm has learned the factors, such as port, inter-arrival time, packet size,
etc., that characterize each application. An advantage of this method is that the classification
accuracy is high compared to other methods because traffic is classified using an advanced
algorithm. The disadvantage, however, is that application traffic with a limited scope should
be collected and learned during preparation, which involves a certain amount of overhead.
When this method is applied to an actual network, the classification accuracy is low for traffic
that has not yet been learned. At present, there are several studies that attempt to classify
real-time traffic using machine-learning-based methods [15][16].

Traffic-correlation-based classification is a method of classifying traffic by finding
correlation information among applications. For example, the correlations are presented in
weighted values based on unique characteristics, such as the three-level address system (IP
address, port number, and protocol) of Internet traffic and traffic generation. In conjunction
with certain thresholds, these correlations are used to identify applications. In terms of
classifying traffic, this method has the advantage of optimum completeness because it utilizes
the characteristics of applications. However, when it is applied to actual Internet traffic, it is
difficult to guarantee the reliability of the classification results because thresholds are found
by trial and error without definite algorithms for utilizing the characteristics of each
application.

The integrated method for application-level traffic classification proposed in this paper is an
extension of the signature-based classification methodology. This classification methodology
is constructed by appropriately combining header, statistic, and payload signature
classification methods and behavior and correlation algorithms. Using correlations among
traffic, the method can classify the traffic that each system cannot independently analyze.

3. Considerations

In this section, we discuss some important considerations for the design and implementation of
the proposed real-time traffic classification system. First, the traffic classes by which the
classification system determines Internet traffic identities must be defined. The degree of
traffic classes can be defined with various ranges depending on the analysis purpose, such as
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protocol level, application level, service level, and so on. In this paper, we conduct traffic
classification at the application level, where control of specific application traffic is possible.
For example, diverse applications, such as Internet Explorer (Web browser), uTorrent (P2P
application), Nateon (messenger application), and Melon (multimedia application), transmit
data using the HTTP protocol. In this case, if a specific P2P application must be blocked at the
firewall, the blocking control can be achieved only when application-level traffic
classification is possible.

Compared to existing studies [2][8], the flow format is changed; in this study, classification
is conducted with two-way flows instead of one-way flows. One-way flow is a set of
consecutive packets with the same 5-tuple information (source IP, destination IP, source port,
destination port, and L4 protocol) in one direction. Two-way flow consists of a request flow
and response flow, which are two one-way flows of opposite directions. Two-way flow is
divided into bidirectional flow or unidirectional flow, depending on whether a pair of the
relevant flow exists or not. A typical advantage of two-way flow is reduction in the number of
flows. It is shown that the number of flows is reduced by almost half. Another advantage of
this format change is the easy processing of reverse flow. In existing studies [5][6][12], as
one-way flows were used, it was necessary to find the reverse flow in order to apply the
relevant analysis results to the reverse flow after analyzing one side. However, these
overheads can be reduced because this process is unnecessary in a two-way flow format.

Classification scope is also an important consideration. We aim to classify all traffic of a

target link at the application level. In this case, application-level classification information for
all traffic generated from a target link can be provided. However, if high accuracy is not
guaranteed, the classification results cannot be trusted. Accordingly, to obtain reliable results
in the application-level analysis, a method to verify the classification result should first be
established. To prove whether the classification result is correct or not, we have developed the
Traffic Measurement Agent (TMA) and Traffic Measurement Server (TMS) [8]. The TMAs
are installed at the end hosts and periodically collect socket information used by the processes
running at the end hosts. The TMAs then send the information to the TMS. Using TMA
information, we can generate ground-truth traffic information to judge the performance of a
traffic classification system. The TMS logs the information received from the TMAsS,
compares it with the data analyzed by a classification system, and checks whether the
classifications were correct.
The last consideration is classification time. It is divided into on-line processing or off-line
processing, depending on the traffic classification time. Off-line processing is widely used
because it makes the system architecture simple and system load problems can be easily
solved. However, there are limitations in utilizing the analysis results because the results
cannot be immediately obtained [17][18][19][20]. An on-line processing system requires
distributed processing because the workload is heavy, thus this causes problems in terms of
complicated architecture. However, on-line analysis is absolutely required for providing
differentiated service. In this study, traffic is classified by the on-line processing method.

4. Integrated Traffic Classification System

In this section, we propose an Integrated Traffic Classification System (ITCS) as a means to
enhance the completeness and accuracy of application-level traffic classification and
compensate the existing classification methodologies. Fig. 1 shows the overall ITCS
architecture. ITCS is comprised of four levels. At the first level, all packets collected from a
target link are converted by a Flow Generator (FG) into a two-way flow. The generated flows
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are used as input data for the four classification systems running simultaneously at the second
level. The four classification systems are comprised of three signature-based classification
systems (header, statistic, and payload signature classifier), and one behavior-based
classification system. The signature-based classification systems perform application-level
identification through signature matching, which compares each input flow with predefined
signatures [8]. The behavior-based classification system also classifies flows using an
algorithm based on the behavior analysis of specific applications. For example, the Skype and
uTorrent applications can be identified by the behavior-based analysis system.
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Fig. 1. Integrated Traffic Classification System Architecture

The flows that are classified as fitting certain applications, as well as the flows that are not
classified, are integrated by Flow Integration (FI) at the third level. Every flow generated at the
first level enters each analysis system at the second level. Therefore, because four
classification systems simultaneously analyze a flow at the second level, an identical result
would be produced in the best case, and four different classification results would be produced
in the worst case. The FI stage at the third level is a process that selects the best classification
result from the analysis result produced by four different classifiers. At this point, with the
unclassified results aside, it selects a classification result based on the classifier’s priority. The
classifier’s priority is behavior algorithm classifier (BAC)> payload signature classifier
(PSC)> statistical signature classifier (SSC)> header signature classifier (HSC), and its
selection criterion is defined on the basis of each classifier’s accuracy. At the fourth level, a
correlation algorithm classifier (CAC) additionally classifies the flows, which have not been
classified at the second level, by using the three correlation algorithms with inputs from the
flows integrated at the previous (third) level. The classification algorithms are described in the
following subsections.

Many identification methods [21] have been performed using the first several packets of an
entire flow for flow control. The proposed ITCS is designed to be able to work in on-line
processing mode for the flow control. As soon as a two-way flow is created with the first few
captured packets in a flow at the first level, the flow information is delivered to the second
level before the completion of the flow. The four individual classification modules at the
second level can identify the flow with the first several packets of a flow due to the signature
properties of our ITCS. The third and fourth level modules are immediately activated after the
classification results from the previous level are generated. Therefore, our ITCS can generate
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classification result before all the packets in a flow are captured, which can be deployed in a
real network environment.

4.1. Signature Extraction System

Fig. 2 shows the overall architecture of the signature extraction system, which marks a
preliminary step for the classification. The Packet Collector (PC) collects all packets on the
link and sends them to the FG, while the FG generates flows out of them. The TMS collects
TMA log data from a number of end hosts in which the TMAs are installed, delivering the data
to the Ground Truth Generator (GTG). The GTG generates ground truth traffic data for traffic
classification by comparing the flows generated earlier by the FG. Based on this Ground Truth
(GT) information, the Header Signature Generator (HSG), Statistic Signature Generator
(SSG), and Payload Signature Generator (PSG) produce signatures for each application. These
signature-extraction systems generate header, statistic, and payload signatures and store them
in an XML file. The generated signatures are later used to perform application-level traffic
classification as input data for the HSC, SSC, and PSC. The Behavior Algorithm Generator
(BAG) also establishes a classification algorithm based on the GT. This will be described in
Section 4.2.2. The classification results are used as input data for the correlation-based
classification systems of the fourth level to extract the final classification result.

We first look into the header signature; it uses information in the IP and transport headers.
From among the IP and transport header information, the header signature is comprised of a
3-tuple (IP address, port number, L4 protocol) used only in one application. For example,
Internet applications pass through the process of user authentication before providing actual
service, and this process is covered by a specific login server. Accordingly, the 3-tuple of the
login server becomes one of the header signatures that can classify the correspondent
application.
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Fig. 2. Signature Extraction System Architecture

Fig. 3 is a fixed IP-port state transition diagram [9], which is the core of the automatic
header signature extraction algorithm. Initially, 3-tuples of all servers fall under the “Discard”
state. If a 3-tuple of the server from the already known application comes into the signature
extraction system as input data, the relevant 3-tuple moves to a “New” state.
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Fig. 3. Fixed IP-port State Transition Diagram for Header Signature Generation

If the number of requests sent by clients to the server of the relevant application exceeds the
threshold “Tclienthost,” the relevant application moves from the “New” state to the
“Candidate” state. Lastly, if the time when client requests are received is not concentrated on a
single moment, and another threshold, “Tduration,” is instead exceeded, it becomes evident
that requests for the server are distributed and that the relevant server is using a fixed IP and
port. At this point, the application finally moves from the “Candidate™ state to the “Fixed”
state. The 3-tuples of the application servers that fall under the “Fixed” state become fixed IP
ports and are elected as header signatures. To prevent 3-tuples of applications from continually
remaining in a “New,” “Candidate,” or “Fixed” state, “Ttimelimit,” which is the threshold of
each state, is used to verify if there are any changes. If no request occurs during the threshold,
they are returned to a “Discard” state. Each occurrence of an application’s 3-tuple is observed
to check whether that 3-tuple is shared by other applications. If a 3-tuple is used by different
applications, it is defined as a “Conflict,” and it moves to the “Time Wait” state [9].

The statistic signature is the unique statistical feature of an application that can differentiate
it from other applications; it is generated from its packet data (packet size, window size, etc.)
or the capture information (packet capture time, packet inter-arrival time, etc.). The statistical
information used in this paper is the packet size distribution; specifically, the payload size and
packet direction. We disregard the non-payload packets in the statistic signatures. For example,
the TCP control packets, such as SYN, RST, and FIN, do not include payload; therefore, these
packets are not counted in the statistic signature construction. The direction of a packet is
expressed in a positive or negative number. In the case of TCP, a positive number means a
packet is moving from a client to a server, while a negative number means a packet is moving
from a server to a client. As the server/client division is not clear in the case of UDP, the
positive/negative numbers only express the fact that the directions oppose each other.
Accordingly, in the case of UDP, the first packet is expressed by a positive humber. The next
packet is expressed by a positive number if the direction is the same as the first packet and by
a negative number if the direction is the opposite.

To present the payload size and direction of the first N packets in a flow, we use a method to
represent them as vectors. A flow is represented as f and the payload size of f’s i-th packet is
defined as s;(f). If  is a function for representing a flow as an N-dimensional vector, it is
defined as Eq. (1).

() = (525w () 1)

This study is based on the distance between z(f) for grouping and classifying flows.

The distance between two flows, f and /', is calculated by using the city-block distance. If
d is the distance between two vectors in the N dimension, it is represented as Eq. (2).

APt (f) = Tl si(H) = si(F DI (2)
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Fig. 4 shows the process of generating statistic signatures. The flow preprocessing stage is
where an operation is performed to purify the ground-truth flow data for delivering only
normal application flows to the next module. The preprocessing module first removes all
abnormal flows, such as a flow with no payload packets and a flow with missing packets. Next,
the preprocessing module resolves the out-of-order and retransmission problems in TCP flows
to collect only the normal flows. Each flow completing the preprocessing operation
sequentially enters a grouping module input. Whenever flows sequentially enter the input, the
grouping module first converts each flow into a flow vector (z(f)) for distance calculation.
Afterwards, an operation is performed to find a group (minDistGroup) whose distance (d) is
nearest to the flow. This operation serves to find a group with the nearest city-block distance
from among the groups for which the flow matches every group attribute. If a minDistGroup is
found, it updates the minDistGroup’s centroid vector; if there is no minDistGroup, it creates a
new group.

Group optimization is an operation employed for removing flows that belong to no group
and for minimizing the initial distance threshold of each group. In other words, within a group,
there should only be flows with the same characteristics, and an application should only be
placed in a single group. Each group becomes a statistical signature of each process. This
becomes a basis for traffic classification; however, a collision among groups generates a false
positive (FP) in actual classification results. A collision means that a flow belongs to multiple
groups. To solve this problem, the distance threshold of the group with a collision is lowered to
remove the flow generating the collision. This method changes the FP into a false negative
(FN). In other words, if the method cannot clearly decide if the flow belongs to an application,
it does not classify it. In many cases, traffic misanalysing causes a greater problem than lack of
traffic identification. In addition, when applying various methodologies to classify
traffic—such as in the multi-level classification methodology that many traffic classification
studies are currently using—the case in which there is no FP despite an FN occurring can be
easily harmonized with other methodologies. When a group is finally completed, the group is
used as a signature. This algorithm finally creates statistic signatures in an XML file for each
application.

....................

Ground-Truth Flow Grounin
Traffic Flow Preprocessing ping
Statistic | Conflict | Group

Signature [~ Processing | Optimization

Fig. 4. Statistic Signature Generation

\ 4

A payload signature is defined as the sequence of invariable bytes that appear in several
initial packet payloads of the relevant application flow [12]. That is, the pattern of a payload
signature is the sequence of fixed bytes that appear in a packet payload within the relevant
application flow. In this paper, we define a payload signature as invariable byte sequences of
the n-th packet within the initial ten-packet payloads of relevant application flows.
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Fig. 5 depicts the payload signature extraction phase. The payload signature generation
system produces a signature by an individual application unit. It transforms all traffic data
generated by an application into the flows to use as input.

Basically, we use the longest common subsequence (LCS) algorithm [8] to extract payload
signatures. To enhance the accuracy of our LCS-based payload signatures, we first enter the
HTTP preprocessing phase. The HTTP preprocessing phase merely excludes HTTP packets.
Because the HTTP protocol is used for transporting data by many applications, HTTP protocol
keywords cannot be used for detecting applications. In addition, payload data transported by
the HTTP protocol cannot be used for detecting applications. Therefore, to reduce load for
LCS performance, and to generate accurate payload signatures, it performs an operation to
remove the HTTP protocol keyword and payload data for HT TP traffic.

At the Extract Candidate Signature module, all potential candidate signatures are extracted
by the LCS algorithm [8]. LCS finds the longest common substrings from two input strings.
When multiple input strings ({4, £, ... £,}) of an application are given, there can be more than
two of set S of the substrings (s, = {511,512, -, 514}, S2 = {521,502, -, 52}, ..), TOr which the summation
of all substring lengths of each set S is the same as L...,. This phase uses the LCS to find all
possible substring sequences with maximum length (L,..) to pass them to the next phase. In
other words, the signature extracted in this phase is selected through the process as given in Eq.
(3).

find all S;, such that Ly, = |S;i| = Xk=1 ISikl, S1 = {51‘1,51,2, . sLX}, S, = {52,1,52,2, Sz,y} (3)

The Best Signature Selection module searches for the optimum signature from the candidate
signatures. As shown in Eq. (4), the criterion that selects the best signature chooses the
substring sequence (S, = {si1, sz - Sk2)), Which has the longest substring and lowest number of
substrings, as the best signature from among the candidate substring sequences (s, =

{51,1, S1,25 s Sl.x}' S, = {52,1r S2,21 s Sz,y}r )

Sk = {sk‘l, Sk.2 ...,sk‘z}, Count(Sy) = z, such that k < Count(S;)for all S;,
Max(Sy) = Max{skll,skz, s skyz} = |sk,m|,such that |Sk,m| < |si,j| for all s;; in all §; (4)

In addition, this stage is where substrings with a length below a certain threshold value from
the substring sequence (s, = {si1, 512 - sx2}) @nd which were selected as the best signature were
removed. This process serves to extract only substrings significant for detecting the
application, as in Eq. (5).

remove sy ; from Sy if (si; == text & |sk,i| < 2) && remove sy ; from Sy if (si; == binary && |sk,i| <1) (5)

At the Check Conflict phase, the selected signature is examined to determine if it conflicts
with any other signatures in the list of existing effective signatures. Signatures are generated in
application units and there is a risk that signatures generated from an application can overlap
with ones generated from other applications. Therefore, to generate a unique signature for the
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application, a duplication test should be performed to verify whether the signature does not
overlap with that of other applications.

4.2 Classification Algorithms

In this section, we illustrate classification algorithms, which consist of one behavior-based
algorithm and three signature-based algorithms with signatures that were explained in Section
4.1.

4.2.1 Signature-based Classification Algorithm

Fig. 6 presents a flow chart of the traffic classification algorithm that uses header, statistic, and
payload signatures. If a packet enters the system, whether the flow of the relevant packet has
been generated is checked. If the flow already exists, it is updated; if the flow does not exist, a
new flow record is generated. If a flow has already been identified as an application, the next
packet is inspected. If the application has not yet been determined, it is analyzed by comparing
it with the signatures of the three (header, statistic, and payload) classification systems. The
signature-based classification modules are activated every time packets in a flow are captured,
making it possible to get the identification result before the completion of a flow.

Check the
next packet

Update the Flow

Already
Determined?

No
i Header Signature List
Statistic Signature List
4 Payload Signature List
- Yes
Determine the
Application Name

No

Yes

Uncertain Traffic

Fig. 6. Signature-based Classification Algorithm

Three types of signatures are described by different forms depending on their respective
characteristics as shown in the equation below, and they are processed by independent
classification modules. The header-signature- and statistic-signature-based classification
modules construct a signature in a hash table structure. The payload-signature-based module
constructs the signature with automata to improve the application identification speed and
efficiency.

Header Signatures = {(hs, name)| hs = {IP, port, protocol},name = application name}
Statistic Signatures = {(z,d, name)| T = {sy, s, S3, S4, S5}, d = distance,name = application name}
Payload Signatures = {(re, name)| re = regular expression, name = application name}

If the flow matches one of the three signatures, it is classified as a flow of the relevant
application. The undetermined flow is respectively classified by the three signature-based
classification modules. If the application is detected by more than one classifier and their
detection results are the same, the flow’s application is determined by the detected application.
However, if the application detection results are different in more than two classifiers, the
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flow’s application is determined depending on the priority of the classification algorithm
(BAC > PSC > SSC > HSC) at the FI.

It cannot be determined what application the previous packet is from; therefore, if the flow
does not match any of the signatures, the next packet is inspected. Flows that have not been
classified in the second-level signature-based systems and behavior-based classification
system are classified using a correlation algorithm. This correlation algorithm is described in
Section 4.3.

4.2.2 Behavior-based Classification Algorithm

Behavior-based classification is a method of categorizing applications that are difficult to
classify by signature-based classification methods. In this method, they are classified by
analyzing the specific behavioral patterns of each application. Many signature-based and
machine-learning methods have been proposed for application-level traffic classification;
however, the results of applying them to applications, such as Skype or uTorrent, show low
reliability. In the behavior-based classification module, we gather ground-truth traffic of a
target application, analyze the application’s unique and distinctive traffic pattern, and
construct a behavior-based analysis model to identify the application traffic. Currently, we
have constructed a Skype traffic identification model that provides good performance.

Itis difficult to apply a signature-based classification system to Skype because the port used
by Skype randomly changes and the data transmitted on the network is encrypted [22][23].
The keys to the Skype traffic detection algorithm are meant to detect Skype traffic through
deep packet inspection (DPI) of the several initial packets of traffic flow, and to detect Skype
flows generated from other Skype clients (SCs) by building on this basis a list of hosts {IP,
port} where SCs are installed.

START

Detection Classification

Check the
{IP,port}ist

Check a next packet

Update the

H
H
H Determine as Skype {IPportylist

‘ Update the flow

Determined
or not?

Time-out

Determine as
Non-Skype

NO

Uncertain traffic

Fig. 7. Behawor based Detection Algorithm for Skype

Fig. 7 provides a flow chart of the Skype application traffic detection algorithm. First, when
a packet is captured, new flow information is generated based on the relevant packet; in the
case of an already-generated flow, the flow information is updated. If it has been already
determined whether the flow is from Skype, no further inspection is conducted. However, if
that determination has not yet been made for a particular flow, the behavioral classification
phase begins. In the classification phase, a determination is made whether the relevant flow is
from Skype, or a judgment is made that more packets should be inspected (uncertain traffic).
Additionally, if the relevant flow is determined to be a Skype flow, the information of the host
{IP, port} is added to the host list.

At present, we are analyzing only Skype traffic by behavior-based classification methods.
To date, the uTorrent P2P application is more than 90% classified by using the
payload-signature method. However, uTorrent adopts a bypass mechanism by using UDP to
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avoid firewall and traffic engineering systems. Therefore, an additional behavior-based
classification method is required for uTorrent traffic. We have begun considerable focus on
uTorrent.

4.3 Correlation-based Classification

In this section, the correlation-based classification algorithm that is the core of ITCS is
described. Signature-based classification methods previously proposed pose the precondition
that the signature of the relevant application must be known. Therefore, the problem is that
whenever a new application appears, the signature of the relevant application must be
extracted. Additionally, there is application traffic for which a signature cannot be extracted,
even by our various methods; that is, there is application traffic with no possible signature. Of
the traffic that cannot be classified by signature, however, some traffic can be classified by
using correlations among flows.

Correlation-based traffic analysis is a method of expressing correlations among traffic flows
using weighted values based on certain characteristics, such as the 3-tuple level address
system (IP address, port number, and transport protocol) of Internet traffic, the traffic
generation time, and the generation form. In addition, the method classifies traffic into
application programs by applying the threshold of the weighted value. Using this method,
diverse correlations among flows analyzed by existing signature-based classification methods
can be identified, and our analysis completeness can be enhanced using these correlations. In
this paper, the three following traffic correlations have been identified and applied.

(1) Server-Client-based Correlation

The server-client-based correlation methodology is based on the assumption that a server
3-tuple (IP address, port number, and L4 protocol) is used by only one application. Of the
traffic analyzed by the preceding signature-based classification system, if there is a
classification result that includes a server, an assumption is made that the 3-tuple of the
relevant server has been used by the relevant application, and the traffic of the client that
communicates with the relevant server in the network being analyzed is classified as that
application.

(2) Generation-Time-based Correlation

The generation-time-based correlation methodology begins with the assumption of a high
possibility that traffic generated within a certain period by only one host is from the same
application. This method groups the traffic not classified by the preceding methods into hosts
and short time intervals. If there is traffic classified among the relevant groups, it classifies all
traffic that belongs to the group as belonging to the relevant application. This method requires
a preceding experiment to establish a period adequate for the relevant network because the
completeness and accuracy of the analysis are affected by the period used in the grouping
standard.

(3) Host-Host-based Correlation

The host-host-based correlation methodology begins with the assumption of a high possibility
that the communication occurring between two hosts is generated by one application.
Therefore, if only part of the communication between two hosts has been classified by the
preceding methods, we classify the unclassified traffic as being from an application of the
classified traffic. In the case in which communications data is sent and received, the
communications for control and those for data transmission occur at different ports. In this
case, if the traffic that has transmitted the data has been classified, the traffic for control is
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classified as the same application. The traffic between hosts that demonstrates this form is
effectively analyzed using host-host correlations.

The priority of the above classification methods is server-client-, generation-time-, and then
host-host-based correlations. The target of this correlation-based classification method is only
the traffic not analyzed by the other methods. Accordingly, additional classification is made
possible without decreasing the accuracy of the signature classification result by giving a high
priority to the server-client-based correlation method, which has the highest accuracy.

The greatest advantage of this flow correlation-based classification algorithm is that it can
classify, based on correlations, the traffic that could not be analyzed by the preceding
signature-based classification system. A limitation of the signature-based classification
method is that it cannot classify, or it incorrectly classifies, the traffic if it does not have a
matching signature. However, when a flow correlation is used, the traffic without a signature
can still be classified using the correlation among flows. Another advantage is that the
proposed correlation methods can be applied in real-time manner, which makes it possible to
get the classification result at the beginning of a flow.

Nevertheless, flow correlation has a limitation; that is, the performance of the flow
correlation-based classification is highly dependent on the preceding classification results. A
single wrong identified flow from a preceding system can cause a number of wrong results. In
ITCS, the final product of this study, the signature-based classification method should provide
highly accurate classification results to only the next module.

5. Evaluation and Verification

In this section, we describe the verification system and evaluation metrics to prove the validity
of ITCS, and we discuss the result of applying the system to actual traffic on the campus
network of Korea University.

5.1 Verification System and Evaluation Metrics

In this subsection, we present the environment built to verify the analysis of ITCS, as
described in Section 4. All raw packets passing back and forth in a campus network were
collected from the target link. Fig. 8 shows the sites from which the traffic was collected. The
Internet access point of the campus network was comprised of a router leading to the Internet
and two core switches at the bottom. Traffic collection was performed through ITCS; an IPS
and a device for QoS guarantee were connected to the router; and traffic was collected
between two core switches under the device for QoS guarantee. The bandwidth of each link
was 1 Giga.

ITCS collects packets and generates flows in one-minute units. It passes them to the
classification system for analysis, which is completed within one minute. To be specific, ITCS
is a near-real-time system because traffic is analyzed with a total delay of two minutes. It
gathers minute unit classification results to show a classification result after one hour; it then
gathers hour unit classification results to show day-of-the-week unit classification after 24
hours; finally, it gathers the results of a week to show the weekly classification result. These
results are gathered for a month, and even for a year, with the data being used not only for
real-time traffic classification, but also for trend analysis of application-level classification.
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Fig. 8. System Deployment Environment

To verify the ITCS results, the following evaluation metrics were defined and used. The
verification evaluation metrics were comprised of completeness, accuracy, overall
performance, recall, and precision. Each evaluation metric was expressed in units of flow,
packets, or bytes, respectively, for multilateral analysis. The first verification metric,
completeness, is the amount of results classified by the relevant classification system
expressed as a ratio of the whole traffic. Accuracy is expressed as the ratio of precise
classification found by verifying how accurate the results classified by the relevant system
were using GT. The last evaluation element, overall performance, is the ratio of the accurately
classified portion of the whole classified traffic, and it is a product of completeness and
accuracy. The classification accuracy can be divided into overall accuracy and individual
application accuracy. It uses recall and precision to evaluate individual application
classification accuracy.

5.2. Verification Result

To perform the integrated traffic analysis proposed in this study, we conducted a test for traffic
on a campus network. For the test, classification results were derived based on all traffic
generated on the campus network for six days using a general-purpose computer equipped
with an Intel Core i7-2600 processor, a 3.4 GHz CPU, and 8 GB RAM.

To evaluate ITCS performance, a test was conducted for the traffic trace described in Table
1. The Flow column shows the number of the in/out flows of each day, the Packet column
presents the number of packets, and the Byte column lists the number of bytes of the in/out
traffic. First, three signatures (header, statistic, and payload) and a behavior algorithm for
Skype were extracted with the traffic traces from Day 1 to Day 5. Application classification
was then simultaneously performed in real-time for the Day 6 traffic.

Table 1. Test Traffic Trace

Flows(10%) Packets(10°) Bytes(10%)
Dayl 3,089 /48,872 111/1,801 86 /1,541
Day?2 3,200/21,767 95 /749 67/ 624
Day3 3,352 /55,940 90 /2,034 65/1,707
Day4 3,450 /53,353 136 /1,969 112/1,673
Day5 2,932/52,282 95/6,051 70/ 58,334
Day6 3,232/50,322 116 /1,852 106 /1,547
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Fig. 9 depicts the ITCS classification results. The figure shows the classification results of
data from the sixth day. The applications are listed by name and the classification results are
shown by flow in a pie chart. The chart presents an application-level classification of the 11
most frequently used applications, while other applications are grouped in the “etc.” and
“unknown” categories. The highest percentage of the traffic was generated by uTorrent, one of
the torrent applications and occupying about 50% of total campus traffic. This is the most
popular torrent application in Korea among torrent applications such as BitTorrent, VUZE,
and libTorrent. More detailed analysis on the torrent traffic is necessary to understand the
behavior and pattern of the traffic as well as the identity of the traffic, which we are planning to
study in our future work.

We tried to compare our classification result with the other system, such as Bro [24]. Since
the traffic classes covered by the systems are different from each other, it was difficult to
compare the result one by one. However, we could certify that the analysis result on
application-protocol level showed the same proportions of HTTP, FTP, SMTP, SSH, etc.
When we applied our signatures to the Bro, it showed that some of the common applications
are classified with the same rate as uTorrent, pdpop, nateon and ndrive, as shown in Fig. 9.

Traffic Identification Application Breakdown During One Day

unknown

— 233%

facebook
1.42%

pdpop
2.93%

Fig. 9. Application-level Classification Result

Table 2 shows ITCS classification completeness, accuracy, and overall performance. By
comparing the ITCS classification result with other signature-based classification results, it is
evident that the completeness of the proposed methodology is relatively high. The weakness of
the header and statistic signature-based classification methodologies with low completeness is
resolved by the correlation-based classification. In other words, the correlation-based
classification can analyze the traffic that has not been analyzed by the three signature-based
classification methods and behavior algorithm. Based on correlations among flows, the results
show better overall completeness.

As shown in Table 2, our classification system yields a high accuracy of more than 97%,
which is higher than other existing analysis systems. However, we can see that the accuracy of
our system is slightly lower than the results from the header-signature-based classification
system. The accuracy is lower primarily because of conflicts among different applications.
The result of analyzing the traffic involved in conflicts showed that, in many cases, an
application used several application-level protocols. In particular, conflicts among several
Web Disk applications, which use the same application-level protocol, were the main cause of
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accuracy deterioration. Additionally, because a diverse range of programs provide Web-based
services, conflicts among these Web-based applications and iExplorer caused further
misclassifications.

Table 2. ITCS Completeness, Accuracy, and Overall Performance

Completeness Accuracy Overall Performance
Flow Packet Byte Flow Packet Byte Flow Packet Byte
Integrated | 97.63% | 95.47% | 95.69% | 97.94% | 97.15% | 96.88% | 95.62% | 92.75% | 92.70%
S{.{g‘:ﬁze 24.83% 5.15% 3.99% | 99.91% |  99.92% |  99.91% | 24.81% 5.15% | 3.99%
Sliilgite 18.99% | 30.31% | 31.52% | 97.20% | 91.89% 98.11% | 18.46% | 27.85% | 30.92%
Signature . () . 0 . (] . (] . (] . 0 o () . () . 0
. . (] . 0 . 0 . (] . (] . 0 . 0 . 0 . 0
Sﬁgﬁ;‘iﬁi 86.06% | 76.75% | 75.72% | 97.49% | 94.18% 9540% | 83.90% | 72.28% | 72.24%

For our purposes, overall performance is the degree of accurately classified traffic among
total traffic. That is, overall performance is a product of completeness and accuracy. The result
of overall ITCS performance shows an accurate classification of 92% in bytes for applications,
which is superior to other existing classification systems. For existing signature-based
classification systems, while only payload-signature-based classification shows an accurate
completeness of more than 72%, the other signature-based methods show an extremely low
accurate completeness of approximately 20%. If the conflict problem described above is
resolved, a higher accurate completeness can be achieved.

Table 3. ICTS Precision and Recall

Precision Recall
Flow Packet Byte Flow Packet Byte
utorrent 97.06% 96.30% 96.11% 100% 100% 100%
nateon 96.42% 95.98% 96.41% 100% 100% 100%
ndrive 95.66% 99.91% 99.97% 95.42% | 96.35% | 95.23%
melon 97.05% 98.02% 98.36% 100% 100% 100%
digsby 100% 100% 100% 97.44% | 92.17% | 94.25%
Kkartrider 99.35% 98.49% 99.10% 100% 100% 100%
pdpop 93.55% 94.64% 96.51% 100% 100% 100%
dropbox 94.66% 93.98% 96.19% 100% 100% 100%
pandoratv 96.76% 95.06% 95.52% 100% 100% 100%
facebook 98.33% 98.63% 98.93% 95.00% | 99.32% | 99.94%

Table 3 presents the results of ITCS precision and recall of the ten most frequently used
applications in the campus network. We collected 500 flows using TMA agents as
ground-truth data. It is evident that for both precision and recall, ITCS shows a high accuracy
of more than 95% for most applications. The relatively low recall value for Digsby relates to it
being an application that integrates various messengers. An object is not classified by Digsby
if each messenger uses its own protocol.

6. Conclusion and Future Work

To guarantee Internet QoS and provide data-centric services, the importance of traffic
classification is greater than ever. In this paper, we proposed ITCS, a multi-level, integrated,
near-real-time method of performing application-level Internet traffic classification. The
proposed system combines and compensates several signature-based, behavior-based, and
correlation-based methods in parallel and cascading steps to achieve a satisfactory
classification performance in a real operational network. In addition, we implemented ITCS
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and deployed it on our campus network to prove the validity and feasibility of the proposed
multi-level integrated classification method. Using this system, we supplemented the
limitations of signature-based classification by integrating the classification results from
preceding modules into the final correlation-based classification modules. Deployed in our
campus network, ITCS analyzed Internet traffic generated by approximately 246 applications,
and it demonstrated a 97.63% completeness and 97.94% accuracy in flows.

From this study, we confirmed that conflicts among different classification algorithms
reduce classification accuracy. Accordingly, we intend to conduct an in-depth study to resolve
the conflicts among individual classification algorithms. Furthermore, we plan to build a solid
real-time system possessing high reliability from the accuracy enhancement of individual
signature-based classification algorithms and by additional studies on the real-time processing
of flows on the basis of the current ITCS.
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