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Study on Classification Scheme for Multilateral and
Hierarchical Traffic Identification

+

Sung-Ho Yoon" - Hyun-Min An"™ - Myung-Sup Kim

ABSTRACT

Internet traffic has rapidly increased due to the supplying wireless devices and the appearance of various applications and services. By
increasing internet traffic rapidly, the need of Internet traffic classification becomes important for the effective use of network resource.
However, the traffic classification scheme is not much studied comparing to the study for classification method. This paper proposes novel
classification scheme for multilateral and hierarchical traffic identification. The proposed scheme can support multilateral identification with
4 classification criteria such as service, application, protocol, and function. In addition, the proposed scheme can support hierarchical
analysis based on roll-up and drill-down operation. We prove the applicability and advantages of the proposed scheme by applying it to

real campus network traffic.

Keywords : Traffic Classification, Traffic Identification, Classification Scheme
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Fig. 2. Four Criteria of Classification Scheme
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Table 7. Traffic Classification Results

Flow

Packet

Byte

20.26%

30.89%

31.19%

80.51%

96.61%

97.40%

43.04%

56.26%

54.68%

8.41%

19.13%

20.32%

86.61%

98.53%

99.09%

Table 8. Details of Layer 1 in Service Criteria

Layer 1 Flow Packet Byte
education 24.58% 7.57% 6.70%
portal 18.17% 7571% 6.60%
commone_use 12.24% 8.21% 7.75%
community 6.95% 3.88% 3.33%
multimedia 5.04% 11.93% 12.90%
Etc 33.02% 60.83% 62.72%




Table 9. Details of Layer 2 of Portal in Service Criteria
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Table 12. Details of Layer 2 of file__sharing in Application Criteria

Flow Packet Byte Flow Packet Byte
Daum 30.66% 46.42% 52.73% pZp 93.32% 73.96% 69.67%
Nate 29.75% 19.27% 16.09% web_hard 6.68% 26.04% 30.33%
Naver 18.98% 16.52% 14.40%
Google 7.80% 3.63% 2.84% Table 13. Details of Layer 3 of p2p in Application Criteria
Yagoo 1.15% 0.98% 0.96% Flow Packet Byte
Etc. 11.66 1319 12.99 bittorrent 91.99% 98.59% 99.21%
utorrent 7.99% 1.39% 0.77%
Table 10. Details of Layer 3 of Naver in Service Criteria emul 0.0191% 0.01% 0.01%
Flow Packet Byte soribada 0.0007% 0.00% 0.00%
g 21.711% 34.36% 41.19% mobile_fileguri 0.0004% 0.00% 0.01%
search 31.55% 17.69% 12.01% azureus 0.0000% 0.00% 0.00%
imgnews 7.33% 9.64% 11.08%
sstatic 8.40% 10.69% 9.93% ¥ 4= TRER JFoA EEY ET 2 142 EE
music 1.18% 5.95% 8.48% ANA 9 57e] EdEs Ao dolth AA wRHE A
map 759% 6.95% 7.18% v EP e $g AA100%) 2 ALtsoct.
static 11.00% 6.95% 4.89%
blogimgs 5 80% 451% 201% Table 14. Details of Layer 1 in Protocol Criteria
nmv 476% 2.61% 161% Flow Packet Byte
kin 0.32% 0.49% 0.62% web 76.86% 55.09% 55.88%
apps 0.28% 0.11% 0.07% p2p 13.94% 14.25% 13.85%
tvguide 0.02% 0.02% 0.02% utility 4.14% 3.94% 1.49%
blog 0.08% 0.03% 0.01% web_hard 1.87% 10.65% 12.84%
im 1.32% 1.59% 1.38%
s o o9 ZolA BEE Egy = B2k
E P & AA(100%)=2 Aste AxE 1JrEPLH 11}

Table 11. Details of Layer 1 in Application Criteria

Flow Packet Byte
_maizgiymem 28.68% 5.30% 445%
collaboration 24.62% 50.46% 51.54%
file_sharing 22.24% 16.87% 16.86%
web 9.48% 6.44% 6.08%
entertainment 8.48% 17.46% 17.97%
etc 6.52% 347% 3.10%
& % 12, 13& 1A% file sharing? 27A% A3}
p2pe] 3A1%5 A#E AEshete] YERA Aol
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Table 15. Details of Layer 2 of web in Protocol Criteria

Flow Packet Byte
http 80.43% 98.98% 99.75%
dns 19.48% 0.99% 0.23%
https 0.09% 0.03% 0.02%
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Fig. 3. Result of Multilateral and Hierarchical Traffic Identification in Nateon
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