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Remove all non-payload packets from the packet sequence

1: procedure Detect abnormal Packet Sequence

2: Input : packet sequence of a TCP flow

3: if (P(n) ==Bp && P(n+1) ==Fp) {

4: if (P(n)(Ack) <=P(n+1)(Seq) && P(n)(Seq) >= P(n+1)(Ack) ) } then Cross-order
5: else normal

6: }

7: end procedure

Payload packet : a packet with payload data
Non-Payload packet : a packet without payload data
P(n): n-th payload packet in a TCP flow

Forward packet (Fp) : a packet from client to server

Backward packet (Bp) : a packet from server to client

1% 2. Cross-order €4 418 &Fe 23

Remove all non-payload packets from the packet sequence

1: procedure Resolve Cross-order
2: Input : packet sequence of a TCP flow
if (P(n) and P(n+1) are Cross-order ) {
change P(n) and P(n +1);
n=n-1,
goto 3;
}

: end procedure
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X 3. Ground-truth

Traffic Class Description of applications flow (10°) pkt (10°) byte (10°)
Skype P2P communications 2.9 43.9 17.6
GomTV internet TV service 15.2 2,637.0 2,515.6
Naverlive video streaming 2.6 50,807.5 41,404.3
Nateon instant messaging 0.9 337.1 62.5
Outlook MS mail service 12.7 1,150.4 692.3
PUTTY Telnet/SSH client 0.7 80.4 115
Xshell Telnet/SSH client 1.2 177.1 22.8
Teamviewer remote control 1.8 722.6 291.7

Dropbox cloud file sharing 111 294.8 158.5

¥ 4. Completeness 9} Overall Accuracy

completeness Overall Accuracy

qg A 1 5 EEaE RS
Flow 44.16% 44.38% 99.97% 99.99%
Packet 90.04% 90.30% 99.99% 99.99%
Byte 90.45% 90.68% 99.99% 99.99%
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¥ 5 7/ §89 Precision, Recall

Flow Packet
Traffic Class Precision Recall Precision Recall
A8 4 [ 985 | As A | A8 ¥ | A6 A [ A8 5 | 48 A | A8 ¥
Skype 99.99% | 99.99% | 51.49% | 51.49% | 99.99% | 99.99% | 69.84% 69.84
GomTV 99.97% | 99.99% 5.48% 5.48% 99.99% | 99.99% | 83.57% 83.57
Naverlive 99.99% | 99.99% | 80.78% | 81.56% | 99.99% | 99.99% | 90.84% 91.10
Nateon 99.97% | 99.97% | 8531% | 85.31% | 99.99% | 99.99% | 98.39% 98.39
Outlook 99.98% | 99.99% | 70.85% | 71.47% | 99.96% | 99.98% | 64.55% 65.03
PUTTY 100% 100% 98.13% | 98.13% 100% 100% 99.50% 99.50
Xshell 100% 100% 96.28% | 99.26% 100% 100% 97.29% 99.15
Teamviewer 99.97% | 99.99% | 50.41% | 50.88% | 99.99% | 99.99% | 83.68% 83.74
Dropbox 99.98% | 99.98% | 97.01% | 97.01% | 99.98% | 99.98% | 97.89% 97.89
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