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Performance Improvement of the Statistical Information based Traffic
Identification System

An Hyun Min" - Ham Jae Hyun™ - Kim Myung Sup™

ABSTRACT

Nowadays, the traffic type and behavior are extremely diverse due to the growth of network speed and the appearance of various
services on Internet. For efficient network operation and management, the importance of application-level traffic identification is more and
more increasing in the area of traffic analysis. In recent years traffic identification methodology using statistical features of traffic flow
has been broadly studied. However, there are several problems to be considered in the identification methodology base on statistical
features of flow to improve the analysis accuracy. In this paper, we recognize these problems by analyzing the ground-truth traffic and
propose the solution of these problems. The four problems considered in this paper are the distance measurement of features, the selection
of the representative value of features, the abnormal behavior of TCP sessions, and the weight assignment to the feature. The proposed

solutions were verified by showing the performance improvement through experiments in campus network.

Keywords : Traffic Identification, Traffic Analysis, Statistic Signature, Application Traffic

{0

ol

O

A AR 76 B 24 W E] A ¢

=, + = =1FF kaai
Ob & oI' -8k A &7 -4 H M
2] of

WEY I n&she} vhke Ao SHoR oo EYD Egge 23 sl vk £ UEYD BelE 984 QoS
SLASE 2o AAS Agslr] A Edy B4 FqAE ¢4 2 2R Faio| Atk @AZA Efg Bl w3 AT} s
Aaslo] ghd 2ol B0 BA AUE o] 83 Efj¥ BF WHEe] wo] A7H Uk A Er99] B ARE o &3 =i
2 BR W Ec: 23] ujslel & ofe] BAIHe] k. B wRdAE Agx Efg BAS B8 A AR s 295 BA WgE
alAdol sl BAEES BAs T 1 sl dial Agksitl B AR W s BA WgEdA B3 adsol & BAHe &
7% FeatureS9] Awl 24 Wzt glmgh 22 99, TCP A4 o454, 221 shzl ¥ 7hExlolt) Aokshs whie A4 54 A
YA Fuk B BA] A0S o 43k sh| WMo H8S Bd| 1 ABS AZEH.
JI9C : EHE B8, EHT 24, EH AIQUN, 28 Ed
.M B A Z71E AeltHl, 2] QoS (Quality of Service), SLA

(Service Level Agreement)) CRM (Customer Relationship

HEgDe] mkalsl tepgk Anlze] SFoR onde  Managementdt 2 AAL M) AME By 2
YEYD Efule B thra|xa Q). od A Lo A FANAE BT 59 FaAel Atk oYY olf =
A FZeAQ YEYD AHS Y8 Edy B Fegde dAre Edy 5ol # Ay 2dd] JPHo] %

ok B2 B Pl ARHIAR, H2dE TRl F

AP E ol83l EyE HEix v o] ®o] oLy
# o] =EL 20129 AR(LKAE L) AYOT FHATA L2012 A ARE olgs Bl £ WHD, 4 5ol wel v
RIAIA2007483) 2 20139 = AR (vefdzaalt)e] Aoz ghatad i Qth
G2 A B 7 FE 7] % ) ek | o] A5 ol 3P - -

ST IR0 00T ) AU ek Zugo B 4RI ol§F LR WHe AR 27, )
il . ’
tE 8 9 weusta AR AR AN o) = o = Zoos DR
v 8] U e GEEAus) AR, s agary 2 o0 AR A RS A7) 5 SRS A o
Tt S8 aedshn AFE AR Fag AERNE dolA vt BAH EAE o&sto #A
=EHF 20139 39 26Y - . -
4 90 1A 20139 59 209 B 54 dugFed AHgsld Edge BERse

AR 120134 79 49 .
' o A ol 2 Aoteo] g6l =3 5 BAY FRE o)

*

Corresponding Author : Kim Myung Sup(tmskim@korea.ac.kr)

KIPS Tr. Comp. and Comm. Sys.



Ao N ge) ez

=

=

Z 7%= PSD

[l

= MB8=(2013. 8)

=]

AN T2

I

=1
=

=EbSE
[4,7,8 9, 10]°] #ol AltsaL

336

TS
S
RO = a2 ol iy
~al - o 0 W Bo
- \w T T O weTE l.
ﬂc_lw Q\\W ﬂUlﬂﬂEﬂ%ﬁ. efumﬁw%wwd‘drbtiﬁﬂatq = 4
e » NS B R R R gz ] A
o E Ty E RN o mEwR R R e Ty gz ®HE
(e T R Dl ®gly O e
B o v ﬂﬁdﬂi LROR ;oLonl o < TR — B o o) EW;OEAE
i ® 0 TH s T e g e g Ty o T % o v
o M @ - = THE TR sE Pl S =
% N @ 3 mﬂ;ozo{An_Al mﬂge%mum_uﬂﬂatvQE_ULEQEH] — o E
A * M\V_u = . ]ﬂdﬂftﬂﬂA ‘Olmw.oE] w _ T E ~ s A‘Dl,q =
- 8 T B WO ™ TE Py = F ogp B @lﬂﬂnmil 2ode 2
= © g g w, EP NP o am T ° ER M T B by g
] E [a) % S e Mo R S A A 1| utﬂwﬂmbt ch Vo]oﬂ o =
3] N N Rl A ﬁ.&oﬂufssji my &o,maoﬂo]ﬂewu/n\u
T Z £ M ,EaMu.%WmuﬂuuﬂﬁPP%ﬂ@%1bmﬁ%%ﬂzMJ%J
@Pﬂ.. Q ol 5 Hmﬂomw%ﬂmaeamn‘%mwmwnomm 4%JW%%7WME@
— = R T 2_® 5 il
0T 8 3 S 5 Thaen® s ol w2 TS T T prexEd®
7o ® NI R S Qo L A oo T A R S T R
LT © n @ ) SEF me‘u_,/l;QDOC D,zEMEE,.:EAﬁZ.Q]ﬁo‘DFUoﬁo‘IU|] owo‘_t
%E_Eﬂ = g = = ATy E_Eﬁ%%_zfn%%%ga,A%_djl, Wzmu%% °
%o g w mpEEHT S EXlsE AR Ty T L Tw T
& & > e E w4 aeqo%AHHIOTyﬂlﬂﬂgEMDf
oS iorzmxdﬁaoiorﬂﬂAﬁHL A AT T =
E o S W o < mjzﬁjﬂ%ﬁumﬂ%%@ﬁ%%Dﬂ#c%%mnu%%%l
~ —_ A 0 —_ N
B o o o Hp N < = A w o .- o N ;OTﬁ T W e — g
w28 L lﬂwamﬂ.mﬁw&.%y mﬂd.ﬂ%ﬂu%P%mwi%m:ﬂdr%oOM
I ‘IOf;oL o T 7]7_1‘.5 n *OoF © yogo]w:ell.l ~ o
TS E et om Tl e
7_zTﬂA%au%l[mevauafau%Emﬁii%ﬂ.%D@HdﬂE%
o o T ° ;oafﬂiﬂz.ﬁowoﬂ%o_mmrw mElwe & p N
gTmE o wEer - U EE  Bewi
%o %o % W m ™k 27 wﬂo o oo T . do Wy N B
- T — X atsl To — = o w5 R
=B O~ M = g 0T =R OP e R T N
oy B o N ol Towmae e 2EREERT UM SRR RED
TEEER =E0F w R o o R i B c I
H._ﬁ % bt,m% qoL i ﬁ&r]ﬂ A _,Moﬂo H._ﬂﬂﬁ_u E,Dl:i Bar ﬂ :,L EW\F wmo —_ o OE Oﬁ
B o =3 — ,MWE_oﬂﬂo]ﬂm:i Iy W oRe B E 5 Al BI__%PEE7¢I KR
w%%_ﬁz n-ow < < %%WEO_ Jﬂﬂmezﬂaﬂn,amaﬂﬁcﬂ E% %%Ea%iﬂuo
E_ogi_zjrﬂm < T A AT _tiﬂ& A < o do ﬂ},E.mmLo%V 1%%%%,%5%@” ~
_ = T s My eX — ﬂ%;ﬂ{%mcH}MJ 5 L F N I K
HaBnl <Fdn DFs,ufc = c tT. TeZprisdicEE
Tl %M%ﬂ%ﬂw%%%%u. PR oo T 2 oo 1;5Damb@ov%w
CREET meiv LTRESR T oo BT PR R w Rl T
ﬁolﬂLnWMﬂ QomMﬂﬂ momrl&aﬁﬂﬁﬂ,_@ Nromoiﬁﬁﬂw@mnuiﬂ,_ﬂtkﬂl.q Moza._obti%dr.ﬁoﬂwio
LC i ]‘A_l;o 1ﬁmo1ﬂ_r1m£o EL:LOIM_MO\% fdwé.e .c.a T o ﬂmowa H\m‘.ﬁro EE‘H ‘.Wo‘m 1 »E.#O‘H_OI‘OIO =) L.o‘lEﬁ HT_
T kX li%_z%@%%ﬁﬁzﬂﬂ I D S ﬂow%%ﬂﬂwubﬁ?
Eoﬂ_ol,DFMP Mﬂ.@uOt%OJIMELFSNI%E_eWoH MﬂHEEOm_oHHL Wt_vo*oﬁeﬂﬁmxxﬂﬂ E_umu,olﬂr ﬂmlﬂd!.%@ﬂ‘mﬂ
W e B & ;maﬂweﬁma_@ﬂdﬁo%WEﬂ‘ﬂ WMQ%@MJ%%% oL%dr.@niimmﬂH%aL%mME
il X = : HML01LE. RO P ea o -~ £3 K ogh=xnxh = T
~ W =~ § w 2oz W AT o X0 W o= = oy = 2wl ue o .m R ERT
oo T o e T K3 N o P N ST w o or A = O
E%ﬁ%ﬁW%%ﬂ%ﬁ%@ﬂW@ﬂﬂ% M%ﬁw%%ﬂ%ﬂa%wﬁ%@mwma%w%%ww
T 5 N i.ﬁoT__m 3 < o P o) = H oo HoLﬂ&oaﬁﬂx X =z .]E.#ﬁ}_owims_
ﬂ@%mo@u_x%1d%oqmﬁ.mo o K %H_d7.D1iﬂ«W1,ul =
A ]zzoAzﬂE d|4;1}| I — ) NP % o im0 — T T A
A S04 SISEAETTEL ML M- FlgiinilrinsiiTaiiziiizes
;ﬂr_z_lﬂu J,Dl.ﬁn Jlﬂﬁu_._u,.uu = oK = fas Hin ok “ B D o N -
%%Wﬂ?@&o%ﬁ_@ﬂ%mauawwtnmﬂﬂqu W W mm s 4 ,mlﬂAadw%%EdUMNWTE@AT%
3 R T H i Sy Ml A g G pL L EIT T 2 Mo o
e w%mﬂmo_s%ﬁg%ﬂkwéﬁa F L%%ﬂﬂ%%%ﬁm@,ﬂuiéﬁﬂbﬁ xT B 5
bR B R B R § TwwANER ELE L EEEw Py ® o Ko
o) R = N ~No ™ @ R BV R WP v
af7ﬂ%icﬁoloVumﬂur1|uUE moﬂ__oLSﬂﬂer
ROR TR N T AT HI.J&M oTW(ﬂA@aLtW
E%im,}ﬁﬂuﬁﬂwmﬂ



Application A Application B
Unknown App.
\®
Set App. B
A
@
RY
Set App. A

Fig. 2. The example of traffic classification based on the
statistic signature
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Fig. 3. The methods to measure the distance between two
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Fig 1B. City-block distance
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Fig. 4. The distance between two points
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