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fulelE 2 2] AR= T AuelA Adstr] witel MH e dly Jr= EE E400M 2 v =
Y. AA, g V1€ AFBI6][7]0A4 Al dY FRE EdH 24l ARgsiit. 7=
ATelM & ARE B 240l FEsta defshs WH2 2 B Aol AAs AW

el AlaUAE 7IE e dAESs s or S5 & AN, Y Fre 2o w FAH=

A

Alayxel S5A4o=m s Ay vt AEHHoR Frtsite FAES 7EAA dvk. AA
Aayx=z A 7pse 23 29(1P:2¥, port:2'°, protocol:2)elth. A A EEld wry A=
A3l e AIYAE AT & s BRE ofYg, AYA Y ST EAAEE e ER
28t} mEbA, AdE AITIUA FollA Ao &89 Tt & AIYUARRS fAEta 1% A &2
AU 7] AAlste @321 AlY A ] Wye] SqE T

2 =RolAE e AaYA #AEE sl e el 7)dkgt S Alekstt). g g4
#e 94E 7Hte g AIaYAe FOEE u|ste dolEE ZAet. W 3] AH(e)nitt A
dolEE 7]Fom o ol Ald &&d 7heAdol AL AlaYA(HelE 0 wvhE AAg. &
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H
Edgo FeloldE AR gelath, w@, el et B Aol SAgel wES ol WED
#7 Wse] fAs AT £ AES AT, wel WPl A% AT 5 At dIgd B axs
Agksla o] & wpgow Aloke pelwdel BAS Bohe
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g FAE welEhA web AUdom A F77F 7 889 HE Ans) wwE AAEE BANS
SN, %, J1E Aol AR 54 stetstel Belehs P Adsiel o, wel el
Ba MESD 87 usel fa] A8uA 9t BAe wAAT. webd g Ar, % Y
AAS S sfeldo] Bl B89 Aol xe AIMAR 9A B HAN72 294 e
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[e]

AaYHAE 270 2bAlshs w) g"ﬂ‘d e

3. 88 AlZYA

2 A= dy AlaUAE HYsta B4 Al=®Ee] xR gis] dwstt. g AlaYUHE 54
S8 (AP 2)E A&3= A9 3-tuple(IP address, port, L4 protocol)d $-&(Auv]|~), 181 AYHE
st dolER FA T,

Egge A el B3 ue 225 G 7F AGEHATY. EE 9= 5-tup le(source IP address,
source port, destination IP address, destination port, L4 protocol)o] FUs ARAES e dH =
B2 Floltk, 4 (DI ZolF = Z=259(0H)Y JFe=, FX=x)& ‘?‘-/] £ X7F B4 x#E A=
2299 HAstow Aottt &, F2] (2)¢ o] F(dstIP=dip, dstPort =dport)&= F o &3 229 5
destination IP address 7} dip ©]3L destionation port 7} dport Q1 EE Z 259 HaS on|dir}.

F={fi.fifore fu} (D
FX=x)=1{f|feF.fX) =x, X :5 — tuple } (2)

Z25 4= A3 o) nls] e EgE E4o gy o|xyl, EAHI F TAEQ ¥ E(end
point)& 7]l ® EfHS :[L—.—o}7] “H—foﬂ b o] e 2RI ARE AFsr gev. 9],
AW -Zgo]AE Felo E o] Z29- 1] AAE Fotsts A2 F7HHQ B4 S 7%

={b1b = {fIf € FG).x = UIP, Port, Prot}}} (3)
aIA AlaYA AAAS st 229 1 3 FHE g EYE g “Bunch g Asith. 4
(3)% #Zro] Bunch + 3-tuple(IP address, port, L4 protocol)7} B3t Z 2959 Hlo|th, =, A Y
EAd XEJA AR E BE S2ES Uit AW =9 1 7)) o] A i ES AlelellM &
A e ZE9E9 JFoltk. TP 9 45 AWE 7|F£2 = bunch & AAdsta, UDP 9 H$& AH =
gloldE o] FRo] glorm g A4Z end-host EFE 7|52 2 bunch & A s},
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% 1 2 Bunch 9 Fxd disl] YepdLh S8 Al
WAsl= EfE S o2 £9 Bunch 9 +RE Ad
Zelo|dES oy XE Alo]olA ‘ﬂ“@s} ZE$E 9
byte)S HFd3dle] heavy ZE-$¢ AL FA, light =

Tt A 2 o S AE(FTo]o]E) Ato]dl A
shoch, okber Bl E A Aule EA EE9}
|gtc}, Aol #H7+= E2299 A4 54 (packet,
S22 49 A FAEIAT 3, AR S

AR AAE E2go A% L FE MRS ouldth Bunch & 54 AW EEES FHOE WA BE
F295e] Holr] wize] Wk v orol ;i_?;s;:a RE E2SES s8] Bunch 2 A T
B oErdA At dd AadAE £4 @), G)9h 2ol Bunch 2 ATHE EdHe] AW w=E

o

st} 3y AU A= Y g H(x), % ]%() delEwZ 49 39 AR AW =9 3-
tuple(IP address, port, L4 protocol)o|™, 28&° & Hlﬂ =27} AFEE 8P 2)Y oES
oju| gt} ¢JolE= ]114%4 #*E = H;H Eilkes ]:LH%%E A E Eﬂ]j«] FAY EAHES 0|85t

Al Lt

Arbe groltk. =, #e] FMhs)E El te gs 4‘31 ok e el Wi A2 4 FellA
AA8) A,
HS ={hs,, hs;, hsy, ... hs,} 4)
hs = {(x,a.wl|x = {IP, port, prot},w = M{hs)} (5)
Feature Explanation
FT(First Time) First time used to identify traffic
LT(Last Time) Last time used to identify traffic

LD(Life Duration) Duration of identification (LT- FT)

FC(Flow Count) Flow count of identified(extracted) traffic

PC(Packet Count) Packet count of identified(extacted) traffic

BC(Byte Count) Byte count of identified(extracted) traffic

CPC(Counter Peer
Count)

Number of client host in identified(extracted) traffic

H 1. Features of header signature

B 1 on AT Bekg S48 ekt FT & 0 A2 e A4 el

©opute R EdjSe 24 Adelth LD &= FT S LT 9 Aolol, A=Az #4]e] 8=
S Slvlaith BC, PC. BC 2 217t B4 i Aln Ade] Abea Eainel £A Ang o)l
CPC = 24 i A=) Aol A EdRe] gofeldls SaE 15 ofva. elela A
542 we] anw 4osul o2 A§T Bl Fool sl AR Aol gro] At

Slgnature Extraction Module

H

Train . Flow Bunch Signature
Network ! Generation Composition Extraction

----------- » off-line Signature Signature
— real-time | i Maintenance Naming
Traffic Identification Module | |
r" T N -V N |
Flow Flow Signature
Generation | |dentification il Feedback

7l 2. System architecture of identification system
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a9 2= Ay ATUA N B s FES UET. B4 Asde 27 3 yRos T
Y MENIAN ATUAS PP ATUA AR, A4E ATUAS At BT s

A5
e BAR, 2eln ATUAY $82 BYsa s ATUA e,
1

FRE ATUAE Q7] e ATA) B WS

B m=Fo A Agtels B4 A|l2Ee £
Hysls e Bdsdt 85 ¢ e E#H(Ground-Truth Traffic)ths thdoz AU AE
A A AlaYAe 5 1YV Fo1E57] widd Y UEYIS BE EES ddoE AIYAE
gt = g g BE EYIS didoR2 AaYAd FuARE Bt AdE T

59 AAe Aol $HWS FHFoEA F o g

Input: T = it teitesnn b ), HE. = they, heshsy, o, b}

output : F = {fy. fou for s oo B ={bo by by onub)
HE...=1thsy hsy hsn e hsy)

Signature-Extraction(T)

1: fori=ltoa //Flow Generation

F=F U makeFlow(t;)
fori=1tob //Bunch Composition
B=B U makeBunch(f;)
fori=1toc //Signature Extraction
hsiemp=getServerNode(b)
hStemp-setWeight(M())
hstemp-setApplication() if possible

© P N U s W N

If hstemp is New signature

10: HS=HSU  hstemp

11: Else

12: updateAlreadySignature(hSiemp)
13:  return HS

Algorithm 1. Header signature extraction
Ux AAAFEY 78 3A4S Yepdo Al aYA AAdFoAE A UES A
Wl 2 WA (Flow Generation)sta Bunch ©9 = A% Bunch Composition)3dHt}.
B =i 3-tuple & FE35Fo] WA (Header Signature Extraction)dtt}. AAIH
22 8 Z7] dolE F(w)s AAsta sld AlayAY &
=85 Wyt tkek $8 o5& EREE Hgdde

= AZUA DB o BUE ATUAT EAGA e

=

Input: Torae = ita. by by stk HE = fhe, hey ha . he )

output : Fusrnsipiza = 1 oo for e fid

Signature-Identification(T, HS)

1 fori=ltoa //Flow Generation
2 F=F U makeFlow(t;)

3 fori=ltob //Flow Identification
4 {IP,port,prot}=getServer(f;)

5 forj=1ton

6 if both{IP,port,prot} and hs;({IP,port,prot}) are same

7 F=F U f..setApplication(hs;(a))

8 hs;.updateElement(f;) //Signature Feedback

9 returnF

Algorithm 2. Traffic identification
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ARE Yepdnh EgPe ) oA 87 %(KU-Cam-01), 37
03)& Yo

dueE 2 £ ATUH BARe fd B4S vedn. Edn BEARE 24 giae] i B4
YEHFS EYITS Z29 @92 WHFlow Generation)dtal A]Z1Y* DB o A&H A2y A<} dH
AR HuE FI EFHS B4 Flow Identification)dtt). &, 543k 3 HAEXE 7HHE H% 3
AaUxe] £8A)S Efue 72tk ma AU #EE g 2A" EfgEs sulow &y
Ay e #e] 94 kS 78AI(Signature Feedback)3dHo},
Input: H5 .. ={hs, he, he,. . he }
Output : K%, = {he, hs, he. ... he )
Signature-Maintenance(HS)
1 fori=ltoo //Signature Maintenance
2 hs;.setWeight(M())
3 if hs(w) is under 0
4 delete hs; from signature DB
5 fori=lton //Signature Naming
6 hs;.setApplication() if possible
7 return HS
Algorithm 3. Header signature maintenance
FuF 3 & ATUA pERel £ e et ATUA peRdds ANE v aag
] 3ol AEote] AU A folEE AMEStal olE Vo RE S3 A%k AaYAE AHA|(Signature
Maintenance)gtth,  HEgF, thgkel A W(Eo]R2E, FA, oolHE 7wk )& T3 AU AHY
S8(A)S A2y Aol "™ (Signature Naming) 3t}
4. AaYA B
AaYA #Ee] HE 54 FAdd &8 TheAel & HAO AaYAE F7IzF A1y A DB 9
FAAZI= Blelth. &, HAFY AaUAR Ho 4 Ae@AHE, A9:, #4ADE 9 AS
wge A,

Name Date Duration Local IP Remote IP Flow(K) Packet(M) Byte(G) G\tl)?)s
KU-Cam-01 2012.03.01 31days 10,494 47,040,918 659,694 53,906 47,848 142,91
KU-Cam-02 2012.06.01 30days 11,437 43,440,289 774,448 59,238 50,704 156.49
KU-Cam-03 2012.10.01 92days 195 35,924,910 295,071 20,673 16,182 16.28

H 2. Traffic Trace
E o2 & du ATuAe] SA Ak vl wWEel g d3s] 9% g6l Aew =

1ZH(KU-Cam-02), 871 d A (KU-Cam-

okt 713F ok 35St
14,000,000
o 12,000,000
L.
-
*g 10,000,000
2 8000.000 )XA"" ,.2""(
© 5,000,000 e ;
5 f ‘__P,,pl"' —+—KU-Cam-01
g 4,000,000 f s KU-Cam-02 [
E E:UUU:UUU —+— KL-Cam-03 |
U T T T T
Odays 20days 40days 60days 80days
time

J2! 3. Change of signature count
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o AT EHS AE RES HALSA] 21 (accumulated method) A Al AE

2 g3} HE AlaYA e s FolE HolErh =, A" AlYAE AHAIsHA] @Al ATy A
DB o A%stis w, S7ksks AU A e FolE uEkidg. a8 3 A9k o] AlayA we
e AEshA && A9 AFHoR AaYA et SUHeE 20 A

g o
it
>~

- | 2YHE Adsts A E7bssi.
Mol & AaUAE DB o FAgti, a18A Fe
Hgsojol &l7] witel] T

= 4 =
NagA7 FF B BEEA odx et AL FA 2L Aol wHH B g
- b

el a4 Aoty s 3 E3b shligols 2 EfHs At AaYAES BASATHKU-
Cam-01). AAH A2y 545 detatr] S £ EdFe $74 ARE 7[We Ay A 9
54w AAsei.

3541028
4,000,000 :L {53"”*ii (b)

3,500,000
3,000,000
2500,000
200,000
1,500,000
1,000,000 —_—
500,000 oo

0

@ .é'm;;

number of signature

(a)
p—— L ity mpu
237,817 | 177.6874
(3.31%)| (2.47%) 45231
0.63%

Amin  Thour 1day 1week 2week 3week dweek Sweek
time

A8l 5. Histogram of signature LD(Life Duration)
a9 5= A" AaYAY LD & S4ste] s|laEader yekd Aot x =
Sulaiy] y F& @9 LD & /e AaYUA ASE ofudc 7w gl s LD & /s
Al A e Ageeh Aol gk BlES EAEA.

LD & AlZYA7F EdES 245 A AJ-AG vt A]Jd ko] 7)7ES oE|sith. & LD(2 FolhE
7= Ay A7 AA 6.41%@)0d wHeEl, AA AlZY A 53.41%0b)= HA FH GE9A 1w
ujgke] LD & HQATth =, Ik o] ike] AlayHE A ARt EE A ALSEI T o] AREEA]

GFSS & F Ay B o= 1 & uHke] LD & /IR AlZYAHE ¢ flash signature” = A3t
548 B,
e [ o [ 0 0 o 0 ]
| ow 0% | o% 0% 0% 0% 0% 0%
Wm0 [} 0 [} 0 1 4 a2 am
(a}ﬁﬁ o 0% 0% 0% 0% % 0% 001% /I/{b]
[ 2 4 7 6 52 221 2414
"E;‘ | o 0% 0% 0% 0% 0% 0% 0.03%
& 10,000 [ a7 17 200 425 727 2265 6.202
z 0% 0% 0% 0% 001% oot% | 003% 009%
y ] | 515 5333 5303 4308 5098 12683 5929
o 0% 007% | oos% | o007% | o006% o7 | 018% 014%
wof["ga10 | 8az51 | 96508 | 53700 | 44203 | 43186 | 52214 | 13474
0.06% 123% | 133% | o7s% | o061% 05% 0.73% 0.19%
o 347,647 | zsames | 17eser | 108702 ‘ 12,442
aB3% | 513% | 354 248% | 147% 0.17%
3 | 95972 | 40134 | 188e7T | 10,158 | 4557 ars
(c}q/ | 1awm | osenw | ozen | otex | ooex | oo /D(C”

e Thaur 1dmy Twpai Puank Iwonk Awank Swoak

LD{Life Duration)

2! 6. Correlation between LD(Life Duration) and FC(Flow Count) of signature

a6 & 3E AU Ao LD ¢ FC Z#dAE BoFErth x & A1 a2YA LD & YEuH, v 5
A2y FC & Yepdth 2 vtxe 759 FA= sld A3kel &g Ay A o] Jligek dAl o
Hlgolt}, o= 5o AJ2yx LD 7} 1 ¥ o]dtelar FC 7} 1 7fol3ke] A2y &= & 3,795,162 7§ ©]

o>
-c:,-l_
L&
AA HEE 52.76%E A ).
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A 7)zke] 1 B wwkel flash signature(a+c)® 98.78%(c/(a+tc)E= 5= olF oA 1 749
Z29S AT o]dl whal|, A 7Igke] 1 & o]l non-flash signature(b+d)¢] A,
23.46%(d/(b+ d)eel 1 /)9 =95 oAt 5, w4 VIRbe] das WA sk Ed¥e] o] A2
AL el & 4 Q. Aol A AAZ LD ¢ BC 9 HudAE FdsA EsHANE FC <
PRI R W53 Al E 2ol

oo, 0 0 5 60 £ 100 2107
% % % 0% 0% % 0% 0.03%
= o o 1 8 128 265 215 1,160 6521
ia)/l/ % 0% % 0% 0% 0% 0.02% 0.05% q/{b]
(é o 5 62 224 1112 2748 8721 23288 15,219
dz % 0% 0% 0.02% 0.04% 0.09% 0.32% 0.21%
-E 10 141 5,267 2329 125,502 148,033 143,201 110,780 16,884
5, % 0.07%: 0.4%% 1.74% 2.06% 1.99% 1.54% 0.23%
o 2281 76865 | 178.251 264,791 147.556 75,198 32512 3247
© 248% 368% 205% 1.05% 045% 0.05%
1anen ESEG 76534 24,098 12444 9,624 1443
c - ' d
( ) 465% 1.06% 0.34% 0.17% 0.14% 0.02% /b{ ]
1min h 1day Tweek 2week Fweek dweek Sweek

LD (Life Duration)

1%l 7. Correlation between LD(Life Duration) and CPC(Counter Peer Count) of signature

a7 & Y Ay A ] LD 9 CPC #aAE HolErh x F& AU LD & e, vy £&

A4 CPC & vetdith 199 ZF =2+ 17 6 3 22 oJuj& 7Tt
flash signature(a+c)2] 99.93%(c/(a+c)E 22 1 79 ZFgo|AEd A Ly EgaS A3
oJo| ®WHall, non-flash signature(b+d)2] A% 57.61%(d/(b+d)to] 1719 TAES}F EFHS WA 313t}
5, flash signature = 54 SAEAMw BAs= Edas 2480 S 1T 5 vk
Name Flash Signature Non-Flash Signature Total
Num. of 3,841,926 3,351,058 7,192,984
Signatuer (53.41%) (46.58%) (100%)
Identified 3,354,672 261,761,224 265,115,896
Flows (1.26%) (98.73%) (100%)
Identified 332,457 32,786,180 33,118,637
Packets(K) (1.00%) (98.99%) (100%)
Identified 282,336 29,093,558 29,375,895
Bytes(M) (0.96%) (99.03%) (100%)

E 3. Comparison of flash signature and non-flash signature

¥ 3 & 24 7)zke] 1 & m9kel flash signature &+ 1 & o]AF¢l non-flash signature ¢ W< ald
AlaYAEo] A ¢k Egfg o] & v AdE AU A 53.41%% flash signature & A E
iy flow ©$ 1.26%, byte ¥ 0.96%°l aFat= EgIvS BAE%0T 99 AE AysS gt
B AU A e S 2FASF= flash signature (LD gte] 1 & mlehe A E A2y Ao ke
AAGA G, AA AN Ao do] EfIvre RAsith md 54 FojoldEcN LAlE:
Efug BAgo ey, 88 dEss ATUAY N5S A FATE AL AT & 9
Feature Correlation coefficient

FC(Flow Count) 0.027

PC(Packet Count) 0.005

BC(Byte Count) 0.007

CPC(Counter Peer Count) 0.684

E 4. Correlation coefficient of signature feature compare to LD

18
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|

Elxy)
Y= Fans (6)
AU LD o 9FS mAE AlaYx 5EAS BAs] fsE dadA 248 skelth g
WA 2 6 T o] Pearson F#AGTE o]&3kdth. & 4 9 o] BE 5AEo Al1YUA LD ¢
ARAdE B 53 AlaYA FC ¢ CPC & v& 5450 v&) & A7 #AE wol: AL g 4=
ATt
9 AL JNtow ] oA AFRE #E] @4E Aot B =R A Algtels #el FHael
AR el 84 AU A 54 5 CFC, FC, BC ¢t} hs(CFO)+= 3ld AU 7F 74 Egy s 24
A7 FEholdES] A4S oulstal, hs(FC), hs(BO)= ZHzt 4% EdgHe] 29 75, vlolE f¢E
o] m] o}
Mproposea (hs) = M;(hs) + M, _, (hs) — (7
M.(hs) = (a-R.(CFC)) + (8 -R.(FC)) + (v - R.(BCY) (8)
min Uhep(x) thy)
R = i (H S e ¢ (2, P ©)
ool A AlgtshE e e 2 7~9 # ol FAE AaYUA 5A @S AHgstE Aol ofye
el Frl(evtt A2 AR @ o) s gake] Abeth =8, o) o] A% fAEE A
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Completeness = W (11)
Number of Signature = n(H5) (12)
Averoge LD = % (13)
Usage Rate = H:EE:;;S (14)

24,827 45,609 45,609

39.93 86.15 57,531 1,654,796 157,983 60.31 99.00 | 64.00

62.34 90.92 119 1,290 53 | 150,904 771,569 | 443,865 1.88 99.00 2.00

67.57 93.03 2,308 4,833 1,445 | 136,716 377,597 | 356,613 0.01 99.00 0.01

39.88 85.73 3 35 1 6,161 97,576 22,575 | 60.27 100 | 67.00
59.58 89.41 60 853 23 4,759 48,134 8,996 3.89 99.00 4.00
66.45 91.90 1,104 3,719 477 12,231 40,769 25,266 0.03 99.00 0.01

H 5. Experimental result
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