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A Method to resolve the Limit of Traffic Classification caused by Traffic
collection point
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Resolve retransmission and out-of-order problem
Remove all non-payload packets from the packet sequence

1: procedure Detect Normal Packet Sequence

2 Input : packet sequence of a TCP flow
3 if ( P(n) (direction) == P(n+1) (direction) ) then normal
4 if (P(n) == Fp && P(n+1) == Bp) then normal
5. if (P(n) ==Bp && P(n+1) ==Fp) {
6 if (P(n)(Ack) <= P(n+1)(Seq) && P(n)(Seq) < P(n+1)(Ack) )
7 then normal
8 else abnormal
9

}

10: end procedure

1: procedure Detect abnormal Packet Sequence

2 Input : packet sequence of a TCP flow

3:  if (P(n) ==Bp && P(n+1) ==Fp ) {

4 if (P(n)(Ack) <= P(n+1)(Seq) && P(n)(Seq) >= P(n+1)(Ack) ) }
5: then abnormal

6 else normal

[

8: end procedure

Payload packet : a packet with payload data

Non-Payload packet : a packet without payload data

P(n): n-th payload packet in a TCP flow

Forward packet (Fp) : a packet going from client to server

Backward packet (Bp) : a packet going server to client

a2 A dag s oArEs
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@L R Ack 1 40
Seq : 60 [ '. @
ackrso) f @ .

c2 c2
e if ( P(n) (dircetion) = P(n+1) (direction)

(9}
ra

e i P(n)=Fp && P(n+1) = Bp)

* it (P(n)(Ack) == P(n+1}(Seq) && P(n)(Seq) < P(n+1)(Ack) )

.

if (P(n)(Ack) < P(n+1)(Seq) && P(n)(Seq) < P(n+1)(Ack) )

OO
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Seq: 0
Seq Ack : 0
Ack !
Seq :
Ack

Seq: 0
Seq : Ack: 0

Ack !

Seq :
Ack:

Seq:
Ack :

- il (P(n)(Ack) = P(n+1)(Seq) && P(n)(Seq) == P(n+1)(Ack) )
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Resolve retransmission and out-of-order problem
Remove all non-payload packets from the packet sequence
1: procedure Resolve Abnormal Packet Sequence
2: Input : packet sequence of a TCP flow
3. if (P(n) and P(n+1) are abnormal sequence ) {
4: change P(n) and P(n +1);
5: n=n-1,
6: if (P(n) and P(n+1) are abnormal sequence ) goto 4:
7 }
8: end procedure
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it 1. Abnormal case by case

case | measure Total Detect Bytes Rate
Flows 16,282 349 2.141%

al 3,345,013,424 E—
Packets 50,584 95 0.187%
Flows 16,282 24 0.148%

a.2 1,625,395,644 —
Packets 50,584 7 0.014%
Flows 16,282 7 0.042%

a3 332,020,732 —
Packets 50,584 2 0.004%
Flows 16,282 2,932 18.007%

a.4 932,006,201,946
Packets 50,584 7,899 15.616%

3t 2. Total Abnormal case

measure | Total | Detect Bytes Rate

Flows 16,282 3,120

937,308,631,746

Packets 50,584 8,003 15.821%

19.162%
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